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[xman2019]xcaesar
AHSEH TR, MEURCERS A S, FT0T T EGER . py T 54K

def caesar_encrypt(m,k):
p=m
foriin m:
r+=chr((ord(i)+k)%128)
return r
from secret import m,k
print caesar_encrypt(m,k).encode("base64")
#output:bXNobgJyaHB6aHRwdGgE
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[xman2019]xbase64

PR Ebaseb4, WEL T SCHEACIG

# /usr/bin/python

# encoding: utf-8

HUTE/FEE

base64_table = ['=''A', 'B', 'C', 'D','E",'F",'G",'H"'I''J,'K",'L"'M''N','O",'P",'Q",'R",'S",'T",'U','V','W','X,'Y",'Z,
‘a','b', 'c', 'd"'e''f,'g 'YK ' m' ' et e g s Y VWX Y2
'0",'1','2','3','4''5''6','7",'8",'9’,
"+ 1]

def encode_b64(s):

I =len(s)

i=0

result ="

while i < I:
# SFFITEI Sy A i, ST x7F
s1 = s]i

b1 = bin(ord(s1))[2:] #& [5]F 719 — 475, bin() 220K [F11E LAOb 2L, 1)/ Mindex=2 17 & 77475, Z:/50b
cb1 =b1.rjust(8, '0") #rjust() cHLEZ L XS FFEREL, ML EZ A FROFF S99 7 281

i+=1
ifi >=1:

cb2 ='00000000'
else:

s2 = s]i]

b2 = bin(ord(s2))[2:]
cb2 =b2.rjust(8, '0)

i+=1
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ifi >=1:
cb3 ='00000000'
else:
s3 =gl
b3 = bin(ord(s3))[2:]
cb3 =b3.rjust(8, '0)

# G =F RV FT
cb =cb1 +cb2 + cb3

6:12]
12:18]
1

# T I35 -l 45
ri1 = int(rb1, 2)

fi2 = int(rb2, 2)
fi3 = int(rb3, 2)
rid = int(rb4, 2)

in
in

# LFKSER 0 HIEH, LI = HA
ifi-1>=1landri3 ==0:

3 = -1
if i >=1and ri4 == 0:
rid = -1

result += base64_table[ri1] + base64_table[ri2] + base64_table|[ri3] + base64_table|[ri4]
i+=1
return result
print encode_b64(open("flag","r").read())

#output: mZOemISXmpOTkKCHkp6Rgv==

RN Bk fbase6d & —FER), HAATAH & Lbase64_table
AR s Ans,  SOd SRR AT T, SGE AR

# /usr/bin/python
# encoding: utf-8
# Wit F R
base64_table = ['=','A", 'B', 'C', 'D', 'E', 'F', 'G", 'H, 'I', 'J', 'K, 'L, 'M', 'N, 'O", 'P', 'Q", 'R', 'S', 'T",
‘U, VLW XY
'a','b', 'c','d'", 'e', 'f, 'g’, 'h L K T, 'm ' o, et g, L s T U
VW, XY 2
'0",'1','2",'3",'4','5",'6', '7", '8, '9/,
"+ 1]

def search(ch):
for i in range(65):
if ch == base64 _tableli|:
return i

def encode_b64(s):
I =len(s)
i=0



result ="

while i <I:
s1 = s]i
b1 = bin(search(s1))[2:]
cb1 =b1.rjust(6, '0")

i+=1
ifi >=1:

cb2 ='000000"
else:

s2 = gli|

b2 = bin(search(s2))[2:]
cb2 = b2.rjust(6, '0")

i+=1
ifi>=1:

cb3 ='000000"
else:

s3 = si|

b3 = bin(search(s3))[2:]
cb3 = b3.rjust(6, '0")

i+=1
ifi>=1:

cb4 ='000000
else:

s4 = si|

b4 = bin(search(s4))[2’]
cb4 = b4 rjust(6, '0")

# IV E TSy = F T
cb =cb1 +cb2 + cb3 + cb4

rb1 =cb[:8]

rb2 = cb[8:16]

rb3 = cb[16:24]

# FE T ISy ) A5
ri1 = int(rb1, 2)

ri2 = int(rb2, 2)

ri3 = int(rb3, 2)

result += chr(ri1) + chr(ri2) + chr(ri3)
i+=1

return result
print (encode_b64('mZ0emISXmpOTkKCHkp6RgV'))
3 #flag
[xman2019]xyf

I —%



n =3161262255255421133292506694323988711204792818702640666084331634444148712428915950639954540974469931426618702
0446723181349086787306419814140370340583203591582468139871546791781593918322329901937384541163710459284342399360
2700653934848831675461158665958767765979162048120073256406836714854124242653382362658657491527520950830012057481
9113851895932912208783915652764568319771482309338434364094681579135086703127977870534715039005822312878739611630
1557143131195456109392533558087426468918154427586602785149764315219337632726156532610446070418762129988837327246
62410197038419721773290601109065965674129599626151139566369

e = 65537

¢ =6315839115926606522154126830886887854389383864033233231312475345619585312885706121341392880905336195488761564
47498627938626419617968918299212863936839701943643735437264304062828205809984533592547599060829451668240569384 13
0130080928292082888526567902695707215660020201392640388518379063244487204881439591813398495285025704285781072987
0246981331473542387028618031465480577367560032942487918277822807226704571573852057872599798048929665295369029598
1367553702887940780236543902471194209112305830546085667691045826809779853290104005050690614154790976609332319736
3034959926900440420805768716029052885452560625308314284406

A —E 0 e, o nESRIMAE n Sk m RSAM, 452 factordb B HH I%E G nEdE, 58 p, qfd
9’5 Az 1713 2flag

#!/usr/bin/env python

# -* coding:utf-8 -*

import binascii

import gmpy?2

n = 3161262255255421133292506694323988711204792818702640666084331634444148712428915950639954540974469931426618702
0446723181349086787306419814140370340583203591582468139871546791781593918322329901937384541163710459284342399360
2700653934848831675461158665958767765979162048120073256406836714854124242653382362658657491527520950830012057481
9113851895932912208783915652764568319771482309338434364094681579135086703127977870534715039005822312878739611630
1557143131195456109392533558087426468918154427586602785149764315219337632726156532610446070418762129988837327246
62410197038419721773290601109065965674129599626151139566369

p = 5622510342592017974501982842338225503008622660078323739858272024425084020509074714499547004643281426787782294
9968612053620215667790366338413979256357713975498764498045710766375614107934719809398451422359883451257033337168
560937824719275885709824193760523306327217910106187213556299122895037021898556005848447

q = 5622510342592017974501982842338225503008622660078323739858272024425084020509074714499547004643281426787782294
9968612053620215667790366338413979256357713975498764498045710766375614107934719809398451422359883451257033337168
560937824719275885709824193760523306327217910106187213556299122895037021898556005848927

e = 65537

¢ =6315839115926606522154126830886887854389383864033233231312475345619585312885706121341392880905336195488761564
4749862793862641961796891829921286393683970194364373543726430406282820580998453359254759906082945166824056938413
0130080928292082888526567902695707215660020201392640388518379063244487204881439591813398495285025704285781072987
0246981331473542387028618031465480577367560032942487918277822807226704571573852057872599798048929665295369029598
1367553702887940780236543902471194209112305830546085667691045826809779853290104005050690614154790976609332319736
3034959926900440420805768716029052885452560625308314284406

phi = (p-1)*(q-1)

d = gmpy2.invert(e,phi)

m = pow(c,d,n)

print(binascii.unhexify(hex(m)[2:].strip("L")))
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[xman2019]xbk

TIPS 5

n=47966708183289639962501363163761864399454241691014467172805658518368423135168025285144721028476297179341434450
931955275325060173656301959484440112740411109153032840150659

e=3
¢c=10968126341413081941567552025256642365567988931403833266852196599058668508079150528128483441934584299102782386
592369069626088211004467782012298322278772376088171342152839

S Jifactord BB RERNAL MR, KIARE, F2Rklyafusdif, HEJADE, BRDAEESESM. FAFA0NE, Xle=3, &
[ F e =3 IfRSAE AMRH, {rfreebuffk |~ FUHRICII# AN, BIEc=p, +k*nIXDNRIEAKBE K
i, RS R

from gmpy2 import iroot
from libnum import s2n, n2s
¢ =1096812634141308194156755202525664236556798893140383326685219659905866850807915052812848344193458429910278238
6592369069626088211004467782012298322278772376088171342152839
n =4796670818328963996250136316376186439945424169101446717280565851836842313516802528514472102847629717934143445
0931955275325060173656301959484440112740411109153032840150659
k=0
while 1:
res = iroot(c+k*n,3)
if(res[1]==True):
print (res)
break
print("k="+str(k))
k=k+1
m =2511413510841925395932258515055884434794093321076452844669
print (libnum.n2s(m))

f3flag, Hikrsast M 77 sUR B UG 2 S — R ELE T

Medium RSA

I FE R4, B ™MW X, flag.enc, pubkey.pem
KRS TR BlopenssH T, T #Eiede s s, R H SCH I8 A 4 R emd HE 2 A 1 :

openssl rsa -pubin -in pubkey.pem -text -modulus

gE RN

[HMEE I e A R 52k T e 77 s B ATL A 2 KT B R O A7 T Sk B3 B4 (img-BJZj4GS Q-1596967243231)
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Horp

e = 65537
n = C2636AE5C3D8E43FFB97AB09028F 1AAC6COBF6CD3D70EBCA281BFFE97FBE30DD( 163 ill)

W A AR N, e, c

from Crypto.PublicKey import RSA
with open('./pubkey.pem’, 'r') as f:
key = RSA.importKey(f)
N =key.n
e = key.e
with open('flag.enc', 'r') as f:
¢ = f.read().encode('hex’)
c =int(c, 16)


https://www.freebuf.com/sectool/148898.html
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e=2
n = C2636AE5C3D8E43FFB97AB09028F1AAC6C0OBF6CD3D70EBCA281BFFEQ7FBE30DD

XRAYIN2, FHrabinf L iR
[xman2019]xfz

T RA BRI A, FeFfezpy, K2 MELHE

import os
def xor(a,b):
assert len(a)==len(b)
c="
for i in range(len(a)):
c+=chr(ord(a[i])"ord(bli]))
return c
def round(M,K):
L=M[0:27]
R=M[27:54]
new_|=R
new_r=xor(xor(R,L),K)
return new_l+new_r
def fez(m,K):
foriin K:
m=round(m,i)
return m

K=l

for iin range(7):
K.append(os.urandom(27))

m=open("flag","rb").read()

assert len(m)<54

m+=0s.urandom(54-len(m))

test=os.urandom(54)

print test.encode("hex")

print fez(test,K).encode("hex")
print fez(m,K).encode("hex")

{7 B R U A9 A A 5 R 4 P T A8 B AN B AT S B AR

HHRAREE, KIS fez(test,K) Al fez(m,K) #B42 T4

rap+rilig

77 E 4R, IXRE R fez(test,K) Al fez(m,K) DL test 72 45 1532 B2 Hi SR AR S 8l AE 79 21 m A2 A I, 4n S5 40ES 4
¥



import os
import libnum
HIAECIRIFHRT
def xor(a,b):

assert len(a)==len(b)
c=""

foriin range(len(a)):

c+=chr(ord(a[i])"rd(bl[i]))

return c
#Mfez.log X 1F77F]
test='50543fcObca1bb4f21300f0074990f846a8009febded0b2198324c1b31d2e2563c908dcabbc461f194e70527e03a807e9a478f9a56f7"
utest='66bbd551d9847c1a10755987b43f8b214ee9c6ec2949eef01321b0bc42cffcebbdbd604924e5cbd99b7c56cf461561186921087fa1e9’
um='44fc6f82bdd0dff9aca3e0e82cbb9d6683516524c245494b89¢c272a83d2b88452ecObfala73ffb42e304fe3748896111b9bdf4171903'
HIGi G K7F1F
test = test.decode('hex)
utest = utest.decode('hex)
um = um.decode('hex’)
HIP 2 AT
um_| = um[0:27]
um_r = um[27:54]
utest_| = utest[0:27]
utest_r = utest[27:54]
test_| = test[0:27]
test_r =test[27:54]
HRHFEIMAE B
m_r = xor(xor(um_|, utest |), test r)
m_| = xor(xor(xor(xor(um_r, utest_r), test_r), test_I), m_r)
#a I
m=m.l+m.r
print m
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