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strings - print the strings of printable characters in files.
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T
:~/Documents/tmp# strings t.py
from pwn import *
print asm('XCHG EAX,ESP\nNRET\nMOV ECX, [EAX]\nMOV [EDX],ECX\nPOP EBX\nRET'.lower(
)).encode( 'l ) .upper()
:~/Documents/tmp# strings t.py | grep from
from pwn import *
:~/Documents/tmp# strings * | grep from

<size from="%zu" t
II,‘:_’
<unsorted fro = total="%zu" count="%zu"/=>
~nl_load loca

failed to map segment from shared object
~dl map object from fd

base from object

base from cb data
translit from idx

translit from tbl

~dl map object from fd
fromlimit

fromidx

froms

~nl load locale from archive
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: /tmp/mfile# binwalk haha.f38a74f55b4e193561d1b707211cf7eb

DECIMAL HEXADECIMAL DESCRIPTION



6] Bxe Linux EXT filesystem, rev 1.0, ext2 filesystem dat
a (mounted or unclean), UUID=8eecd®8f-bae8-41ff-8497-8338f58af58a

35751 Ox8BA7 mcrypt 2.2 encrypted data, algorithm: blowfish-448
, mode: CBC, keymode: 8bit

1858924 Bx10286C Unix path: /tmp/mfile/1/t.py
1573996 0x18046C Unix path: /tmp/mfile/1/t.py
3146860 0x30046C Unix path: "tmp”mfllE”rMﬁ:ﬁ?’l|::|L_;_|:.'-3|;jr'|.r'|et-"|3U 104¢

{5 Fmount i 443
: /tmp/mfile# mkdir 1

haha.f38a74f55b4e193561d1b787211cf7eb

: /tmp/mfile/1# 1s
129 144 16 115
13 145 160 176
1386 146 161 177
131 147 162 178
132 148 163 179
133 149 164 18
134 15 165 180
135 158 166 181
136 151 167 182
137 152 168 183
138 153 169 184
139 154 17 185
14 155 170 186
14@ 156 171 187
141 157 172 188
142 158 173 189
142 159 174 19
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File Edit View Search Terminal Help

oHTE=
for i in range(254):

out += open(str(i),'r').r
print{out)

2 3flag

'1# python t.py
Haha ext2 file s em is easy, and I know you can easily decompress of it and fi
nd the content in it.But the content is spilted in pieces can you make the piece
s together. Now this is the flag PCTF{P13c3 7oghter i7}. The rest is up to you.
Cheer up, boy.
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File Edit View Search Terminal Help
:~/Documents/tmp/1# ls
haha.f38a 55b4e193 d1b707211cf7eb

:~/Documents/tmp/1# binwalk




[¢] 0x0 Linux EXT file em, rev 1.8, ext2 filesystem data, UUID=8eecdo
8T-baeB-41ffT-8497-8338f58af58a

0x488 Unix path: /root/Documents/tmp/1/2

Ox8BATY mcrypt 2.2 encrypted data, algorithm: blowfish-448, mode: CBC, k

:~/Documents/tmp/1# 1s
74155b4e193561d1b7087211cf7eb  haha.f3

:~/Documents/ ‘1# cd haha.f38a74155b¢4
:~/Documents/tmp/1, a74f55b4el9:
-root
/Documents/tmp aha. 4f55b4e 61d1b 211¢ acted# cd ext-root
/Documents/tmp/1/ haha.f38a74f55b4e193561d1b707 ) acteq -root# 1s
133 145 157 :
134 146 158
135 147 159
136 148 16
137 149 160
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sum =
for i in range(1000000000):
if (i%3==0 or 1i%5==0):

sum += i

print(sum)

veryeasyRSA

import libnum

p 3487583947589437589237958723892346254777

q = 8767867843568934765983476584376578389

e = 65537

phin = (p - 1) * (q - 1

d = libnum.invmod(e, phin

print(d

# d=19178568796155560423675975774142829153827883709027717723363077606260717434369
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import libnum

C = Oxdc2eeeb2782c
n = 322831561921859
e = 23

q = 13574881

p = 23781539

d = libnum.invmod(e, (p - 1) * (q - 1))
pow(c, d, n)
print(libnum.n2s(m))
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f# F010EditoriT JF k46 ®word.zip, HHdeFlags7BURiC R EME . ZHixTBOVBEE & XRRME, ZHixTBREATHN,
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ROPGadget

from pwn import *
print asm('XCHG EAX,ESP\nRET\nMOV ECX,[EAX]\nMOV [EDX],ECX\nPOP EBX\nRET'.lower()).encode( 'hex"').upper()
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a piece of cake
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the word ro?ot can refer to ?oth physical ro?ots and virtual software agents, ?ut the latter are usually
referred to as Pots. there is no consensus on which machines ?ualify as ro?ots Put there is general
agreement among e?perts, and the pu?lic, that rorots tend to do some or all of the following: accept
electronic programming, process data or physical perceptions electronically, operate autonomously to
some degree, move around, operate physical parts of itself or physical processes, sense and

manipulate their environment, and e?hi?it intelligent ?ehavior - especially ?ehavior which mimics

humans or other animals. flag is su?stitutepassisveryeasyyougotit. closely related to the concept of a
rorot is the field of synthetic ?iology, which studies entities whose nature is more compara?le to ?
eings than to machines.
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Shellcode
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int main(void)
{

int x;

char a[] = "PYIIIIIIIIIIIIIIII7QZjAXPOAOAKAAQ2AB2BBOBBABXP8ABUJIIYIhkmKzyCDq41l4FQyBlrRWEahI1tLKT16Pnk1lftLnkPv
wlnkW6fhNkan5pNkgF6XPOR8T5HsCivaN190okQSP1KRLVD6DNk3uelNkpTthRXuQ9znk2jEHLK1Ja®FaXkhcTtBink4t1KUQhnvQYotqo®ylnLMT
0OSDEWZahOtMwghG8kXteksLwTdhle8alLKsjaduQ8kavLKdLrklkeZel7qjKLKUTLKuQM8k9bdvDel1qiSnR5XVIXTOyjENikrphNnrnVnhlBrzH
00KOYoyok93u7tOKCNyHzBBSnguLgTcbyx1NKOYoYoMYaUTHphRL2LupQQOhtsFRTNn541x3E2Se5T26PyKK8QLTddI1IZFBvyoSeUTLIkrvOoKy8
ORpMm1k7G16DBrm8SoyoioyoaxrOgh@XwP1xulQwlupBbHrmrED3T34qiKOXQLTdAEZOyZCaxQmRxgPUp@hpnPn4srRe8BDS02PT7axqOCWROpoph
SYpnSo004u83K72Peu70hBpCsqDpF4qHIMXpLQ429k98aEalrl1BF3Ca3bIlozp@l1IPfOYof5GxXAA";

asm("jmp %0;"

"=a" (x)
"0"(2));
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a = '00000000000000000000000000000000VVVVVVVVVVVVVVVVVVV101110000110001000000101000000001 "
b = "WELCOMETOCFF'

for i in range(12
d=int(a[i*7:(i+1)*7],2
e=ord(b[1i
c+=chr(d”e

print(c

1 F Kali 7 [ aircrack-ng B A5 25 19 BV AT
BN

aircrack-ng -w /usr/share/wordlists/rockyou.txt ~/Documents/tmp/wifi.cap.d4e4d22bc8fe925bfOccb9382056ce8e
Master Key : 38 19 96 51 DB 57 C2 29 A4 5A 55 D9 20 25
[6P:00:00] 272/7120712 keys tested (2548.15 k/s)

Time left: 46 minutes, 34 seconds

KEY FOUND! [ 11223344 ]

Master Key 23 2 29 Al 20 25 6C 3B
a: 38 EC 44 42

Transient Key : i 4 72 4 ] 6E 13 16 66
6D E9 68 EC
00 00 00 00
00 00 00 00

EAPOL HMAC : ' 48 42 6F : 10g,CRA-getgq 104000

B3, 11223344
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e
= 31| LODWORD(u6) = fFopen(=*{ OWORD =)}&argc, argu, "rb+", uvif[1]);
4 32| vib = vb;

33| if ( vh )

3 {

35 LODWORD{v7) = fopen{=*({_(WORD =)&kargc, argv, "wb+", "tmp™});

36 uls = u7;

37 while { feof{={ (WORD =}&argc, argu, vE, viGa) == B }

38 {

39 ul? = fgetc{=*({_ (QWORD =)&argc, argu, v, uihH);

48 if { w17 = -1 && vi7 )

1 {

42 if  vi17 > 47 B& vi17 {= 96 )

43 1

uy u17 += 533

45 H

uh else if ( vi17 <= 46 )
= 47 {

4u8 ul7? += v17 % 11;
— 49 3

58 else

51 {

52 uil? -= vi7 % 61;

53 3

oy Fputc{={ QWORD =}&argc, arguv, w15, {unsigned int)ui7};

55 »

13 3

57 fclose{={ (QWORD =)&argc, argu, uv?, viS);

] feclose{={ (UORD =)&argc, argu, uid, vis);

5o sprintf{={ OQWORD =}&argc, argv, "del %s", &ui4, vi19[1]);

00000C2B 53

£ 10i#1S 2lflag:

f = open("flag.enc", "rb+")
cypher = f.read()

flag = "'

print(cypher)

for i in range(len(cypher)):
for j in range(256):

t=3

if t > 47 and t <= 96 :
t += 53

elif t <= 46 :
t+=t % 11

else :
t -=t %61l

if t == cypher[i]
flag += chr(j)

print(flag)
print(bytearray.fromhex(flag))
f.close()

BATER:

b'jeihjiiklwjnk{1jj{kflghhj{ilk{k{kij{ihlgkfkhkwhhjgly"
504354467B596F755F6172335F476F6F645F437261636B33527D
bytearray(b'PCTF{You_ar3_Good_Crack3R}")

m
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