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question:

il F 2 A iy - 3R flag
answer:

JRwinhex L& T, BRI AR, @ HYOREAmS, W7 ikbinwalk, WA A#BEA, Fikstrings. £
flag.
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question:
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answer:
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answer:base32->hex->asciififlag.
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answer:FEH %1, fir % 5flag.

Help!!
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answer: ] 45 A BN 1, lElwinhex L A B2 th nss, o— F 15 2|word.docx,binwalksr & —F, 1E
media> {3 T~ 4k Zlflag.
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question: £ 15 71 1) %5 FI| i
BEANO: http://web.jarvisoj.com:32776/
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answer:f12—F, BRIFT—TIH, 7F #F3KkH &kIiflag.
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question:
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answer:pHlq#S4s 7, B Elibnumfidiskd, tafLLE ...
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question:

AN ZE T MogosltiE 1, KK HCEHIME.

answer: ZZ|winhexLHEE . B AT A%V 5% stegsolve Rl K frame . EZFflag.
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question:
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answer: mdSTEKAI? sl FEREL — N 4. iR fflag.
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question:
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answer: I EATK—ER.
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PR flag{WIFI# 75}

answer:ZElcomsoft Wireless Security Auditoral & aircrack-ng#g il — F %14, f5flag.

question:

L H KE: CFF2016

answer:
1 a = '000000000000000000000000000000000000000000000000000101110000110001000000101000000001 "
2 b = '"WELCOMETOCFF'
3 c=""
4 for i in range(len(a) / 7):
5 c+=af[i*7:1*7 + 7].2fil1(8)
6 print hex(int(c, 2) ~ int(b.encode('hex"'), 16))[2:-1].decode( 'hex")
7 # WELCOMECISRG

A Piece Of Cake

question:

nit ygmg mqrgn bxw mtjtm nq rgni fiklvbxu mqrqgnl xwg dvmnzxu Igjnyxmt xatwnl, rzn nit uxnntm
xmt zlzxuuk mtjtmmtg nq x| rgnl. nitmt vl wq bgwltwizl qw yivbi exbivwtl pzxuvjk xI mqrgnl rzn nitmt
vl atwtmxu xamttetwn xeqwa tsftmnl, xwg nit fzruvb, nixn mqrqgnl ntwg nq gq lqet gm xuu qj nit
jquugyvwa: xbbtfn tutbnmqwvb fmgamxeevwa, fmqgbtll gxnx gm fiklvbxu ftmbtfnvqwl
tutbnmqwvbxuuk, gftmxnt xznqwqeqzluk nq Iget gtamtt, eqdt xmqzwg, qftmxnt fiklvbxu fxmnl qj
vnltuj gm fiklvbxu fmqbtlitl, ltwlt xwg exwvfzuxnt nitvm twdvmqwetwn, xwg tsivrvn vwntuuvatwn
rtixdvgm - tiftbvxuuk rtixdvgm yivbi evevbl izexwl gm gnitm xwvexul. juxa vl
Izrinvnzntfxllvidtmktxlkkgzagnvn. bugltuk mtuxntg nq nit bqwbtfn gj x mqrgn vl nit jvtug qj lkwnitnvb
rvquqak, yivbi Inzgvtl twnvnvtl yiqlt wxnzmt vl egmt bgefxmxrut nq rtvwal nixw nq exbivwtl.

eAc i3 PCTF{flag}

answer: AT, ZEFquipquip LT 2l — N . ZEIE N Sflag.

Shellcode

question:

EN—AB%, BEamed«fiiHshellcode?

X AR —Brshellcode, fRfg IE# 8 FH I 45 5 15 Eiflaghth 2
answer: fgithub B3l ftishellcodett T 2% . #— FatifEiflag T .

https://github.com/inquisb/shellcodeexec
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Easy Crackme

quetion:

VLT FFEXER, (HAAX RS 1), RIERA S, KRFRPR— FIE~~)
answer:ftidtida B fo5%E — TR, Wi —MCRAR KR, ¥ T15flag.

1 n = [251, 158, 103, 18, 78, 157, 152, 171, @, 6, 70, 138, 244,
2 180, 6, 11, 67, 220, 217, 164, 108, 49, 116, 156, 218, 168]
3 key = [@xab, oxdd, 0x33, 0x54, 0x35, 0Oxef]
4 flag = "'
5 for i in range(26):
6 flag += chr(n[i] ~ key[i % 6])
7 print flag
B FEH
question:
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answer: A EE R IFXFIY M =Fh 7. PO BERT % T . JEXE#K. YE#RW- 153
JBLUWEWNZ

Z—Tflag, KBRS, BAZZAAEXMTHR T, JUilitami—T. Bflag.

ROPGadget

question:

HUL AU g2 SIPWNIR R, DL A —BROPGadgetfiLgw1s 2 /7 51, EHASH A NS (RS,
NEH T H%)

XCHG EAXESP
RET



MOV ECX,[EAX]
MOV [EDX],ECX

POP EBX

RET

Bk PCTR{RIIZ XY

answer: B #: &pwntools .

from pwn import *
print asm('XCHG EAX,ESP\nRET\nMOV ECX,[EAX]\nMOV [EDX],ECX\nPOP
EBX\nRET"'.lower()).encode("hex").upper()

Easy RSA

question:

i fFveryeasy RSAL ? R ARAME? ARG H X GN, X B A,
CL— BERSAINE 15 B oN:  Oxdc2eeeb2782¢ H. CL AN BT I A 8
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answer: I fEiHffrsa, BEREERAR T,

1 import libnum

2 from Crypto.Util.number import long_to_bytes
3

4 C = Oxdc2eeeb2782c

5 n = 322831561921859

6 e = 23

7 # http://factordb.com/index.php

8 q = 13574881

9 p = 23781539

10

11 d = libnum.invmod(e, (p - 1) * (q - 1))
12 m = pow(c, d, n)

13 print long_to_bytes(m)
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question:

W Bl AR th B R G AR 7 AR FRATT— R R R B — B AR o 21 -

bacoN is one of aMerICa'S sWEethEartS. it's A dARIinG, SuCCulEnt fOoD tHAt PalRs Flawl_E
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Bk PCTR{IRAKILHI X HL)
answer 5 iR, KGR —T, Hiflag.

Baby's Crack

question:

BEARRI i, RIRWAZ U T, BOBEEME.

answer: BT RFIE

1 import string
2
3 def ecrypto(a):
4 if a = "\xff' and a:
5 if ord(a) > 47 and ord(a) <= 96:
6 a = chr(ord(a) + 53)
7 elif ord(a) <= 46:
8 a = chr(ord(a) + ord(a) % 11)
9 else:
10 a = chr(61 * (ord(a) / 61))
11 return a
12
13 enc = r'jeihjiiklwjnk{1ljj{kflghhj{ilk{k{kij{ihlgkfkhkwhhjgly"'
14 m=""
15 for i in enc:
16 for j in string.printable:
17 if i == ecrypto(j):
18 m+= j
19 break
20 print m.decode('hex"')
AL ER
question:
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answer: WHE, JmFEdl,

1 n=2=0
2 for i in xrange(1000000000) :
3 if i % 3 ==
4 n+=1i
5 elif i %5 ==20
6 n+= 1
7 print n
PR ) SCA
question:

KR, IEERE TN SCEEEE T, UREE R B L I Ak i 2
answer: fEF|winhex R H¥E RIA4AKTE, binwalk— T &I

Al LR .. mount— FEF .
mount haha ./1
I RIAT 254403, TRRIZ R P T o FAMEH cateli 2 dd B0 Gk T U RSO
Hos eI st ot — 8, RIS B R — AR, SRS S SR SR AT 1
path ='lost+found/'
out="
foriin range( 254):
out+=open(path+str(i), 'r').read()
print out

098K, ak I basic.
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