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D 1DA - C\Users\Max Wang\Desktop\1.Hello

— x
File Edit Jump Search View Debugger Options Windows Help
HHE et B S V) A0 @R X OO dbuser MibCICAHE N
Library function | Data Ml Regular function [ Unexplored Ml Instruction | Extermal symbol
[F] Funstions window Ooa& x TDA View—h B ttex view1 A Structures lEal| Enuns 5 Inperts ) Exports
Function name | text: 1688008C20 ; DATA XREF: sub_1@8 8+Flo ... -
| text:0000000100000C90
sub_100000C90 0O00OA10BAROCYA var 4 = duord ptr -4
Z, sub_100000CB0 000006100860C90
£ | sub_100000CEQ 0000610080009 0 push  rbp
£] sub_100000DE0 8000001006000C91 nov rbp, Fsp
J| __assertrtn BOABOA10BA0OCYA sub rsp, 18h
F| _stack chk fail |_text:0000000168000C98 lea rdi, aThisIsADummyFu : “This is a dumny Functionin”
7| _getpid | text:0080086108008CF noy al, @
£ _printf 0000061 00800CAT call _printf
£] _sysetl | text:pB00BNG108080CAG nou [rbp+uar 4], eax
| text:0800000180000CAY add rsp, 18h
| text:00000001000688CAD pop rbp
800000100000CAE retn
| text:08800068180BBBCAE sub_1B806088CY98 endp
| text:0800000180000CAE
1 H
| text:pAOAOAA1BBBOBCAF align 16h
| text:pBOB000186600BCER
1 e SUBRODUTIHNE
600006100000CEA
| text:pOAOOAA10ABBBCBA ; Attributes: bp-based frame
| text:pBOBOB0186680BCER
< > |_text: 1 8 sub_1 8  proc near ; DATA XREF: sub_1800888CEG+810
Line 1of 9 00000C90 0000000100000C90: sub_100000C30 v
[Z] tutput window 0o &8 x
= o - =
Please check the Edit/Plugins menu for more informaton. ~
Propagating type information...
Function argument information has been propagated
Python 2.7.2 (default, Jun 12 2811, 15:08:59) [MSC v.15808 32 bit (Intel)]
IDAPython 64-bit u1.7.8 final (serial B) {c) The IDAPython Team <idapythonBgooglegroups.com>
The initial autoanalysis has been finished. Y]
Fython
AU: idle Down Disk: 4GB
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File Edit Jump Search View Debugger Options Windows Help
el AL L L R R L ST LT - D 1 I -] ] @
Library function | Data [l Regular function | Unexplored Jll Instruetion = External symbol
[F] Funetions window O & % [JZ104 viewh B psendocodsB [ (5] Pseudocodet [B) steck of key_function (3] Hex ¥iewt [A] Structures [£] Enuams %= Inports Fd
Function name ;i.nt key_function() -~
Fa d“""")'-‘”"fti‘?" 3| int result; /7 eax@1
7| weleome funcion 4| signed int i; /7 [sp+1Gh] [bp-1ush]@2
key_function 5| int k; /7 [sp+24h] [bp-Ch]@1
1| system_func &
L] _assertrin 7| k = (tunsigned __intG4)({{char =)welcome_funcion — {char *){__int6k (*)())dummy_function) >> 2} ~ key[8];
F/ —Sta'_:l'c-':hk-‘a'l 8|| result = system_func(};
7| _getpid 9| if ( f(result & 1) )
1| _printf 10| {
I _sysctl 11 i= e
12 while ( i < 55 )
13 {
14 key[(signed _ int6u)i]
15 key[(signed __int6u)i]
16 +¥i;
17 i
18 ¥
19 result = printF(™SnFinal output is %sWn™, &key[T1]):
29
21| return result;
22y
< >
Line 3 of 9 00000D1B key_function:1l v
[=] tutput windew o8& x
Python 2.7.2 (default, Jun 12 2811, 15:08:59) [MSC v.15808 32 bit (Intel)] ~
IDAPython 64-bit u1.7.8 final (serial 8) (c) The IDAPython Team <idapythonBgooglegroups.com>
The initial autoanalysis has been finished.
108008688DEA: using guessed type int sub_108680BDEB{void);
1080061018: using guessed type _ inté4 =_ stack_chk_guard_ptr[6];
10800616108: using guessed type _ inté4 x_ stack_chk_guard_ptr[6];
1000018108: using guessed type _ int64 * stack chk _guard _ptr[6]; v

Fython

AU: idle Down Disk: 4GB

RS :




if ( !'(result & 1) )
{
i=0;
while ( i < 55 )
{
key[(signed __int64)i] -= 2;
key[(signed __int64)i] ~= k;
++1;

++k;

key[l7& LRI, DEIEAAE, it R 7 ZRBKAE, MOASE A T4

?‘ k= {({unsigned  int64)({char =)welcome funcion - {char =}{ intéd {=){))dummy_ function) >> 2}

-

key[0];
BKEEREER, B Efezalg e, AT

for kk in range(@, 256):
key = [@x41, 0x18, Ox11l, Ox11, Ox1B, Ox0A, Ox64, Ox67, OX6A, Ox68, OX62, Ox68, OX6E, OX67, OX68, OX6B,
0x62, Ox3D, Ox65, Ox6A, OX6A, Ox3D, Ox68, Ox4, Ox5, Ox8, Ox3, Ox2, Ox2, Ox55, Ox8, Ox5D, Ox61, Ox55, OxOA,
Ox5F, @x0D, Ox5D, Ox61, Ox32, Ox17, Ox1D, 0x19, Ox1F, Ox18, 0x20, Ox4, Ox2, 0x12, 0x16, OX1E, Ox54, Ox20,
0x13, 0x14, 0x0, 0x0]
try:
k = kk
i=29
while i < 55:
key[i] -= 2
key[i] ~= k

=
+
]

ans =
for c in key:
ans += chr(c)

print ans

except:
pass
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Suw 1 op, wven

g ; 6: = {{unsigned __inté4){{char =*)welcome_ Func1nn - {char =){__inté4 (*)())dunny_function) >> 2} ~ key[0]:
8 lea rax, welcome_funcion ; U"TT ﬁ?fﬁﬁ%

F lea rcx, dummy_function ; U——{fIEﬂﬁﬁﬁ

[ sub rax, FCcx H U——fT

9 nov rcx, 4 ; Eﬁ%%ﬁéaﬁkﬂﬁﬂﬁiﬁ

3 mousx  edx, cs:key ; key[ﬂ]hﬁ edxZ {722

A mowv [rbp+var_4], edx ; rbp+var_ u == edx ==

D lea rsi, dummy_function ; FYdummy_ FunctlonEﬁi&i é_ rsiZiF

[ lea rdi, welcome_funcion ; FJuwelcome_functionfiil j? 2 rd1%§§_§§

B sub rdi, rsi H rd1 = rdi - rsi

E shr rdi, 2 ; rdiiFsERIEf, RS2, Btedidrdifh{f32fz, Bfedi == rdi
2 mou edx, edi ; edx = edi |

L mowv [vbp+var 8], edx ; rbps+var_8 = edx = edi

7 moy edx, [rbp+var_4] ; edx = rbp+var_4 = Key[8]

A Xor edx, [rbp+var_8] ; edx = edx " rbp+var_8

D mou [rbp+k], edx  ; rbp+k = edx ﬂt”j;h ARMEAT e S

A ; 7: result = system func{);

F&KED A dummy_functionwelcome_functionffy ik 75 {8 47 # Wi 45 ikey[0] 7R 5%, M IDAH A LAE
i dummy_functionfiwelcome_functionfj it

| text:
|__text:9000000100000CB0
|__text:9000000100000CB0
|_text:0000000100008CBO var_8
|__text:0000000180088CBO var_4
|__text:9000000100000CB0
|__text:9000000100000CEB0
___text:9000000100000CB1
|__text:0000000100000CBY
|__text:9000000100000CB8 ; 2:
| text:0000000100000CBS8

| text:0000000100008CBF

| text:0000000100000CCH

| text:0000000100000CCSH
|__text:@00008080180000CCD ; 3:
| text:0000000100000CCD
|__text:0000000100000CD0
|__text:9000000100000CD5 ; 4:
| text:0000000100000CD5

| text:000000010000808CD7

| text:0000000100000CDB

| text:000000010000808CDC

73 20H AR R AR

welcome_funcion proc near

g610000808C90
dummy function proc near ; CODE XREF: welcome_funcion+28)p
801808088C20 : DATA XREF: key_function+Fyo ...
ga10000808C90
8010800808C20 var_ 4 = dword ptr -4
ga10000808C90
ga10000808C90 push rbp
a8180080C1 mou rbp, rsp
ge1000008C94 sub rsp, 16h
g010000808C98 ; 2: return printf{"This is a dummy functionin"};
90100000C98 lea rdi, aThisIsADummyFu ; "This is a dummy functionyn'
061000088C9F mou al, @
ga100088CA1 call _printf
801080088CA6 mou [rbp+uar_ 47, eax
gg10008088CAT add rsp, 16h
88180088CAD pop rbp
0610008088CAE retn
96810808080808CAE dummy function endp
0610008088CAE

DATA XREF: key_function+8 o
key_function+340

dword ptr -8
dword ptr -4

push rbp
mov rbp, rsp
sub rsp, 18h
printf{"Welcomeyn");
lea rdi, aWelcome ;s "Welcomeyn*
mov [rbp+uar_4],
mov al, @
call _printf

dummy_Ffunction{);

return BLL;

mov [rbp+uvar_8], eaz
call dummy_function
oK eax, eax

add rsp, 18h

pop rbp

retn

__text:08880081808800CDC welcome_funcion endp



key = [0x41, ©0x10, 0x11l, ox11l, Ox1B, Ox0A, 0x64, Ox67, Ox6A, Ox68, Ox62, Ox68, OX6E, Ox67, Ox68, OX6B, 0Ox62,
0x3D, Ox65, Ox6A, Ox6A, Ox3D, Ox68, ox4, Ox5, Ox8, Ox3, Ox2, 0Ox2, Ox55, Ox8, Ox5D, Ox61l, OXx55, OXOA, OX5F,
oxeD, ©x5D, ox61, 0x32, ox1l7, oxl1lD, ox19, Ox1F, 0x18, ©x20, ©0x4, Ox2, 0x12, Ox16, Ox1E, Ox54, ox20, ox13,

ox14, 0x0, 0xe]

k = ((0x0000000100000CBO - OX0000000100000C90) >> 2) " key[0]
i=290
while i < 55:

key[i] -= 2

key[i] ~= k

i+=

+=

ans = "'

for ¢ in key:
ans += chr(c)

print ans[1: ]

2 C\Python27\pythan.exe

T2 flaghil Ay
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