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323dl
:1.75:1
:1.5:1
:2.25:1
.25:2.25:1
058202581l
0582258
gdlo>edl
02581, 581l
058,581l
0 /581,581l
23)gdl
0258331
05338l
0 7/58331
g8)gdl
.25:2.25:1
.5:2.25:1
.75:2.25:1
.25:1

.5:1
.75:1.5:1
.5:1.5:1
.25:1.5:1
:1.5:1
:2.25:1
.25:2.25:1
.5:2.25:1
.75:2.25:1
:2.5:1
:2.75:1
:3:1
.25:3:1
SEEBEN!
.75:3:1
:3:1
:2.75:1
:2.5:1
:2.25:1




.75:2.25:1
058202581l
.25:2.25:1
8202581l
12:1
:1.75:1
:1.5:1
.25:1.5:1

.5:1

.75:1
.25:2.25:1
.5:2.25:1
.75:2.25:1
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import matplotlib.pyplot as plt
import numpy as np
from mpl toolkits.mplot3d import Axes3D

fig plt.figure()

ax = fig.gca(projection

XS, YS ,zs= np.loadtxt( , delimiter , unpack=True)
ax.scatter(xs, ys, zs, zdir , C , marker , S=40)
ax. (xlabel , ylabel , zlabel

plt.show()
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from matplotlib import pyplot as plt

from mpl toolkits.mplot3d import Axes3D

dot1 = [[1, 3, 1], [1.25, 3, 1], [1.5, 3, 1], [1.75, 3, 1], [2, 3, 1], [2, 2.75, 1], [2, 2.5, 1], [2, 2.25, 1],
[2, 2, 1], [2, 1.75, 1], [2, 1.5, 1], [1, 2.25, 1], [1.25, 2.25, 1], [1.5, 2.25, 1], [1.75, 2.25, 1], [1, 1.5, 1

], [1.25, 1.5, 1], [1.5, 1.5, 1], [1.75, 1 1], [3, 3, 1], [3.25, 3, 1], [3.5, 3, 1], [3.75, 3, 1], [4, 3, 1],
[3.25, 2.25, 1], [3.5, 2.25, 1], [3.75, 2.25, 1], [4, 2.25, 1], [4, 2, 1], [4, 1.75, 1], [4, 1.5, 1], [3, 1.5

1], [3.25, 1.5, 1], [3.5, 1.5, 1], [3.75, 1.5, 1], [3, 1.75, 1], [3, 2, 1], [3, 2.25, 1], [3, 2.5, 1], [3, 2.75,
1]) [5) 3) 1]) [5'25J 3) 1]) [5'5J 3) 1]) [5 75 31 1]1 [61 ]J [6 2-251 1]1 [61 2) 1]) [6) 1-75) 1]) [6) 1
.5, 1], [5.75, 1.5, 1], [5.5, 1.5, 1], [5.25, 1.5, 1], [5, 1 5, 1], [5, 2.25, 1], [5.25, 2.25, 1], [5.5, 2.25, 1

]) [5-75) 2'25J 1]) [SJ 2'5J 1]) [5) 2-75) 1]1 [ ] [7~251 > 1]1 [7-51 31 1]1 [7-75) 3) 1]) [8) 3) 1]) [8

, 2.75, 1], [8, 2.5, 1], [8, 2.25, 1], [8, 2, 1], [8, 1.75, 11, [8, 1.5, 11, [9, 3, 1], [9.25, 3, 1], [9.5, 3, 1
1, [9.75, 3, 1], [1@, 3, 1], [1@, 2.75, 1], [1@, 2.5, 1], [1@, 2.25, 1], [9.75, 2.25, 1], [9.5, 2.25, 1], [9.25,

2.25, 1], [9, 2.25, 1], [9, 2, 1], [9, 1.75, 1], [9, 1.5, 1], [9.25, 1.5, 1], [9.5, 1.5, 1], [9.75, 1.5, 1], [1
@, 1.5, 1], [11, 3, 1], [11.25, 1], [11.5, 3, 1], [11.75, 3, 1], [12, 3, 1], [12, 2.75, 1], [12, 2.5, 1], [12
, 2.25, 1], [12, 2, 1], [12, 1.75, 1], [12, 1.5, 1], [11.75, 1.5, 1], [11.5, 1.5, 1], [11.25, 1.5, 1], [11, 1.5,
1], [11, 1.75, 1], [11, 2, 1], [11, 2.25, 1], [11, 2.5, 1], [11, 2.75, 1], [11.25, 2.25, 1], [11.5, 2.25, 1], [

11.75, 2.25, 1]]
plt.figure()
ax1 plt.axes(projection
ax1l.set_xlim(@, 15)

.set_ylim(15, 0)

.set_zlim(@, 15)

>

axl.scatter(x[0], x[1], x[2], c=colori[1],
marker=marker1l[1], linewidths=4)
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BJE% zip, fifIE, {Edocument.xmisCfH# Elflag

NS LU DEISLLLIN 1IIU VIEW  UUWU TUUIS  FIUJELL  FISISISHLES 1

FOLDERS «r document.xml
AHE-1 <? version="1.8" encoding="UTF-8" standalone="yes"?>
_rels < xmlns:wpec="http://schemas.microsoft.com/office/word/2018/wordprocessingCanvas"” xmlns:mc="
0O rels http://schemas.openxmlformats.org/markup-compatibility/2006" xmlns:o="urn:schemas-microsoft-com:office:office” xmlns:r="
customXml http://schemas.openxmlformats.org/officeDocument/2006/relationships” xmlns:m="http://schemas.openxmlformats.org/
_rels officeDocument/20€6/math" xmln “urn: schemas-microsoft-com:vml" xmlns:wpl4="http://schemas.microsoft.com/office/word/2010/
[ item1.xmlrels wordprocessingDrawing” xmlns: http://schemas.openxmlformats.org/drawingml/2006/wordprocessingDrawing” xmlns:wle="
<> jtemlxml urn:schemas-microsoft-com:office:word" xmlns:w="http://schemas.openxmlformats.org/wordprocessingml/2006/main” xmlns:
<> itemProps1xml http://schemas.microsoft.com/office/word/2618/wordml” xmlns:wl5="http://schemas.microsoft.com/office/word/2812/wordml" xmlns:
docProps wpg="http://schemas.microsoft.com/office/word/2818/wordprocessingGroup” xmlns:wpi="http://schemas.microsoft.com/office/
<> appxml word/2@10/wordprocessingInk” xmlns:wne="http://schemas.microsoft.com/office/word/2006/wordml” xmlns:wps="
N http://schemas.microsoft.com/office/word/2@16/wordprocessingshape" mc:Ignorable="wl4 wl5 wpl4">< >< w:rsidR="002B3D8D"
& firae] w:rsidRDefault="002B3D8D" ><w: r><w:t>Flag</u: t></w:r><w: ra<u: t>IEZ R | </w:t></w:r></w:p>< w:rsidR="002B3D8D" sidRPr="
— ©02B3D8D" w:rsidRDefault="00©2B3D8D">< >< >< w:hint="eastAsia"/>< /></ ></ >< w:rsidRPr="
. ©82B3D8D" >< Pro< /></ >< >IS_cc{zheshishui}</ 4></ >< w:id="0" w: GoBack"/><
P W:id="0"/></wip>< w:rsidR="802B3D9R w:rsidRPr="002B3D8D" w:w:“%l% 8 6838"/>< w:top=

18e8" w:bottom="1448" left="18060" w:heddg 851" w:footer=
lines” w:linePitch="312"/></ ></ "/ >

/>< w:space="425"/><

<> documentxml
<> fontTable.xml
<> settings.xml
<> stylesxml

<> webSettingsxml|

Tk
{5 Fwinrarft X4 38 RISCCF 47

C:\Users\admin\AppData\Local\Temp\Rar$DIa4900.48262\document.xml - O 3.
C:\Users\admin\AppData...

T VErsIon— LU ENcoung— UTT =0 Stanuanme— o ue T
<w:document mc:Ignorable="w14 w15 wp14" xmins:wps="http:/ /schemas.microsoft.com/office/word/2010/wordprocessingShape"
xmins:wne="http://schemas.microsoft.com/office/word/2006 fwordml" xmins:wpi="http:/ /schemas.microsoft.com/ office /word/2010/wordprocessingInk"
xmins:wpg="http://schemas.microsoft.com/office/word/2010/wordprocessingGroup" xmins:w15="http:/ /schemas.microsoft.com/office/word /2012 /wordm
xmins:wi1l4="http://schemas.microsoft.com/office/word/2010/wordml" xmins:w="http://schemas.openxmlformats.org/wordprocessingml/2006 /main" xmin
com:office:word" xmins:wp="http://schemas.openxmlformats.org/drawingml/2006 /wordprocessingDrawing"
xmins:wp14="http://schemas.microsoft.com/office /word/2010/wordprocessingDrawing" xmins:v="urn:schemas-microsoft-com:vml"
xmins:m="http:/ /schemas.openxmliformats.org/officeDocument/2006/ math" xmlins:r="http: / /schemas.openxmlformats.org/officeDocument/2006 /relations
microsoft-com:office:office" xmins:mc="http:/ fschemas.openxmlformats.org/markup-compatibility /2006"
xmins:wpc="http:/ /schemas.microsoft.com/office/word/2010/wordprocessingCanvas" >
- <w:body>
- <w:p w:rsidRDefault="002B3D8D" w:rsidR="002B3D8D">
- <wWIr>
<w:t>Flag</w:t>
< wirs>
- <wir>
<wit>TEREM! </wit>
<fwirs>
</w:p>
- <w:p w:rsidRDefault="002B3D8D" w:rsidR="002B3D8D" w:rsidRPr="002B3D8D">
- <w:pPr>
- <wirPr>
<w:rFonts w:hint="eastAsia"/>
<w:vanish/>
</w:irPr>
<fw:pPr>
- <w:r w:rsidRPr="002B3D8D">
- <w:rPr> —
<w:vanish/>
</w:rPr>
<w:t>ISCC{z
<fwir>
<w:bookmarkStart w:name="_GoBack" w:id="0"/>
<w:bookmarkEnd w:id="0"/>
</w:p>
- <w:sectPr w:rsidR="002B3D8D" w:rsidRPr="002B3D8D">
<w:pgSz w:w="11906" w:h="16838"/>
<w:pgMar w:gutter="0" w:footer="992" w:header="851" w:left="1800" w:bottom="1440" w:right="1800" w:top="1440"/>
<w:cols w:space="425"/>
<wdncrid welineDitrh="212" w-hwne="lina<"/>

shishui}</w:t>
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%% hitps:/terminalcats.com/0x4 1414141-ctf-blockchain-sanity-check-400/

pragma solidity 70.7.0
//SPDX-License-Identifier: UNLICENSED

contract look look {
function sloc111() public pure retur y){ //public® HEH 414 PN SR AT A P ) 7 vk

Zihht . ox0ed72dfd4c63dd97df8fecO7e5a6bbad66c6adfs

FEHACEE, Vil https:/rinkeby.etherscan.io/

H— B REF LTI, MG LML, #R)5 sidiContract

@Ethepscan All Filters v Search by Address / Txn Ha Block / Token / Ens n

Misc v Rinkeby

Rinkeby Testnet Network Home s Tokens v

@ Contract 0x0ed72dfd4c63DD97dF8FECO7ESA6BBa466C6AD S 0 38

Contract Overview More Info More v
Balance: 0 Ether / My Name Tag: Not Available

Contract Creator: 0x3598f8763bd3afd6d6a. .. at txn 0xb091eb263e976c3014..
Transactions Internal Txns Contract Events

O Are you the contract creator? Verify and Publish your contract source code today!

Similar Contracts

@x6@8060405234801561001057600080Td5b506004361061002b5760003560e01c80635828401214610030575b600080Td5b0100386100b356506040518080602001828103825283818151815260200191508051906020019080838360005b83811
915610078578082015158184015260208101985061005d565b5050505090569081019060111680156100a557305203805160018360200361010002031916815260200191505b509250505060405180910390F35b6000805460018160011615610100
020316600290048060101602080910402602001604651908101604052809291908181526020018280546001816001161561010602031660829004801561014957808601F1061011257610100868354040283529160200191610149565b820191906
000526020600020995b81548152966001619066200186831161012c57829003601F168201915b505050858508156Fea2646970667358221228F504333c47ae3ae79f61fdc95045cc4cbd40454efe3b2eb71eb286F47b38d75464736Ff6c6343008700
0833

fitliDecompile ByteCode, #IJiX st 143 ]

C #& rinkeby.etherscan.io/bytecode-decompiler?a=0x0ed72dfc4c63dd97df8fec07e5abbba466cbadfs B

NULavanawic ur unverincu.

0x608060405234801561001057600080fd5b506004361061002b5760003560e01c8063582840214610030575b600080fd5b6100386100b3565b6040518080602001828103825283818151815260200191508051906020019080838360005b8381101
561007857808201518184015260208101905061005d565b50505050905090810180601f1680156100a557808203805160018360200361010002031916815260200191505b509250505060405180910390f35b6000805460018160011615610100020%
166002900480601f0160208091040260200160405190810160405280929190818152602001828054600181600116156101000203166002900480156101495780601f1061011e57610100808354040283529160200191610149565b82019190600052€
020600020905b81548152906001019060200180831161012c57829003601f168201915b50505050508156fea2646970667 358221220f504333c47ae3ae79161fdc05045¢cc4c6d40454efe3b2eb7 1eb286f47h30d75464736f6c63430007000033

omasz Kolinko

Attribution: This mpiler uses the Panoramix decompiler created by

Decompile Bytecodd

ByteCode Decompilation Result:

#
Panoramix v4 Oct 2819
Decompiled source of rinkeby:@x8ed72dfd4c63DD97dFBFECO7ESAGBEBaA66CEADFS

#
#
#
# Let's make the world open source
#

def storage:
unknown5828482 is array of uint256 at storage @

W N R W e



10

11 def unknown582848f2() payable:

12 return unknown5828482[@ len unknown582848f2.length]
14 #

15 # Regular functions

16 #

18 def _fallback() payable: # default function
19 revert

EIIRAT TAEAE, Bt A X PR -AZ. A FE S0t ER

Transaction Details
Overview State

[ This is a Rinkeby Testnet transaction only ]

() Transaction Hash: 0xb091eb263e976¢30f479h3459fc4ce2513531d5e0ec41453a27b81124888d768 ([
(?) Status: @ Success

(@ Block: 8107334 544268 Block Confirmations

() Timestamp: @© 94 days 13 hrs ago (Feb-20-2021 04:37:06 PM +UTC)

(@ From: 0x359818763bd3afd6d6a9d4c1edae26a0be7c2as [

@ To: [Contract 0x0ed72did4c63dd97d8fec07e5abbba466c6adi5 Created] [ 15

@ Value: 0Ether  ($0.00)

(2 Transaction Fee: 0.00016255 Ether ($0.00)

(@) Gas Price: 0.000000001 Ether (1 Gwei)

Click to see More ¥

EPEUTF-8 £ 5 /5 Fiflag

Overview State

) To: [Contract Ox0ed72dfd4c63dd97df8fec07e5abbbad66c6adib Created) [ Ik}
@) Value: 0Ether ($0.00)
(@) Transaction Fee: 0.00016255 Ether (30.00)
(%) Gas Price: 0.000000001 Ether (1 Gwei)
(@ Gas Limit: 162,550
(2) Gas Used by Transaction: 162,550 (100%)
() Nonce Position 12 3
(@ Input Data:
TE @R @QR @2 @RI " @ flag{fff_hhh_hhhh_ccvcgg_st@rt}ERP BEQE EEaOBEEabV[PABEa\W By[PayV[EET BE BEE
EEEEEE BEaEWEQ YEREEEEEUARY [ EEE” EEE fi [ EPEEaDWEQEUE™
El

EEEEEREEEQER ™ EEPEQE EEEER" [EEEEaxWHEEQEEER™ EEEPa ]V[PPPPEPEEEE BEEEaYWEEERQ FE™ HalE

PEEER B DEDDD. ANEEIEEA T BT BIR B aBIERe FEEE. 65 FEEET B AEER ARFEEEEER " FET ™ 6

TLIE BRI

ﬂ & Decode Input Data

Click to see Less 4
E At
AE R E AU A RN, HREANMIEARE LS.

FACHF I I SR A P 40, YRR N IR RAFE, BAAR T, AREEE AR %

TEEERE



https://www.anquanke.com/post/id/242237#h3-4
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3GUGWmMPOt027z8vNppD2D50fwsD+8ViWhdtW9J4cewYivH/Z/7GoUvcIXIMrvf+vu
CBgWDGp6HWdOe5whGhuz1K@ZtBcDZdPDSIHA7+GuUlifp8PcFCtIPgiuk143REE

pKFiSJIX0ol1XLR1vICAGYOw5SmXFbiWPrb2U7r/v5noP8

5N YR

U2FsdGVkX19e0Y/pDh8+VvPAcvfkLil1XLUneVzjLLOMul53sKK8UpobdCOiPIV4KE

KR s iR, AESHIZE, ZFEHZISCC2021

Try AES, and you will get the flag. ISCC2021

X — D YN, T =IRAESINE T2
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FEE ORI, Bl —sk 46 T, fEdoexim G izipif s, AT, FEE Ik 4R T, ALY
1k, 1§ %flag

< nydwinbmrydm > word > media v D O #BE"'media”

imagel.png image2.png

e 2 b

l=Eiipas
NCF2EEZINE Rex, EEMEENEI T AIRRER, RESKA give_me_discount’ {IE4AEL, &K/ R TR, HATLATT,
N R, RAEREHE Mg ?

>

p=t

WA 1Tig Tgive.exe, 13%
pass1{\u0@o6b\uee72\uee77}

A HE T unicode 1515 3 pass1{krw}



01041 FFme.zip, &k 2K IiBasedwis

mean.

base64f#i}73%]: pass2{gcc666}
JIT DA 4669 114 krwgec666,  fif 1 15 )

base64 iy

ef91ZmI1bmRtZTE=

| Bz | = || g | DEssLUsHEIER

youf oundmea?

)5 FIMP3Stego

decode -X -P youfoundme? discount.mp3



| discount.mp3.txt - ig=4

(R H|EE(E) BIN(0) EE(V) FEIH)
ISCC{LFXXKATENFZWG33VNZ2DELRRGU======}

base32fi#iy, fx#flaghy
T T B A -2
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&4 Nipg




MR- flag A IR, 4G flaghiE ), A5 3 R4 8L 114 yzhongnanshan, - fif it 7 B AE-2 ) e 45 6

AR — AR, NN ZWFzeQ==, basefi#il)5 N easy

https://ctewm.com/aTvQcE/kvallw

gk Nk, foremostr K A A EIELEE, 14 Neasy



> MISC > MISC10 - iBmiEi#-2 > mirage-2 > 00000167 > BmE#E-2-"4458 > output > zip > 00000041 > =XAZEEM v

-~

B R HE ESi) F

=l EAEER. D b Ta e E W N e Ta L B Praeril 1D

I EAREN ot - TS
IEHF) SREE(E) RBIN(0) E=E(V) FHEIH)
ISCC{ZhenlXiangSDACbalC}

Hack the Victim

s

ictimAEHIRFERE AL, £ Rinkeby il SR AIP: LEhE
Px68D28FE315E6A344029D42915Fbc7af4261AB833
1M

contract Victim {

function withdraw() public returns (string memory ){

return

EEap: iR

//rinkeby.etherscan.io/address/ SE6A344029D42915Fbc7aft4261AB833

C & rinkeby.etherscan.io/address/0x68D28fE315E6A344029D42915Fbc7af4261AB833#code &
All Filters ~ ~ A Txn Hash / Block / Token / Ens

M therscan

Rinkeby Testnet Network Home Blockchain ~ Tokens ~ Misc ~ Rinkeby

@ Contract 0x68D28fE315E6A344029D42915Fbc7af4261AB833 @ 2

Contract Overview More Info More v
Balance: 2.0000000000029999 Ether My Name Tag Not Available

Contract Creator: 0x0e145fd8af88d1b04c4... at txn 0x4cf5338361288bc856d...
Transactions Internal Txns Contract Events

O Are you the contract creator? Verify and Publish your contract source code today!
Note: We also found another 1 contract with exact matching byte codes

Ox6880604852348081561001057600088Fd5b50600436106100625760003560e01c806385682652146100675788630b93381b146108bF57806312065F0146100dd578063272235e3146100Fb5780633ccfdh@b146181535780639b%6eecel4610
1d6575 fd5be 1! 03602081101561007d57600080Td5b81019@808035 7 3f Ff i f ffff ffffffifffffffffffffffffffffff16906020019092919050505061022e565b604051868281526020019150506048518891039035b
6100c7610246565b6040518082815260200191505060405180910390135b6100e561024c565b6040518082815260200191505060405180910390135b61013d60048036036020811015610111576000801d5b81019080803573FFfFfifffffffff
FEFFF A A FFFFffFf169060200190929190505050610254565b604051808281526020019150506040518091839035b61815b610826c565h6040518080602001828103825283818151815260200191568051906020013080338360005h
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An Ethereum Virtual Machine (EVM) decompiler for extracting information from Runtime bytecode and presenting it in a more human-readable form. Useful for debugging smart contracts where the original source code is
not available or unverified.
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Attribution: This decompiler uses the Panoramix decompiler created by @Tomasz Kolinko

ByteCode Decompilation Result:

39  def fallback() payable: # default function a
40 revert
41

42 def withdraw() payable:
43 if balances[caller]:

44 revert with 8, 'you have executed the withdrawal'
a5 if success > 10:

48 if success >= 100:

47 stord = 2

48 else:

49 stord = 3

50 if unknown@568e65e[caller] == stord:

51 success++

52 if unknown@568e65e[caller] < stord:

53 unknown@568e65e[ caller]++ =
54 call caller with:

55 value stor3 wei

56 gas gas_remaining wei

57 log OxaeBe6674: caller, stor3 ext_call.success)

58 balances[caller] = stor3 * wn@568e65e [ caller]

59 if balances[caller or3

60 revert @, ‘failed to withdraw’

61  return 'ISCC{h@ve_fun-Re-EntRan(y}’
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S s.replace( , ' ").replace(
b .fromhex(s)

flag = zlib.decompress(b)
print(flag)

1111111000100100110000111111110000010011011110010101000001101110100111010011010010111011011101000000111011110101
1101101110100101111011100010111011000001011101110000100100000111111110101010101010101111111000000000111001001101]
0000000010010110111000010101010100000110100001110101101101110010100000111001001600111161111601600116000016110110
0111111001010110101101110000100011110100110001001100010010101116000111111111116010160116161661111116010116001160
1101111101110001100111100100011110011100001000110100001101001000000010110010101011011101000110110100111000111010,
0111101111100010100110110110110010101000111110100000000001110110110101600161161111111000001111600010101101016000
0101011110010101000101101011101001010011001011111001010111010110101111000001101001101110100101010000010100111011
000001000011101000011001001011111110100100100000111100110
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from PIL import Image

MAX 29
pic Image.new( » (MAX, MAX))

(0, MAX) :
[i] ):
pic.putpixel([x,y],(0@, @, 09))
else:
pic.putpixel([x,y],(841,841,841))
i+l

515 2lflag
Ax 5 11 SM2

Ho

from gmssl import func, sm2
FLAG

sm2p256v1l_ecc_table

def sign(tsm2):
data = func.random_hex( (n))
ki1 str = func.random_hex( (n))
print(tsm2.send_pil(data, ki_str))
backdoor ( ).strip()
result = tsm2.output_pl(kl str, backdoor)
print(result)

verify(tsm2):

message ).strip().encode().strip(
sign ( ).strip().encode().strip(
check = tsm2.verify(sign, message)

if check is True and message




print(check)

ecc_table sm2p256v1l_ecc_table

self.ecc_table ecc_table

self.n (ecc_table[ 1, 16)

self.para_len (ecc_table[ 1

self.ecc_a3 ( (ecc_table[ ], base=16) 3) (ecc_table[ ], base=16)

self.sk (sk, 16)
self.pk self. kg(self.sk, ecc_table[ 1

self.sks (func.random_hex(self.para_len), 16)
self.pks ((self.sk 1) self.sks, self.n 2, self.n) self.n

send_pl(self, data, ki1_str):

e (data, 16)

k1 (k1_str, 16)

k1 k1 self.n

R1 = self. kg(kl, self.ecc_table[ D)
return (e, R1)

output_pl(self, kil_str, r_s2_s3):

r (r_s2_s3[0@:self.para_len], 16)

s2 (r_s2_s3[self.para_len:2 * self.para_len], 16)
s3 (r_s2_s3[2 * self.para_len:], 16)

k1 (k1_str, 16)
di self.sks
s (di k1 s2 di s3 r) self.n
if s @ or s (self.n r):
return None

return (r, s)

verify(self, Sign, data):

r (Sign[@:self.para_len], 16)

s (Sign[self.para_len:2 * self.para_len], 16)
e (data. (), 16)

t (r ) self.n

if t Q:

return 0

P1 = self. kg(s, self.ecc_table[ 1
P2 = self. kg(t, self.pk)

if P1 P26
P1 (P1, 1)
P1 = self. double point(P1)

P1 (P1, 1)
P1 = self. add _point(P1, P2)
P1 = self. convert_jacb_to nor(P1)

X (P1[@:self.para_len], 16)
return r ((e + x) self.n)

def kg(self, k, Point):




if (k self.n) 9:
return 128
Point (Point,
mask_str
for i in (self.para_len 1):
mask_str
mask (mask_str, 16)
Temp Point
flag = False
for n in (self.para_len * 4):
if flag:
Temp self. double point(Temp)
if (k mask) 9:
if flag:
Temp self. add point(Temp, Point)
else:
flag = True
Temp Point
k k 1
return self. convert_jacb_to_nor(Temp)

_double_point(self, Point):
1 (Point)
len_2 p self.para_len
if 1 self.para_len 28
return None
else:
x1 (Point[@:self.para_len], 16)
yl (Point[self.para_len:len_2], 16)
if 1 len_2:
z1 1
else:
z1 (Point[len_2:], 16)

T6 z1) (self.ecc_table[ base=16)
T2 y1) (self.ecc_table[ base=16)
T3 T6) (self.ecc_table[ base=16)
T4 T6) (self.ecc_table[ base=16)
T1 T4) (self.ecc_table[ base=16)
T3 z1) (self.ecc_table[ base=16)
T4 8) (self.ecc_table[ ], base=16)
T5 T4) (self.ecc_table[ ], base=16)
T1 3) (self.ecc_table[ ], base=16)
T6 T6) (self.ecc_table[ ], base=16)
T6 .ecc_a3 * T6) (self.ecc_table[ ], base=16)
T1 T6) (self.ecc_table[ base=16)
] T3) (self.ecc_table base=16)
T3 T1) (self.ecc_table base=16)
T2 T4) (self.ecc_table base=16)
X3 T5) (self.ecc_table base=16)

[
[
[
[

if ( 2) 1:
T4 (T5 ((T5 (self.ecc_table[ base=16)) 1) T3) (self.ecc_table[ ], base

else:
T4 (T5 (T5 1) T3) (self.ecc_table[ ], base=16)

T1 (T1 * T4) (self.ecc_table[ ], base=16)
y3 (T1 T2) (self.ecc_table[ ], base=16)




form
form

self.para_len

form 3

return form (x3, y3, z3)

def _add point(self, P1, P2):

if P1
return

if P2
return

len_ 2 2

11 (P1)
12 (P2)

128:
(P2,
128:
(P1,

self.para_len

if (11 len_2) or (12 len 2):

return None
else:
X1 (P1[@:self.para_len], 16)
Y1 (P1[self.para_len:1len_ 2], 16)
if 11 len_2:
Z1 1
else:
Z1 (P1[len_2:7, 16)
X2 (P2[@:self.para_len], 16)
y2 (P2[self.para_len:len_2], 16)

T1 Z1) (self.ecc_table[
T2 Z1) (self.ecc_table[
T3 T1) (self.ecc_table[
T1 T2) (self.ecc_table[
T2 X1) (self.ecc_table[
T3 X1) (self.ecc_table[
T4 T2) (self.ecc_table[
T1 Y1) (self.ecc_table[
Z3 T2) (self.ecc_table[
T2 T4) (self.ecc_table[
T3 T4) (self.ecc_table[
T5 T1) (self.ecc_table[
T4 T4) (self.ecc_table[
X3 LE)) (self.ecc_table[
T2 T2) (self.ecc_table[
T3 X3) (self.ecc_table[
T1 LE)) (self.ecc_table[
Y3 T2) (self.ecc_table[

form self.para_len
form form 3
return form (X3, Y3, Z3)

def _convert_jacb_to nor(self, Point):

len_ 2 2 self.para_len
X (Point[@:self.para_len], 16)
y (Point[self.para_len:len_2], 16)
z (Point[len_2:], 16)
(self.ecc_table[ ], base=16) 2, (self.ecc_table[ ], base=16))
(self.ecc_table[ ], base=16)
z_invQube (z_invSquar * z_inv) (self.ecc_table[ ], base=16)
(self.ecc_table[ ], base=16)
(self.ecc_table[ ], base=16)
(self.ecc_table[ ], base=16)

z_inv (z,

z_invSquar (z_inv * z_inv)

X_new (x * z_invSquar)
y_new (y * z_invQube)
Z_new (z z_inv)

if z_new 1:




form self.para_len

form = form 2

return form (x_new, y new)
else:

return None

if _ _name__ :
sk = func.random_hex( (sm2p256v1_ecc_table| 1))
tsm2 TSM2 (sk)

print( tsm2.pk)

print( tsm2.pks)
for i in (10):
op ( ).strip()
if op :
sign(tsm2)
elif op
verify(tsm2)
else:

print(
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—(kali®kali)-[~/%5ifi/Python/CRC32]
¢ python3 crc32.py reverse ©x3dacacéb
4 : {ox47, ox18, 0x87, Oxce}
verification checksum: ©x3dacacé6b (OK)
5 : (0.0) (OK)
5 : DCr4m (OK)
6 10hloU (OK)
6 3mmréH (OK)
6 : 49Gqgk (OK)
6 SUumné (OK)
6 : 7ips7+ (OK)
6 : 8Gpbyp (OK)
6 : 9G1Sbi (OK)
6 EHZXxWz (OK)
6 F93jxv (OK)
6 I6émk_a (OK)
6 J+wTt) (OK)
6 K+6e00 (OK)
6 KGEHkt (OK)
6 : N/juUud (OK)
6 : 0/+dnS (OK)
6 : 03d80oG (OK)
6 : TX.K94 (OK)
6 : UyljKa (OK)
6 : XJju5k (OK)
6 : YJ+D.r (OK)
6 : Zvoklv (OK)
6 : a3HihL (OK)
6 : dG(pwf (OK)
6 : e7U0i/ (OK)
6 : fgb2/0 (0K)
6 : g6AbXj (OK)
6 kHvgPq (OK)
6 kT9-Qe (OK)
6 1Qq0zzZ (OK)
6 : vwiez8 (OK)
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if

t
elif

t

else:

t
print(t)

for i in (0,26):
kaisa(i)
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trefy2k2ov2lig2gqd2eqakoxjqcwdlztnfli

it A LT A LR R RIS, BT A, B Acrack SR

def kaisa(k):
t
for c in
if
t
elif
t
else:
t
print(t)
f.write(t )

for i in (0,26):
kaisa(i)

4% crack.txt



trefy2k2ov2lig2gqd2eqakoxjqcwdlztnfli
ustgz212pw2mjh2hre2frblpykrdx4mauogmj
vtgha2m2gx2nki2isf2gscmgzlsey4nbvphnk
wuhib2n2ry2o0lj2jtg2htdnramtfz4ocwgiol
Xvijc202sz2pmk2kuh2iueosbnugadpdxrjpm
ywjkd2p2ta2gnl2lvi2jvfptcovhb4qgeyskgn
zxkle2g2ub2rom2mwj2kwgqudpwic4rfztlro
@ylmf2r2vc2spn2nxk2lxhrveqxjd4sgaumsp
bzmng2s2wd2tqo2oyl2myiswfrykedthbvntq
canoh2t2xe2urp2pzm2nzjtxgsz1lf4uicwour
dbopi2u2yf2vsgq2qan2oakuyhtamg4dvjdxpvs
ecpqj2v2zg2wtr2rbo2pblvziubnh4wkeyqwt
fdgrk2w2ah2xus2scp2qcmwajvcoidxlfzrxu
gersl2x2bi2yvt2tdg2rdnxbkwdpjd4ymgasyv
hfstm2y2cj2zwu2uer2seoyclxeqgk4znhbtzw
igtun2z2dk2axv2vfs2tfpzdmyfrldaoicuax
jhuvo2a2el2byw2wgt2uggaenzgsmdbpjdvby
kivwp2b2fm2czx2xhu2vhrbfoahtn4cqgkewcz
1jwxg2c2gn2day2yiv2wiscgpbiuo4drlfxda
mkxyr2d2ho2ebz2zjw2xjtdhqcjvpdesmgyeb
nlyzs2e2ip2fca2akx2ykueirdkwg4ftnhzfc
omzat2f2jq2gdb2bly2zlvfjselxrdguoiagd
pnabu2g2kr2hec2cmz2amwgktfmys4hvpjbhe
gqobcv2h2ls2ifd2dna2bnxhlugnzt4iwgkcif
rpcdw2i2mt2jge2eob2coyimvhoaudjxrldjg
sqdex2j2nu2khf2fpc2dpzjnwipbv4kysmekh

)
with ( 5 ) as f:
lines f.readlines()
for line in lines:
line_n =line.replace(
line_n=line_n
line_new=line_n.upper()
ff.write(line_new)

) as f:

f.read().splitlines()

1s2 [ (i) for i in
while i ( ):

, MBase324%5 ki) 73 i) — 2 il Bt 0 SR 40 LLRF OB 8, 5 A

print(base64.b32decode(1s2[i]))

i 1
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SHHF) BIE(E) BR(O) ZB(V) EEH)
IR EmxEEmKD?

EE B PSR EE RSN ERER AEEEEE AETEFEHR EREE R EER TEEERERIEEREREEE
BHHEEAE FEFEHAE FEERMENTEIIE B BN TS ME A NS S S ER SRS Ea =R R EE HAE
IERE B HAEFEERMIEHIENIE B BME 5SS Bl sl sl = E A TS S M iEEE ST =8 =5
NIENTEE RIS B AN IEZEREAIEZERE G B RS aZ =GB BE AT EE S =R s = e Ea h s
EEAEREEREAIEAEEE R ZEREEHRSI A S SaERAE8 hAEEETVFREERNERERE
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EETEAREERNMERE TSR AEEEEER EREERREREESAEERTEERRETSEERTREEHEE
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http://z.duoluosb.com/

T ARSI O 5 285628890 & 238N
(7890173556 2£89 O 15 & 41H [ 74 ¥10
22163289 O 5 T A K5 26419 O 12355
[t 7412 O 178345 [ 2834 O & 734567890
T 25 6 2E8IX01T 246 M O F 234k
4789017 35 5[ 78 4075 7. 345t 74 FA0
= R 289075 T A M5 6 1E8 405 23441
67890123516 JEIFA O 173457890
53556 3111901 2 3 B 56 HEHIIA O F 345
674190123411 578 O & 7355 L7490
122 E{fl6 389015 & B A 7490 & 2 & HHT
[ 32890123 E{f1678907% 2345674740
& 22 A4 it 2541901703 B 56 2419 O 52345
[ 7874075 2351116741905 2 &4 [ 7H19 O
22450 7689 O 17 245789075 235 {1
[ 22890123441 [ifi 18 FA O 17\ 34116 34 10
S 34T 389 O 5 2 & H 5[ 2E89 O 1l & Hihy
6789012341167411901234567890
5 2 L 2R8I 05 2 2416 HE8H O B & Hih
789017 3EL {1 [ 741901 735567890
= 2 & El16 3289012345 IH8IA0T i B4
[ 74 EA O 1583556789 O 150 3£, 5[ 49 O
T 2 2Bl 6 38 O 150345 80 S A4
789017 355678740171 35567890

> ER A 228 A0 1 3 AL 784 O B il & i

DUFEH R, B0

1111111011101100100110011
10000010100100101101101160
1011101001111101110100010
1011101000110111100000000
1011101010011010111110001
1000001010100101100010110
1111111000111100101010001
0000000011011110100010000
1101001100000100111111010
0010100001100111101010101
0011101000011111010110111
1100100011000001000000110
1010111100010100110110000
1001010011001001010110101
1010011001011001000010011
1100000001110110100101110
1100111001101101100101111
0000000001001010000000000
1111111010101010101111111
1000001011101000101000001
1011101000000001101011101
1011101010000010101011101
1011101011010001101011101
1000001010000100101000001
1111111010010111001111111

25x25, 2 RSl —FEI), BRI BAIAC R 4 ple — 2%




import PIL.Image
MAX 25
pic PIL.Image.new( , (MAX, MAX) )

i=0
for y in (0, MAX) :
for x in (0, MAX) :
if( [i] ):
pic.putpixel([x,y],(0,0,0))

else:

pic.putpixel([x,y], (255,255,255))

9 — 4515 Fflag
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