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<!-- saved from url=(0073)http://labl.xseclab.com/basel®_Ob4e4866096913ac9c3a2272dde27215/index.php -->
<html><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

</head>
<body>
<form action="http://labl.xseclab.com/basel®_0b4e4866096913ac9c3a2272dde27215/index.php" me
<input type="text" maxlength="3" name="v">
<input type="submit" value="#3&">
</form>

</body></html>
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.f Request to hitp:Mlab1 xseclab com:80 [202 108.35.250]

| ros | [ oop | (i) [ s |

“‘“"T Params T Headers THex ]

posT /bazell Ob4edB8E660965913ac802al272ddel 7215/ index  php HTTRAL.1

Hoszt: labl.xseclab.com

User—Agent: Mozilla/5.0 (Windows HNT £.3; Wingd4; x64; rv:E£0.0) Gecko /20100101 Firefox/&0.0
Acecept: text/htnl,application/xhtmltxml, application/xwl;q=0.9,*%/*;¢q=0.8

Accept-Language: zh-CH,en-US;q=0.7,en;q=0_3

Referer: http://labl.xseclab.com/basell O0b4e4866096513ac3c3aZl272ddeZ7215/index. php
Content-Type: application/x-www-form-urlencoded

Content-Length: &

Commection: close

Tpgrade-Insecure-Regquests: 1

v=99995999

key is 768HKyu678567&*&K
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<?php
highlight file('2.php');

$:f]_a§}= '{ **’**‘**‘**‘**‘**‘**‘*} ';

if (isset ($_GET['password'])) {
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Il
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if (strcmp($ GET['password'], $flag)
die('Flag: '.$flagqg);
else

print 'Invalid password';

?>
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<?php
highlight file( 2.php’ ) :
$f}_3g=:' <: ............... J 2
if (isset($_GET[ password ])) {
if (strcmp($_GET[ password ], $flag) = 0)
die(’Flag: ’.$flag);

else
print Invalid password
1
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<html>
<head>
<meta charset="gh2312" /»
</head>
<body>

WA AR ]! </body>
</html>

<html>
<{head>
<{meta charset="utf-8" />
</head>
<body>

<?php
//print_r(§ SERVER) ;
$arr=explode(’, ’, §_SERVER[ HTTP_X FORWARDED FOR']):
if ($arr[0]=="127.0.0.1"){
/key -
echo ’%&'e y is ISCC{ &*(UIHK]jkadshf}”; |
telsef
echo "EAIM Al oyid ! ~;

}
2> </body>
</html>
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<?php

include "flag.php";

if ($_SERVER["REQUEST_METHOD"] != "POST")
die("flag is here");

if (!isset($_POST["flag"]) )

die($_403);

foreach ($_GET as $k => $v){

$$k = $$v;

}

foreach ($_POST as $k => $v){
$$k = $v;

}

if ( $_POST["flag"] !== $flag )

die($_403);

echo "flag: ". $flag . "\n";
die($_200);

?>
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quest
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I

Targ

GET /7 HTITE/S1.1

{Host: 118.1%0.152.202:8004

User—-Agent: Mozilla/5.0 (Windows NT &.3; Wingd; xe4; rw:E0.0)
Gecko/20100101 Firefox/E0.0

JAcocept:

text/htnl, application/xhtml+txml, application/xml;gq=0_5,*/*;gq=0_8
JAccept-Language: sh-CI,en-TUS;g=0.7,en;q=0_3

Beferer: http:/fisccl0l8. isclab.org. en:4000/challenges
Cookie: werify=T78cfc57d583b4alT7e558280001a3e781; len=48&
Commection: close

Tpgrade-Insecure-Regquests: 1

client-ipf 127.0.0.1

+. Please give me username and password!

BHEHMAN: nttp://118.190.152.202:8017/

HTTP/1.1 200 0K

e

Server: Apache/Z_ 4.7 (Ubuntu)
¥-Powered-By: PHP/5.5_5-lubuntud_ T4

Content-Length: 34
Connection: close

Date: Bun, 08 May 2018 1Z:27:1&8 GMT

Content-Type: text/html;charset=utf-f

Great! ISCC{iscc 05%eebiclc33eb62}

HARRRGXAE, BEFFEEHE—H. THBurpsuite, HENMEHNAE, BIFHWE, EBurpsuited &
HOERL, BIGETERMSEIRA, RIIRMEUsername is not right<!--index.php.txt-->
<p>Password 1is not numeric<!--index.php.txt--></p>

6o Cancel T > |

J Raw T Params T Headers | Hex

Raw | Headers | Hex

Target: hitp:118.190.152.202:8017

GET /lusername=fpassword=| HTTP/L 1 |1
Host: 118_150.152_202:8017 -
User-Agent: HMozilla/E.0 (Windows NT &.3; Wined; xed; rv:e0.0)
Gecko/20100101 Firefox/80.0

Accept:

text/html, application/xhtml+txm]l  application/xml;q=0_9,*%/*;gq=0_8
Accept-Language: zh-CHN,en-US;q=0.7,en;q=0.32

Referer: http://iscel0l&8. isclab.org.cn:4000/challenges

Cookie: werify=T78cfc57d983b4al7e558280001la3e781; len=4E
Comnection: close

Tpgrade-Insecure-ERequests: 1

¥-Forwarded-For: 127.0.0.1

Cache-Control: max—age=0

ENREURLEMAindex . php. txt, KIIFERG

HTTP/1l.1 200 OK

Date: Sun, 0& May 2018 1Z2:38:51 GMT

Server: Apache/sI.4.7 (Ubuntu)

¥-Powered-By: PHP/E_5_S-lubuntu4.’4

Vary: Accept-Encoding
Content-Length: 51
Connection: close
Content-Type: text/html

Username is not right</

ex.php._ tx

index . php.
—zeipe

ct——r<p>Password iz not


http://118.190.152.202:8017/

<?php
error_reporting(0);
$-F1ag = "***********";
if(isset($_GET[ 'username'])){
if (0 == strcasecmp($flag,$ GET[ 'username'])){
$a = fla;
echo "very good!Username is right";
}
else{
print 'Username is not right<!--index.php.txt-->';}
}else
print 'Please give me username or password!’;
if (isset($_GET['password'])){
if (is_numeric($_GET[ 'password’'])){
if (strlen($_GET[ 'password']) < 4){
if ($_GET['password'] > 999){
$b = g;
print '<p>very good!Password is right</p>';
}else
print '<p>Password too little</p>';
}else
print '<p>Password too long</p>';
}else
print '<p>Password is not numeric</p>';
}
if ($a.$b == "flag")
print $flag;
?>

SRR, A MusernameMsflaghEHITHEHMRst rcasecmpREIE Mst remp B X B2 M L
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Hlusername [ =spassword=1ed HIEBHIflag
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Target: http:i/115.190.152.

esponse

J Raw I Headers I Hex ]

| GET f?username[]=&passw0rd=le4§HTTPfl_l

|Host: 118.190_152.202:8017

User—-Agent: Mozilla/5. 0 (Windows NT &.3; Wingd; xe4; rwv:E0.0)
Gecko/20100101 Firefox/E0.0

Aocept:

text/htnl, application/xhtml+xml] , application/xml;gq=0_5, */*;gq=0_8
Accept-Language: zh-CI,en-TUS;g=0_7,en;q=0_3

Referer: http://fisccl018._ isclab_org.cn:4000/challenges
Cookie: werify=T8cfchiT7d583b4al7e55828c001a22781; len=4&
Comnmection: close

Upgrade-Inssecure—Requests: 1

¥-Forwarded-For: 127.0.0.1

Cache-Control: max—age=0

I\, BE R

e

HTTP/1.1 200 0K

Date: Sun, 08 May 2018 13:04:58 GMT
Server: Apache/Z_ 4.7 (Ubuntu)
¥-Powered-By: PHP/5.5._5-lubuntud. 4
Vary: Accept-Encoding
Content-Length: 8&

Connection: close

Content-Type: text/html

very good!Username is right<prwvery good!Password is
right </p>flag{ISCC201% Very GOOD!}
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A: aaaaa B: aaaab C: aaaba D: aaabb E aabaa F: aabab G:

aabba H: aabbb I: abaaa J: abaab K: ababa L: ababb M:

abbaa N: abbab O: abbba P: abbbb Q: baaaa R: baaab S: baaba T:
baabb U: babaa V: babab W: babba X: babbb Y: bbaaa Z: bbaab
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