IDFSEE = - Tl B ELF Y% [ writeup

weixin 30339969 F 2016-12-02 19:35:00 KA 141 R
jtﬁgﬁﬁgg: DYﬂlﬂthQ

JRSCBERE:  hitp//www.cnblogs.com/zhengjinyp/6127104.html

FERAL

@ H: http://ctf.idf.cn/index.php?g=game&m~=article&a=index&id=39

T# 1B BIEIfCrackMe1 344, EH#EHIDAFT .
BEEBH R function—EXF5 T %, 1 LAE BB K maink £

int __cdecl main(int argc, const char **argv, const char **envp)
{
int v3; // ebx@6
const char **v4; // rdx@22
__inte4 v6; // [sp+6h] [bp-Coh]@El
__inte4 v7; // [sp+8h] [bp-B8h]@1l
__int64 v8; // [sp+16h] [bp-Beh]@1
__int64 v9; // [sp+18h] [bp-A8h]@1
__int64 vi@; // [sp+20h] [bp-Aeh]@l
__int64 vi11; // [sp+28h] [bp-98h]@1
__int64 v12; // [sp+306h] [bp-96h]@1
__int64 vi13; // [sp+38h] [bp-88h]@1
int vi14; // [sp+46h] [bp-80h]@1
char v15[17]; // [sp+86h] [bp-46h]@2
char v16; // [sp+91h] [bp-2Fh]@14
char v17; // [sp+92h] [bp-2Eh]@15
char v18; // [sp+93h] [bp-2Dh]@16
char v19; // [sp+94h] [bp-2Ch]@17
char v20; // [sp+95h] [bp-2Bh]@18
int v21; // [sp+Ad4h] [bp-1Ch]@1
int v22; // [sp+A8h] [bp-18h]@7
int i; // [sp+ACh] [bp-14h]@9

v21l = 0;

memset (&v6, O, Ox58ulLl);
v6 = 854698492143LL;

v7 = 880468295913LL;

v8 = 597000454391LL;

v9 = 605590388953LL;

v1e = 932007903423LL;
vll = 760209211613LL;
v1l2 = 579820585151LL;
v13 = 940597838039LL;
vl4d = 191;
printf(
"plz enter the flag:",
argyv,
11LL,
854698492143LL,
880468295913LL,
597000454391LL,
605590388953LL,
932007903423LL,
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760209211613LL,
579820585151LL,
940597838039LL,
*(_QWORD *)&v14);
while ( 1)
{
v3 = v21;
v15[v3] = getch();
if ( !'vi5[v3] || vi5[v21] == 10 )

break;
if ( vi5[v21] == 8 )
{
printf("\b\b", v6, v7, v8, v9, v1e, vil, v12, v13, *(_QWORD *)&vil4);
--v21;
}
else
{
putchar(vi5[v21++]);
}
}
v22 = 9;
if (v21 1= 22)
v22 = 1;
for (1 =0; 1i<=16; ++i )
{
if ( vi5[i] != (*((_DWORD *)&v6 + i) - 1) / 2 )
{
v22 = 1;
argv = (const char **)((*((_DWORD *)&v6 + i) - 1) / 2);
printf("%d", argv, v6, v7, v8, v9, v10, vil, v12, v13, *(_QWORD *)&v14);
}
}

if (vi6 != 48 || vi7 !'= 56 || vi8 != 5@ || vi9 != 51 || v2@ != 125 )
v22 = 1;

v1l5[v21] = ©;

puts("\r");

if (v22 )

{
puts("u r wrong\r\n\r");
main((unsigned __int64)"u r wrong\r\n\r", argv, v4);

¥
else
{
puts("u r right!\r");
}
return 0;
}
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puts{'u r righttyr"});
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if ( vi6 *= 48 || w17 ¥= 56 || v18 = 58 || vi? *= 51 || v2@ t= 125 )
u22 = 1;
ul15[uv21] = 85
puts (et

216 1= 48 || v17 1= 56 || v18 1= 50 || v19 != 51 || v20 I= 1258%
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V22=0

Fpythonfichr()# . 182/ 0823}

] LU XA R flag i) J5 2 5 4

SkefE EERI—BEwhilefRiS, EERMBIZT. . . FFURMEERFE, BEREEZEELHNRDG
WAL 1R Bwhile 2R i 38— &84

FEE
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cmp [rbp+uvar_14], 16h
setle al
test al, al

jnz short loc_48891D
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loc_48891D:
mov eax, [rbp+uvar 14
cdge Lrbp -1l MoOVZX eax, [rbf
mouzx eax, [rbp+rax+var_u#] ?mp aﬁ, :Bg
mousx  edx, al ; a[il— ] FD inz short ot
mou eax, [rbp+var_14]
cdqge
mou eax, dword ptr [rbp+rax=y+var_CO] ; a2[i]%|FP
sub eax, 1 ; Pax=eax-1
moy ecx, eax ; BCx=eax
shr ecx, 1Fh ; ecx »» 1Fh
lea eax, [rcx+rax] ; eax=rcx+razx{eax+ecx)
sar eax, 1 s eax»>»1
cmp edx, eax ; HiFredx5eax
jz short loc_488978
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J% (104,1957) (105,73) 0000053B 000000000040093B: main+l8E (Synchronized with Hex View-1)
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644 FF 7728 I
eax,ebx,ecx,edx,esi,edi,ebp,espZ3s A
rax,rox,rex,rdx,rsi,rdi,rbp,rsp

FrA B alil=((a2[i]-1)+((@2[i])-1)>>1Fh))>>1
ERREHERAS EBREFSHITT.

Pt ARATTZE 3R a2l 8,

BhEs Bla2lilse X, FE:

|-00000000000000CH8 ; D/A/=
-00000000000080CH ; H
-000000000000080CA ; U
-000000000000080CA ; Use data
-300000000000068CA ; Two spec
-00000000000B0OBCA ; Frame si
-g0d00AeRABABAABCA ;
-00000000008BAABCAH

var_C8
08B var_BS8
H8BH var_B8
HBAE var_RAS8
HOAH var_RBe
B8998 var_98
6098 var_98
var_88B
var 88

R AR, £ EFED:

mov dword ptrriopFoar_CO8F, 8EFiT— ]
mov dword ptr| [vbp+var CB+4], BCYH
mov dword ptr| [vbp+var_ B8], BE%h
mov dword ptr| [vbp+var_B8+4], BCDh
mov dword ptry| [vbp+var_B6], BF7h
mov dword ptr| [vbp+var_BO+4], 8Bh
mov dword ptr| [vbp+var_A8], BD%h
mov dword ptr| [vbp+var_A8+4], 8Dh
mov dword ptr| [vbp+var_AB], BBFh
mov dword ptr| [vbp+var_AB+4], BD2h
mov dword ptr| [vbp+var_ 98], 8DDh
mov dword ptr| [vbp+var_98+4], BB1h
mov dword ptr| [vbp+var_ 98], BBFh
mov dword ptr| [vbp+var_96+4], 87h
mov dword ptr| [vbp+var_ 887, 8D7h
mov dword ptr| [vbp+var_88+4], BDBh
mov [vbp+var_86], 8BFh

FrblaE, a2[i]#){E =& [0x0EF, 0x0C7, 0XOE9, 0XOCD, 0x0F7, 0x8B, 0x0D9,0x8D, 0x0BF, 0x0D9, 0x0DD,
0x0B1, 0xOBF, 0x87,0x0D7, 0xODB, 0xOBF]
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#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

a2=[OxQEF, 0x0C7, OxOE9, 0x0CD, OxOF7, Ox8B, 0x0D9,
0x8D, OxOBF, 0x0D9, oxoDD, Ox0Bl, OxOBF, 0x87,
0x0D7, ©0x0DB, Ox0BF]
L=[]
for i in range(17):
flag =((a2[i] - 1) + ((a2[i] - 1) >> ex1f))>>1
aa = chr(flag)
L.append(aa)
flagl = ''.join(L)
print flagl
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