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1 def encrypt(key, seed, string):

2 rst = []

3 for v in string:

4 rst.append((ord(v) + seed * ord(key[seed])) % 255)
5 seed = (seed + 1) % len(key)

6 return rst

7 if __name__ == '__main__"':

8 print "Welcome to idf's python crackme"

9 flag = input('Enter the Flag: ')

10 KEY1 = 'Maybe you are good at decryptint Byte Code, have a try!'
11 KEY2 = [

12 124, 48, 52, 59, 164, 50, 37, 62, 67, 52, 48, 6, 1,

13 122, 3, 22, 72, 1, 1, 14, 46, 27, 232]

14 en_out = encrypt(KEY1l, 5, flag)

15 if KEY2 == en_out:

16 print 'You Win'

17 else:

18 print 'Try Again !’

EEAREHEERT: artfi] - (key[seed] * seed);

ALXHE AR, FOAHBASHE T ... LB HRE.. TR AMEREEHE T, ), HENA T IE
MREZREHE )G, 1T

rst.append((ord(v) * ord(key[seed]) + seed) % 255) B T :
rst.append((ord(v) + seed * ord(key[seed])) % 255)
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1 #include <stdio.h>
2 #include <stdlib.h>
3 #include <string.h>
4 #include <math.h>

5 int main(){

6 unsigned char arr[] = {

7 124, 48, 52, 59, 164, 50, 37,

8 62, 67, 52, 48, 6, 1, 122, 3,

9 22, 72, 1, 1, 14, 46, 27, 232, @};

10 const char key[] = "Maybe you are good at decryptint Byte Code, have a try!";
11 char flag[100];

12 int tmp;

13 int seed = 5;

14 for (int i = 0; i < 23; i++){

15 tmp = (arr[i] * key[seed]) - seed;

16 flag[i] =abs(tmp)%127; //%5E LM AEX127 A RKIER

17 while (flag[i] < 32 || flag[i] > 127){

18 if (flag[i] < 32) flag[i] = flag[i] + 255;

19 if (flag[i] > 127) flag[i] = flag[i] - 255;

20 }

21 printf("arr[%d] = %d; key[%d] = %d; ~ = %d flag[%d] = %d;\n",
22 i,arr[i],seed, key[seed],key[seed]”seed, i, flag[i]);
23 seed = (seed + 1)%strlen(key);

24 }

25 puts(flag);

26 printf("\n");

27 system("pause");

28 return 0;

29 }

flag: WCTF{ILOVEPYTHONSOMUCH}
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1 addr_0x400900_12:

2 {
3 vl3 = 0;
4 if (v3 1= 22) {
5 vl3 = 1;
6 }
7 vld = 0;
8 while ((unsigned char)(uintl_t)(v14 <= 16) != 0) {
9 eax15 = (int32_t)(uint32_t)(unsigned char)vs;
10 if ((int32_t)*(signed char*)&eax15 != 0) {
11 vl3 = 1;
12 *(int32_t*)&rsi = 0;
13 *((int32_t*)&rsi + 1) = 0;
14 printf("%d", 0);
15 }
16 ++v14;
17 }
18 eax16 = (int32_t)(uint32_t)(unsigned char)vl7;
19 if (*(signed char*)&eax16 != 48
20 || ((eax18 = (int32_t)(uint32_t)(unsigned char)v19, *(signed char*)&eax18 != 56)
21 || ((eax2@ = (int32_t)(uint32_t)(unsigned char)v21l, *(signed char*)&eax20 != 50)
22 || ((eax22 = (int32_t)(uint32_t)(unsigned char)v23, *(signed char*)&eax22 != 51)
23 || (eax24 = (int32_t)(uint32_t)(unsigned char)v25, *(signed char*)&eax24 !=
0x7d))))) {
24 vi3 = 1;
25 }
26

27 puts("\r", rsi);
28 /* v13 MiZR—MrERE */

29 if (vi13 1= 0) {

30 puts("u r wrong\r\n\r", rsi);

31 rax26 = main("u r wrong\r\n\r", rsi);
32 } else {

33 puts("u r right!\r", rsi);

34 }

35 return 0;

36 addr_ox4008ff_7:

37 goto addr_0x400900_12;

38 }
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JINZEBFIIHIN O, 8, 2,3,} MizsiRflag KIJEEHD T, MG KA BrrightRlwrongrl BLE Hvi3 2 H B IEH 5

BHZE.
whilefE¥ R FE R XETE, e Bl ZBILHwET T

821 #¥Graphic Viewti R, XL LS ARG, EE RUBHEwhilelE R XN KA 2, B R85 2], L EdR
FERITRRTEF A ABAZ G T, T3 25 2 K I HEK SR AR B R 2 Bl 55 2 IR -5 75 10 4 i DA R S
H.



L L &

REBARIGUT, interator X Bivar 14, arr 1 XFRivar 40, arr 2 XL var cO0:

1 loc_40097C:

2 cmp [rbp+iterator], 1@h 5 TEFREBIRE

3 setle al

4 test al, al

5 jnz short loc_40091D

6

7 loc_40091D:

8 mov eax, [rbp+iterator] 5 BABEHLE

9 cdge
10 movzx  eax, [rbp+rax+arr_1]
11 movsx  edx, al ; BXHi (unsigned char)arr_1[iterator], HHATERE —AFH
12 mov eax, [rbp+iterator]
13 cdge
14 mov eax, [rbp+rax*4+arr_2] ; BUHi(int)arr_2[iterator], DHUANFT
15 sub eax, 1 ; eax = eax - 1
16 mov ecx, eax ; ecx = eax
17 shr ecx, 1Fh ; ecx = ecx >> Ox1f
18 lea eax, [rcx+rax] 5 BEAHBEE SRR eax = ecx + eax;
19 sar eax, 1 ; eax = eax >> 1
20 cmp edx, eax ; HHarr_2[iterator]Z@dEHEMER TS Farr_1[iterator]
21 jz short loc_400978 5 STk
22
23 loc_400978:
24 add [rbp+iterator], 1



2t P LA ml BAANIE arr 1 BOZ2RATE A Kikey, BT LB B EHEarr 2 FI1E,
Bk Blarr 2095 X:

-fgepoBaoBenBABCA arr_2 dd ?
-B0ep0Ba0BAABABBE var_BC dd ?
-B0ep0BA0BA0NBABBE var_BB dd ?
-B08p0B00BA0000BY var_Ba dd ?
-f0Bp0BAO0BA0BABBA var_BA dd ?
-80800000BBABABAC var_RAC dd ?
-B08p0000BO0BABAB var_R8 dd ?
-B0000B000000B0AYLY var_R4 dd ?
-B0800B00BA0BA0AA var_RA dd ?
-B0ep0Ba0BAABAA9C var_9C dd ?
-B0ep0BA0BANBAA98 var_98 dd ?
-B0800B0000000A9, var_94 dd ?
-foepoBA0BA0BAA98 var_98 dd ?
-B08p0BA0BAABAA3C var_BC dd ?
-B08p0B00BANBAA38 var_B88 dd ?
-B08p0B00B0000A3Y, var_B4 dd ?
-f0Bp0BA0BA0BAA3A var_B8A dd ?
R

ERBATE BRI F, Karr 267 XHEHIERAE:

1 l:'.l JI.U:I!.'

mov [vbp+aryr_2], BEFh
mov [vbp+var_BC], BC7h
mov [vbp+var_ B8], BE%h
mov [vbp+var_B4], BCDh
mov [vbp+var_B6], BF7h
mov [vbp+var_AC], BBh
mov [vbp+var_A8], BD%h
mov [vbp+var_A4], 8Dh
mov [vbp+var_AB], BBFh
mov [vbp+var_9C], BD%h
mov [vbp+var_ 987, 8DDh
mov [vbp+var_ 947, BB1h
mov [vbp+var_ 98], BBFh
mov [vbp+var_ 8C], 87h
mov [vbp+var_ 887, 8D7h
mov [vbp+var_ 847, BDEh
mov [vbp+var_86], BBFh
mau edi, offset format ; "plz enter the flag:"
mau eax, @

call _printf

jmp short loc_ 4668DB

NII%F 17/~ B (0-10h),

BT A arr i[i] = ((arr_2[i] — 1) + (arr_2[i] — 1)>>0x1)>>1
(W T shr A sar LR & F405 IR . FF 323876 thlh)
(vim RACFEXEHERKT)
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#include <cstdio>
#include <cstdlib>
#define N 17
int arr_2[N] = {
OXOEF, 0x0C7, OXOE9, 0x0CD, OxOF7, Ox8B, ©xeD9,
0x8D, OxOBF, ©x0D9, oxoDD, Ox0Bl, OxOBF, 0x87,
0x0D7, Oxe0DB, OxOBF
s
int main(){
for (int i = 0; 1 < N; i++){
int ch = ((arr_2[i] - 1) + ((arr_2[i] - 1) >> ox1f))>>1;
[REB—T >> Htheg*/
printf("%c",ch);

}
printf("e823}\n");
system("pause.");
return 0;

flag: wetf{EIF InX Ckm 0823}
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x86F &, Mt BIEIEAT, MixFR ERXEMNEZMCHIBITH, MBFEHOD T, IDAB A, THHE —B(H LR Ml
WA BUE L), 0x411304L B R R BAL, F52, RIRRIBFEFEZ T, FTUUE HH E—ACrackMeZEAAHF. ..

1 flag = 0;
2 for (1 =0; i< 17; ++1 ){
3 if ( v76[i] != byte 415768[*(&53 + i)] )
4 flag = 1;
51}
6 if (v77 !'=49 || v78 != 48 || v79 !=50 || v88 != 52 || v81 != 125 )
7 flag = 1;
8 v76[v75] = ©;
9 printf("\r\n");
10 sub_411136();
11 if ( flag )
12 {
13 printf("u r wrong\r\n\r\n");
14 sub_411136();
15 sub_41113B();
16 }
17 else
18 {
19 printf("u r right!\r\n");
20 sub_411136();
21 }
22 system("pause");

F R flagsr B PR S8 20, JETH AN A2 A2 1024 ), B TH BI7E —AMorfE 3 B H
v76[i] 1= byte 415768[*(&v53 + i)]

B — AN AVSI[EEH TAR, A TS — A $dibyte 415768[1HUH AR, B4 &



1 v53 =1;
2 v54 = 4;
3 v55 = 14;
4 v56 = 10;
5 v57 = 5;
6 v58 = 36;
7 v59 = 23;
8 V6O = 42;
9 vbl = 13;
10 v62 = 19;
11 v63 = 28;
12 v64 = 13;
13 v65 = 27;
14 v66 = 39;
15 v67 = 48;
16 v68 = 41;
17 v69 = 42;
18 byte 415768 db 73h

=
(o)

db 'wfxc{gdv}fwfctslydRddoepsckaNDMSRITPNsmrl_=2cdsef66246087138"',0

BEFEEbyte 415768[1H1— ML Es(73h) B A iR 7.

B A
1 #include <cstdio>
2 #include <cstdlib>
3 int v53[] = {
4 1, 4, 14, 1@, 5, 36, 23, 42, 13,
5 19, 28, 13, 27, 39, 48, 41, 4
6 };
7 char byte_415768[] = "swfxc{gdv}fwfctslydRddoepsckaNDMSRITPNsmrl_ =2cdsef66246087138\0";
8
9 int main(){
10 for (int i = 0; 1 < 17; i++){
11 printf("%c", byte 415768[v53[i]]);
12 }
13 printf("1024}\n");
14 system("pause");
15 }

flag: wetf{Pe cRackmelc1024}
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1 #include <cstdio>

2 #include <cstdlib>

3 #include <cstring>

4 char kaiser[] = "U8Y]:8KdJHTXRI>XU#?!K_ecJH]kJIG*bRH7YJH7YSH]*=93dVZ3158*$:8\"&:9U]RH;g=8Y!U92"'=j*$KH]ZSj&
[S#!gUt#*dKO\\.";

5 /% LY */

6 int main(){

7 char ch[1000];

8 bool flag = true;

9 for (int i = 0; i < 127; i++){

10 memset(ch, @, sizeof(ch));

11 for (int j = 0; j < strlen(kaiser); j++){
12 ch[j] = (kaiser[j] + 1)%127;

13 if (ch[j] <= 32 || ch[j] > 127) flag = false;
14 }

15 if (flag) puts(ch);

16 }

17 system("pause");

18 return 0;

19 }

flag: wetf{kaisa jiaaaaami}
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flag: WCTF{H3110_JOtder}

AR ISR : BF VRIS K Mscripthr B B H X —E:

1 var pl

="%66%75%6€%63%74%69%61%6e%20%63%68%65%63%6b%53%75%62%6d%69%74%28%29%7b%76%61%7 2%20%61%3d%64%6T%63%75%6d%65%
6e%74%2e%67%65%74%A45%6 C%65%6d%65%6e%74%42%79%A49%64%28%22%70%61%73%7 3%77%61%7 2%64%22%29%3b%69%66%28%22%75%6€%
64%65%66%69%6e%65%64%22%21%3d%74%79%70%65%6F%66%20%61%29%7b%69%66%28%22%65%66%66%35%62%66%38%63%63 ' ;

2 var p2
="%31%61%30%64%38%33%35%36%32%63%35%22%3d%3d%61%2e%76%61%6C%75%65%29%7 2%65%74%75%7 2%6€%21%30%3b%61%6C%65%7 2%
74%28%22%A5%72%72%61%72%22%29%3b%61%2e%66%61%63%75%73%28%29%3b%72%65%74%75%7 2%6€%21%31%7 d%7d%64%6%63%75%6d%
65%6e%74%2e%67%65%74%A5%6C%65%6d%65%6€%74%A2%79%A9%64%28%22%6 C%65%76%65%6 C%51%75%65%73%74%22%29%2e%6T%6€%7 3%
75%62%6d%69%74%3d%63%68%65%63%6b%53%75%62%6d%69%74%3b " ;

3 eval(unescape(pl) + unescape('%33%66%61%37%38%32%66%32%36%31%61%35"' + p2));

ISEETEANE. ..

A T — Tunescape() K ILIXA™ & 2 F RIS 45 5 1K, KRN T 1IEURLS S FF Unicodell. .. eval ) R#ATS
g 2 ISHEE, B M MetaPrograming(JuZm 2 ) I = .

HATEL MR hitp:/tool.chinaz.com/T ools/Escape.aspx


http://ctf.idf.cn/index.php?g=game&m=list&a=index&id=22
http://tool.chinaz.com/Tools/Escape.aspx

1 var pl = 'function checkSubmit(){var a=document.getElementById("password");if("undefined"!=typeof a)
{if("eff5bf8cc’;

2 var p2
='1a0d83562c5"==a.value)return!@;alert("Error");a.focus();return!1}}document.getElementById("levelQuest").on
submit=checkSubmit;"';

3 eval(unescape(pl) + unescape('3fa782f261a5"' + p2));

1 function checkSubmit(){

2 var a=document.getElementById("password");

3 if("undefined"!=typeof a){

4 if("eff5bf8cc3fa782f261a51a0d83562c5"==a.value)
5 return!o;

6 alert("Error");

7 a.focus();

8 return!l

9

10 }
11 document.getElementById("levelQuest").onsubmit=checkSubmit;

X TELIEMT T, B\ eff5bf8cc3fa782f261a51a0d83562¢51R AL :

flag: wetf{webclieNt cOpy}

HE IR GBS AN KIS RIS A B, M RERIE BT S  Uuencodem i HIHRFAE, AL H T

H.: http://web.chacuo.net/charsetuuencode

flag: wetf{uuuuuencode }

BT BB T (HERAZHD.

¥, T https://www.cnblogs.com/lastavengers/p/4198095.htm
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