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Figure 1: The three components of the full system. Left: Secret-Image preparation. Center: Hiding
the image in the cover image. Right: Uncovering the hidden image with the reveal network; this is
trained simultaneously, but is used by the receiver.
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Figure 3: The three networks are trained as a single, large, network. Error term 1 affects only the first
two networks. Error term 2 affects all 3. S is the secret image, C is the cover image.
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Figure 4: Left: Number of intensity values off (out of 256) for each pixel, per channel, on cover and
secret image. Right: Distribution of pixel errors for cover and secret images, respectively.
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Figure 5: 6 Hiding Results. Left pair of each set: original cover and secret image. Center pair: cover
image embedded with the secret image, and the secret image after extraction from the container.
Right pair: Residual errors for cover and hidden — enhanced 5 x. The emors per pixel, per channel are
the smallest in the top row: (3.1, 4.5) , and largest in the last (4.5, 7.9).
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Figure 6: Results with images outside the set of natural images.
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Figure 7: Top 3 rows. If the original image is leaked and is subtracted from the container image, the
residual can be computed. With enough enhancement (20x), some of the secret image is revealed.
Bottom 3 rows: by explicitly creating an error term that minimized the correlation between the
residual and the secret image, the residual reveals less about the secret image; however, the pixel
errors for the container rise (note the less saturated colors in some of the red regions).
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Figure 8: ROC curves: True Positive Rate vs. False Positive
Rate for StegExpose when trying to detect images embedded
via the proposed method.
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Figure 9: Sensitivity to Bits in the Container Image. (Left:) Control case, the container image.
Changing a bit in the container image obviously has no effect on other bits. (Right): However, that
same bit flip in the container image has effects across all color bands in the recovered secret image.
For example, if we want to measure the effect of flipping the 2nd bit in the Blue channel, we would
look at the marked entries (marked with *).
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