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babyRSA

e=12

p = 58380004430307803367806996460773123603790305789098384488952056206615768274527

q = 81859526975720060649380098193671612801200505029127076539457680155487669622867

ciphertext =
20608721532369020246787892668194449176965915672645869081591928616363088644729157051019617158562614360898838
4615185921752409380788006476576337410136447460
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import gmpy2

import math

def rabin_decrypt(c, p, q, e=2):
n=p-"q
mp = pow(c, (p + 1) / 4, p)
mg = pow(c, (q + 1) / 4, q)
yp = gmpy2.invert(p, q)
yq gmpy2.invert(q, p)
r=(p*p mg+yq

n-r

s=(yp "p*mg-yq
SS =n - s
return (r, rr, s, ss)

def main():
(] 12
p = 58380004430307803367806996460773123603790305789098384488952056206615768274527

q 81859526975720060649380098193671612801200505029127076539457680155487669622867

ciphertext 20608721532369020246787892668194449176965915672645869081591928616363088644729157051019617158562614
3608988384615185921752409380788006476576337410136447460

n=p-q

ol=(p-1)*(g-1)

d=gmpy2.invert(3,0l)

ciphertextl=pow(ciphertext,d,n)
ans=rabin_decrypt(ciphertextl,p,q,e=2)
for i in ans:
temp=rabin_decrypt(i,p,q,e=2)
for x in temp:
flag="{:x}"'.format(x).decode("'hex")
if 'hgame' in flag:
print flag
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M1 7R+ 3k &L, $E A% hgame{m}

e1:0x33240

e2:0x3e4f
Nn:0x9439682bf1b4ab48c43c524778c579cc844b60872275725¢1dc893b5bcb358b9f136e4dab2a06318bb0c80e202a14bc54ea334519b
ec023934e01e9378abf329893f3870979e9f2f2be8fff4df931216a77007a2509f49f697bf286285e97fac5dc6ed4a164b5¢c2cc430887b1813
6437ba67777bda05aafdeaf918221c812b4c7d1665238f84ab0fab7a77fcae92a0596e58343be7a8e6e75a5017c63a67eb11964970659¢
d6110e9ec6502288e9e443d86229ef2364dfecb63e2d90993a75356854eb874797340eece1b19974e86bee07019610467d44ec595e04
af02b574a97fa98bdb2e779871c804219cab7 15f4a80fef7f8fb52251d86077560b39¢c1c2al
¢1:0x7c7f315a3ebbe305c1ad8bd2f73b1bb8e300912b6b8ba1b331ac2419d3da5a9a605fd62915¢11f8921c450525d2efda7d48f1e5030
41498f4f0676760b43c770ff2968bd942c7ef95e401dd7facbd4e5404a0ed3ad96ae505f87c4e12439a2da636f047d84b1256c0e363f6337
3732cbaf24bda22d931d001dcca124f5a19f9e28608ebd90161e728b782eb67deebadcc81b6df4e7ee29a156f51a0e5148618c6e81c31a
91036¢982debd1897e6f3c1e5e248789¢c933a4bf30d0721a18ab8708d827858b77c1a020764550a7fe2ebd48b6848d9c4d211fd853b7a
02a859fa0c72160675d832c94e0e43355363a2166b3d41b8137100c18841e34ff52786867d
¢c2:0xf3a8b9b739196ba270c8896bd3806e9907fca2592d28385ef24afadc2a408b7942214dad5b9e14808ab988fb15fbd93e725edcc050
9ab0dd1656557019ae93c38031d2a7c84895ee3da1150eda04cd2815ee3debaa7c2651b62639f785f6cabf83f93bf3cce7778ab369631e
a6145438c3cd4d93d6f2759be3cc187651a33b3ccdc3b477604477143c32dfff62461fdfd9f8aa879257489bbf977417ce0fbe89e3f246447
5624aafef57dd9ea60339793c69b53ca71d745d626f45e6a7beb9fchd9d1a259433d36139345b7bb4f392e78f1b5be0d2c56ad50767ee8
51fac670946356b3c05d0605bf243b89c7e683cc75030b71633632fb95¢84075201352d6

cl1=pow(m, e1, n)

c2=pow(m, €2, n)
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ged(e1,e2)=3, NMiged(e1/3,62/3)=1
Frl4a1=e1/3,a2=e2/3, Migcd(al,a2)=1

Fr A Eral+s*a2=1, Frblrel+s*e2=3 (¥ B JLEEBEE)

M(c14) * (c2%s) =(mr*e1)) * (m{s*e2)) =mre1+s*e2) = m"3 /3L &
Frel B NIE: (m"3) mod n = (c14) * (c2”s) mod n N E 1%L
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import gmpy2
def same_attack(el,e2,messl,mess2,n):
gcd,s,t=gmpy2.gcdext(el,e2)
if s<o:
S=-s
messl=gmpy2.invert(messl,n)
if t<o:
t=-t
mess2=gmpy2.invert(mess2,n)
mess=gmpy2.powmod(messl,s,n) gmpy2.powmod(mess2,t,n)%n
return mess

def small_attack(c,n,e):
i-0
while 1:
if(gmpy2.iroot(c+i*n, e)[1] 1):
X = gmpy2.iroot(c+i*n, e)[0]
print x

break

def main():

el="0x33240"

e2="0x3e4f"
n="0x9439682bf1b4ab48c43c524778c579cc844b60872275725c1dc893b5bcb358b9f136e4dab2a06318bboc80e202al4bc54ea334519b
©c023934e01e9378abf32989313870979e9f2f2be8fff4df931216a77007a2509f49f697b1286285e97fac5dc6e4al64b5c2cc430887b181
36437ba67777bda®5aatdeat918221c812b4c7d1665238f84abBfab7a77fcae92a0596e58343be7a8e6e75a5017c63a67eb11964970659cd
6110e9ec6502288e9e443d86229ef2364dfecb63e2d90993a75356854eb874797340eecelb19974e86bee07019610467d44ec595e04af02b
574a971a98bdb2e779871c804219cab715f4a80fef7f8fb52251d86077560b39c1c2al”
cl="0x7c7f315a3ebbe305clad8bd2f73b1bb8e300912b6b8balb331ac2419d3da5a9a605fd62915c1118921c450525d2efda7d4811e503]
041498f4f0676760b43c770ff2968bd942c7ef95e401dd7facbd4e5404a0ed3ad96ae505Ff87c4e12439a2dab6361047d84b1256c0e3631633
73732cbaf24bda22d931d0@0@1dccal24f5a19f9e28608ebd90161e728b782eb67deebadcc81bb6dfde7ee29a156151a0e5148618c6e81c31a9
1036c982debd1897e6f3c1e5e248789c933a4bf30d0721a18ab8708d827858b77c1a020764550a7fe2ebd48b6848d9c4d211fd853b7a02a8
59fa0c72160675d832c94e0e43355363a2166b3d41b8137100c18841e34ff52786867d"
c2="0xf3a8b9b739196ba270c8896bd3806e9907fca2592d28385ef24aftadc2a408b7942214dad5b9e14808ab9881b15fbd93e725edccO5
09ab0dd1656557019ae93c38031d2a7c84895ee3dall50eda®4cd2815ee3debaa7c2651b62639F785f6cabf83f93bf3cce7778ab369631ea
6145438c3cd4d93d6+2759be3ccl187651a33b3ccd4c3b477604477143c32dfff62461Ffdfd9f8aa879257489bb+977417cedfbe89e31246447
5624aafef57dd9ea60339793c69b53ca71d745d626F45e6a7beb9fcbd9d1a259433d36139345b7bb41392e78f1b5be@d2c56ad50767ee851]
fac670946356b3c05d0605bf243b89c7e683cc75030b716336321b95c84075201352d6"

el=int(el,16)/3

e2=int(e2,16)/3

n=int(n,16)

cl=int(c1,16)

c2=int(c2,16)

ans=same_attack(el,e2,cl1,c2,n)

small attack(ans,n,3)

if _ _name__ ' _main__':

main()

Bk “ngame”BI 7T 15 Fllflag :




5959498165165478
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