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<link href="/favicon. pnz” rel="icon” id="basic-favicon” type="images/png” />
<link rel="shortcut icon” href="/favicon.ico” type="image/vnd. microsoft.icon” />
<link rel="icon” href="/favicon.ico” type="image/vnd. microsoft.icon” />

<{meta property="fb:app_id” content="1638203E3667417" />
<meta name=" twitterisite’ comtent=" Ghackthisuk’ »
<meta property= oz:site_name’ content="HackThis!!">

<link href="https://fonts. googleapis. confcss?familv=0rbi tronk TCLat o%3A400%2CT00" rel=" stylesheet’ type= text/css >

<{link rel="stylesheet’ href=" /files/css/min/dark/main. cs=71492506645  type=" text/css’ />
<link rel='stylesheet’ href=" /files/ces/min/dark/extra_d33b50696e. cs=71492506645° type= text/css />

<script src="https://ajax. googleapis. com/ajax/libe/jquery/l. 9. 1/ iquery. min. j="></script>
{!-— <script src="https dn. socket. fo/socket. 1o-1. 2. 1. js "< /script® —>

!-— username: in, [EEEword: out ——»

<{script src="https://d3t63mlrenixd2. cloudfront. net/files/js/modernizr-2. 6. 2. min. js"><{/seript>

(I—[if 1t IE 91>
{script sre="https:
{script sre="https:
<! [endif]-=>

‘d3t63mlrxnixd?. cloudfront. net/files/js/respond. min. js < /script’>
‘d3t63mlrxnixdl. cloudfront. net/files/js/html5shiv. js ">/ seript>

</head>
<body class="theme—dark ° data—username=" roverdoze’ data-key=" 69552bfb202a5ce8 >

<div class="page-wrap”>
<div id="header-wrap” class="container clr™>
<header>
<div class="col span_l1 banner™>
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https://blog.csdn.net/qq_43148462
https://blog.csdn.net/qq_43148462/category_8574411.html
https://blog.csdn.net/qq_43148462/category_8574412.html
https://so.csdn.net/so/search/s.do?q=hackthis&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=main&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_43148462/article/details/85413695
https://blog.csdn.net/qq_43148462/category_8574411.html
https://blog.csdn.net/qq_43148462/category_8574412.html
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<{form method="FOST">
<fieldset> ]
¢{label for="user”>Username:</label> <span style="color: #000000"resud/span’
{input type="Text” name="user” id="user” autocomplete="off"><br}
¢label for="user”>Password:<{/label’ <span style="color: #000000"3ssap<{/span>
<input type="Password” name="pass” id="pass” autocomplete="off”><br>
{input type="submit” walue="%ubmit” class="button”>

Level 3:

FIFEE AR IS, X —MNISHRBIIE RIS AR o RS #% B % A BHIED

- -~ !'
ction() | $0. level -form ). submit (functionle) { if(document. getElementById( user’ ). value == " heaven’ && document. getElementById( BEElR ). value :— ‘hell \)
roelr”> !
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<label for="user”>Username:</label>

{input type="Text” name="user” id="user” autocomplete="off"><br>
<label for="user”>Password:</label>

{input type="Password” name="pass” id="pass” autucumplete— fo”><br>
{input type="hidden” name="passwordfile” value="1.

{input type="submit” wvalue="%ubmit” class="button”>
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— <user=
<name:>Admin</name:
<username:=999</username>
<password>911</password >
<fuser=
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<div class="level-form >
script language="TavaScript” type="text/javascript™>
var pass;
pass=prompt [ “Fassword”, *7);
if (pass=="9236jas") |
window, location href="/level s/maln/Shes
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<option>Ronald</option>

<optii ption>

e
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< div div div form > fieldset > select option » HFE select¥user i .
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POST https://www.hackthis.co.uk/levels/main/e HTTF/1.1

HostT: www.hackthis.co.uk

User-Agent: Mozilla/5.0 (Windows NT &.1; WinG4; x64; rv:i64.0) Gecko/20100101 Firefox,/64.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.%,*/*;9=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-Tw; g=0.7,zh-HK;g=0.5,en-U5;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate, br

Referer: https://www.hackthis.co.uk/levels/main/e

Content-Type: application/x—www-Torm-urlencoded

Content-Length: 9

Connection: keep-alive

Cookie: _ga=GA1l.3.589989448,1545123388; autologin=%92%A5VyK¥I8%14emC 24D 4%E 0%C 4%0AZ %5 B¥EGEHE SZ ¥FFXE BX¥15%B0MCCHF 3XE 7 VCHFD XD FEAGK LI%F 7 %8 6%E
Upgrade-Insecure-Requests: 1
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The password is again stored in a txt file. This time however it is not as straight forward as viewing the source.
You wouldn’t even find the page by using a search engine as search bots have been excluded.



XA P gs (45 B a1 — /N B M UL: robots.txt (5¢Trobots X, 1% B AT H B UIRE

User-agent: *

Bllow: /

Di=zallow: /contact.php

Disallow: /inbox/

Disallow: flevels/ __— ’ )
Disallow: {leﬁélsiéxtrasiaserpasﬁ.;:B
Disallow: /usersy

Disallow: fctf/E8/php/*
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<div class="level-form >

<{form method="FOST">

<fieldset>
<label
<input
<label
<{input

for="user” " >Username:</label >

type="Text” name="user” id="user” autocomplete="off"><br>
for="user”>Password:</label>

type="Password” name="pass” id="pass” autocomplete="off"><br>

|<input

type="hidden” name="passwordfile” walue="extras/secret. txt”> |

<input

type="subnit” walue="Submit” c¢lass="hutton”>

</fieldset>
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1011 0000 0000 1011
1111 1110 1110 1101
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<div class="level-form >
<form method="FOST">
<fieldset>

<label for="user”>Username:</label>
<input type="Text” name="user” id="user” autocomplete="off"><br>
<label for="user”>Password:</label>
<input type="Password” name="pass” 1d="pasz” autocomplete="off"><br>
Fa class="left’ href=" ?forzot’ »Request details<{/a> |
<input type= submlt walue= Submlt class= button >
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<div class=" level—form »

<form method="POST">

{fieldset>

label for="emaill”>FEmail:</1ahel
{input type="text” name="emaill” id="emaill” autocomplete="off"><br>
{input type="hidden” name="emailZ?” id="email?” value="admin®hackthis. co.uk” autocomplete="off">
{input type="submit walue="Submit” class="hutton >
{/Fieldset>

R NI ERAEEAMES, RF. o o o AKX

emaili=adminx4ohackthis. co.uk&emailz=adminx40hackthis. co.uk
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The developer has now added a feature that allows him to get a password reminder. Can you exploit it to send you the login details
instead?
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<fieldset>
<label for="user”>Username:</label>
{input type="Text” name="user” id="user” autocomplete="off"><br>
<label for="user”>Password:</label>
<{input type="Password” name="pass” id="pass” autocomplete="off"><br>
‘(input type="hidden” name="passwordfile” walue="lewvell(pass. tat”>
<input type= submit walue= Submit  class= button >

{/fieldset>
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% 2 R T3 Fluserfilpass.
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