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Basic+ Level 2

User agent not accepted, only secure_user_agent
allowed
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uuff Finally got the solution!!!

0, apparently, | have only scored 109384 in an online game, where | needed to score exactly 194175 to get top of the high-scores table.
Maybe | should still congratulate myself, huh? At least | scored that

much without playing that game even for one second!

Below the text, we see a Flash object, showing our total score. It is a good idea to inspect this object.
| looked at the source code of the webpage to locate where the Flash object resides. This part of the code shows the location:
Navigating to the highlighted link, | downloaded the Flash object

b3.swf. To understand how it interacts with the webpage about the

total score, | decided to reverse engineer it by decompiling the

object to get the source code.

Luckily, decompiling Flash is fairly straightforward in most cases.

Using an online tool , | performed the decompilation:

So, the object has a fairly simple code. There is a variable named

score, which holds the default score, and this variable is sent to the

website by a HTTP POST request, to the URL above. Apparently, we

learnt the mechanism going on behind the scenes. Now, what should we

do?

There came 2 ideas to my mind: 1 - Editing the decompiled source code,

so that score variable holds the score we want; then, compiling the

edited source code, and creating an HTML, embedding the compiled new

Flash object, clicking Submit on the Flash object.

2 - Creating an HTML form with a HTTP Post method which submits the

score we want with the name score.

| chose the latter idea, since it is simpler than the former. |

created the following simple HTML file™:

*To create an HTML file, you can simply open a text editor of your choice, type in some HTML code, and save the file with the file name
extension .html.

Then, | opened this HTML file in my browser, and clicked the button.

That's it!

Idea no 3 :: You can inspect the source code of the challenge page and

simply add the above html code to footer part and rest you know what

todo ?

Enjoyyyyyyyyyyyyy!!!
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We are running a suspicious looking service. Maybe it will give you the answer.
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