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1. Flag

All flags are in this format:
FLAG{This is flag’s format}

8L H i bl & flag

All flags are in this format:

FLAG{This is flag's format}

2. corgican fly

Corgi is cute, right?
Pillow (Python) and Bitmap (.NET) are your friends.
(Maybe you can try stegsolve)
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Corgi is cute, right?
Pillow (Python) and Bitmap (.NET) are your friends.

(Maybe you can try stegsolve )
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File Analyse Help
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3. Television

Looks like my television was broken
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Pusheen is cute!
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binwalk meow.png

root@kali: /media/sf_D_DRIVE/CTF Practice

MHF(F) MmiB(E) ZE(V) BE( HRUR(T)  FBEN(H)
media/sf D DR ( Practice# binwalk meow.png

DECIMAL HEXADECIMAL DESCRIPTION
8-bit/color RGBA, non-interl

Z1lib compressed data, compressed
Zip archive data, at least v1.0 to extract, name:

meow,/
48606 2 Zip archive data, encrypted at least v2.0 to extra

51, uncompressed size: 47, name: meo g
Zip archive data, at least v1.0 to extract, name:
meow,/1t39.1997
48814 0xBEAE Zip archive data, at least v1.8 to extract, name:
139.1997-6/p296x100/
0xBFO1 Zip archi data, encrypted at least v2.0 to extra
i : : 48543, name: meow/1t39.1997-6/p296
15628 1958740854 n.png
End of Zip archive, footer length:

SRJG, B Hforemostdy 24 5 Hi 3k
foremost meow.png

KIL A png I R4 —~00000000.png, zip X A4FIE N —~00000094.zip, SATIIXAEA G EHN, Jeath— X zp
A, IBAT R AT

unzip -v 00000094.zip



R4 ris A png &l Fr, JLCRC321{H & cdad52bd

root@kali: /media/sf_D_DRIVE/CTF Practice/output/zip o ® 0

£UH(T) WENH)
CTF Practice/output/zip# unzip -v 00000094.zip

Archive: :
Length Methoc Size Time CRC-32 Name

Stored 2] : 6 - (a]ofayelegela]e]
Defl:N 39 - 3046cead
Stored g : 6-06- :20 00000000 meow/t39.1997-6/
6-06 - :21 000000008 meow/t39.1997-6/p296x1

-05-14 B5: cdad52bd) meow/t39.1997-6/p296x1
1950748854 n.png

0%
CTF Practice/output/zip# [

T J5k00000000.png ) CRC 3214 t /& cdad52bd
1% H f700000000.png I CRC324E /& S il id iz 47~ T P AT i 2159 21 1)

zip plain.zip ©0000000.png

unzip -v plain.zip



@ 00000000.png

i* plain.zip

root@kali: /media/sf_D_DRIVE/CTF Practice/output/png e ® 6

M) WmIBE) BE(V) BRE(S) £KT) EBH)
z f DRIVE F Pract tput # zip plain.zip 00000000.png
(deflated 0%)

adding: ©0000000.png

D # unzip -v plain.zip

Archive: plain.zip
Method Date Time CRC-32 Name

#

hitps://blog.csdn.net/qg_41509200 |

TRIXAZPAETE W i, TEE4H00000000.png 2 i plain.zipF100000094. zip i £ pkcrack i L3, FIH ir 4

./pkcrack -C 00000094.zip -c meow/t39.1997-6/p296x100/10173502_279586372215628 1950740854 n.png -P plain.zip
00000000.png -d result.zip -a

33— result.zip

3= HR

* 00000094.zip
B extract

B findkey

B makekey

B pkcrack
** plain.zip
M png

¥ result.zip

B zipdecrypt

root@kali: ~/F &&/bin

MfF(F) tREE(E) ZE(V) ER(S) L£IK(T) MAENH)

- # ./pkcrack -C 00000094.zip -c meow/t39.1997-6/p296x100/101
73502 279586372215628 1950740854 n.png -P plain.zip -p 00000080.png -d result.z
ip -a
Files read. Starting stage 1 on Thu Sep 12 15:15:29 2019
Generating 1lst generation of possible key2 48403 values...done.
Found 4194384 possible key2-values.
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result.zip
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pkerack ) 22 %%

#!/bin/bash -ex

wget https://www.unix-ag.uni-kl.de/~conrad/krypto/pkcrack/pkcrack-1.2.2.tar.gz
tar xzf pkcrack-1.2.2.tar.gz

cd pkcrack-1.2.2/src

make

mkdir -p ../../bin

cp extract findkey makekey pkcrack zipdecrypt ../../bin

cd ../

TR % 2 pkerack fishellffiAS, A6 217 L A 5
chmod ut+xinstall.sh

FHZAT Rl 425 T H0E 24 R BRI AT i FH pkerack
pkecrack {4 F
-CE R B AR SO (F B12)
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5. where is flag

Do you know regular expression?

T H 88 fm 2 N3 — Mlagaxaf R4 6L, 7ekali it k73 28— A4 NflagyscfF, il flagmlmi /e B, T2 47 N4
543 1 iy Zflag

cat flag|grep -oP "FLAG{[~{}]+?}"

PMANHESR, Kixteflag—>— Mk, BEZERE] [ flag
7% 7 — FREAIMEE, #ZUH FHf et G Eifag, &AM BN I FLAGRRINE, HHh e 5 i
W2 Ll ta-z, A-ZFI0-9IIATAr 4F

cat flag | grep -oP FLAG{[a-zA-Z0-9]*}



root@kali: /media/sf_D_DRIVE/CTF Practice o ® O

M) fREB(E) BEE(V) HE=RES) LimT)  HEH)
: /media/sT D DRIVE/CTF Practice# cat flag | grep -oP FLAG{[a-zA-Z0-9]%*}

FLAG{}

FLAG{}

FLAG{}

FLAG{}

FLAG{}

FLAG{}

FLAG{VizQLeu9M3aybJBA3T1AgFROGyuUTLXZ20eRbKT1lAgT1AgFLAGOhBTI}

FLAGAH

: /media/st D DRIVE/CTF Practice# I

log.csdn.ne

Can you decode this?

FTIF 8 B 88 fo e — AN 466, fikalis k43 Fllencoderse 43¢,  HLTHI £ 1% #&encoder.pyfilflag.enc {4, Fpycharm#T I
encoder.pyf&, KILELF LA IS B R AL


http://idc.wanyunshuju.com/cym/30.html

! /usr/bin/env python2

import random

import string

def rotl3(s):
return s.translate(string.maketrans(string.uppercase + string.lowercase,
string.uppercase[13:] + string.uppercase[:13] +

string.lowercase[13:] + string.lowercase[:13]))

baseb4(s):
return ''.join(s.encode('base64"').split())

hex(s):

return s.encode('hex")

upsidedown(s):

return s.translate(string.maketrans(string.uppercase + string.lowercase,
string.lowercase + string.uppercase))

flag = 'FLAG{ # try to recover flag

E = (rotl3, base64, hex, upsidedown)

for i in range(random.randint(30, 50)):

print i
random.randint(@, len(E) - 1)
flag = "%d%s' % (c, E[c](flag))

open('flag.enc', 'w').write(flag)

MR ARG, PR SO ) PR K



from binascii import unhexlify
from base64 import b64decode
import string

def unrotl3(s):
return s.translate(str.maketrans(string.ascii uppercase[13:] + string.ascii uppercase[:13] +
string.ascii_ lowercase[13:] + string.ascii lowercase[:13],

string.ascii_uppercase + string.ascii_lowercase))

unupsidedown(s):
return s.translate(str.maketrans(string.ascii_lowercase + string.ascii_uppercase,

string.ascii_uppercase + string.ascii_lowercase))

unbaseb4(s):
return bé64decode(s).decode()

unhex(s):
return unhexlify(s).decode()

with open('D:/CTF Practice/encoder/flag.enc') as f:
data = f.read()

E = (unrotl3, unbase64, unhex, unupsidedown)

for i in range(590):
c, data = int(data[@]), data[1l:]
data = E[c](data)
if data.startswith('FLAG'):
print(data)

"D:\Learning application\Python 3
FLAG{KEEP CLAM AND DECODE!}

7. slow

nc hackme.inndy.tw 7708
OMG, It’s slow.

NHIwpZEIEK, HIGEMFFOEFEE, ITAATR RN PSR H 5 ERe a2 /N, A
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1 /usr/bin/env python
from pwn import *
import time
#context.log level = 'debug'
' ABCDEFGHIIJKLMNOPQRSTUVWXYZ0123456789 '
['F','L','A",'G', ' {"]

for i in string:
p = remote('hackme.inndy.tw', 7708)
temp = p.recv()
#print temp
a = time.time()
payload = ''.join(flagl)+i+flag2
print i
p.sendline(payload)
s = p.recvline()
#print s
b = time.time()
print "[+] Delay:", int(b-a), 's'
p.close()
if (start_delay) != len(flagl)+1:
#p.close()
print ‘0000000000000 _has_some_bug repeating...'
time.sleep(0.8)
p = remote( 'hackme.inndy.tw', 7708)
temp = p.recv()
a = time.time()
p.sendline(payload)
s = p.recvline()
b = time.time()
print "[+] Delay:", int(b-a), 's'
p.close()

if (start_delay+l) == int(b-a):
print payload
flagl.append(i)
start_delay += 1
break

time.sleep(0.2)

if start_delay == 30:
break
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8. pusheen.txt

Do you think pusheen is cute?
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grep -oP "(.- . . )|(.- . . )" pusheen.txt|xargs echo -n|sed 's/.- ' . /1/g;s/.- . ./O/g;s/ //g' | rax

2 -bt

TR B0, RIRHAHERASCI, I T flag

root@kali: /media/sf_D_DRIVE/CTF Practice e ® &
ZE(F) #RIB(E) EZ/E(V) HEZR(S) £IRT) BEBHH)

_D_DRIVE/CTF Practi grep -oP "{.- Ml B BEE
|

:cho -n|s s/l 1/9:5/a e/ '|rax2 -bt

hwwn 0I000IT00I00II000I00000I0I000TITT Cute} : /media/sf_D _DRIVE/C

AAEZH TS AR R AR 2 7w, BHIS AL A
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