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1. easy
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2. rukidding

EKZF{Hs'r snnn dzrx, itrs bzdrzq bhogdq}
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EKZF {Hs'r snnn dzrx, itrs bzdrzq bhogdq}
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FLAG{It's tooo easy, just caesar cipher}
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3. not hard

Nm@rmLsBy{Nm5u-K{iZKPgPMzS2l/Pc%_SMOjQ#O;uV{MM?PPFhk|Hd;hVPFhg{HaAH<
Tips: pydoc3 base64

B H $ER A T E python3 1) T M h A #base64 %, BT 1777 i febase85/# %, Fibase32ff % i #3flag
T 2 F python3 32 31145 Biflag AL g
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import base64

base85 str = b'Nm@rmLsBy{Nm5u-K{iZKPgPMzS2I*1Pc% SMOjQ#0;uV{MM*?PPFhk |Hd;hVPFhq{HaAH< "
print(base85 str)

base32 str = base64.b85decode(base85 str)

print(base32_ str)
flag = base64.b32decode(base32_str)
print(flag)

| 1% Python Program import base64

venv

4 flag.enc base85_str = b'Nm@rmLsBy{Nm5u-K{iZKPgPMzS2I*1Pc%_SMOjQ#0;uV{MM*?PPFhk |Hd; hVPFhq{HaAH<"
& flag.py .

|l External Libraries prlnt(baseSS_str)

‘o Scratches and Consoles base32_str = base64.b85decode(base85 str)

print(base32_str)
flag = base64.b32decode(base32_str)
print(flag)

Run: flag

> b'IZGECR33IRXSA6LPOUQGW3TPO4QGEYLTMUZTEIDFNZRW6ZDINZTT67I="

MFLAG{Do you know base32 encoding?}j

Process finished with exit code ©
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¢ python3+base64 5k (1 i
https://docs.python.org/zh-cn/3/library/base64.html?highlight=base64

4. classic cipher1

MTHKXCWTNXRJCUBCGXGUGXWREXIPOYAOEYFIGXWRXCHTKHF COHCFDUCGTXZOHIXOEOWMEHZO}
Solve this substitution cipher


https://docs.python.org/zh-cn/3/library/base64.html?highlight=base64
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quipgiupis a fast and automated cryptogram solver by Edwin Olson. It can solve simple substitution ciphers often found in newspapers, including puzzles like cryptoquips (in which word boundaries are preserved) and patristocrats
(inwhi chwor dboun darie saren 1).

Puzzle:
MTH]T {CWTHXR JCUBCGXGUGKWREX IP OTACETF IGXWRY CHTKHF COHCFDUCGTX Z0H X OEOWMEHZ 0}

Clues: For example =R QUW=THE
MTHT=FLAG

0 ~1.700  FLAG{ SOLVING SUBSTITUTION CIPHER DECRYPTION IS ALWAYS EASY JUST LIEE A PIECE OF CAKE)

1 ~1.826  FLAG({ SOLDING SUBSTITUTION CIPHER ME CRYPTION IS ALVAVS EASY JUST LIKE A PIECE OF CAKE)

2 ~2.244  FLAG{ SOLDING SUBSTITUTION RICHENPER MYCTION IS ALWAYS EASY JUST LIEE & CIERE OF RAKE)

3 -2.357  FLAG{ SOLDING SUBSTITUTION RIC JEPHER PYCTION IS ALWAYS EASY WUST LIKE A CIERE OF RAKF)

4 -2.575  FLAG{ SOLVING SUBSTITUTION EIRD CHECK HYRTION IS ALWAYS CASY JUST LINCA RICK C OF EANC)

5 ~2.659%  FLAG{ SOLVING SUBSTITUTION HIF WE D MEHD CPTION IS ALZAC SEAS CRUST LIKE & PIE HE OF HAKE)
6 -2.837  FLAG{ SULZING SONS DID ODIUM CIPRE THE C TYPDIUN IS ALWAVS EASY VO S D LIEE & PIECE UFC AKE}

T -2.892  FLAG{ TOLVING TRUTH I H R H ION CIP WEB DE CBS PHI ON ITALY AS TEATS M RTH LIKE A PIECE OF CAKF)
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5. classic cipher 2

Solve this vigenere cipher

R YRS SO R, SRR R RN, TR ELRIN SRR, A3 BIRE i %
Input

Cipher Text:

V KGIFET WCTPK MJ C SNMEF FF TYQDJLJ CIJNYPG YNQ CCMMEGNL —
WRGCNMJ AVXY TCZBLWRFE CUFIUV LGWSQ ESNTI EFMIG MIY ERE
OWJCXLTGENPCOVE WRYEM VHVCEC NOH DCAEU THONJI MJ CW
GTYDVTTMFIDLR IRGZVZIEH GESPGAXKI YEKSGPVA KHG CEOBBX

TVOUXVOL IF GPLWZSLER AVDMOHYGIU XQ ATZXRWRNUIWI CCOWDS
AFIHYHM NF GTNLTYFEF QEMBZRCXO ENS BTVVCBTE VVUTHNVVCETU SR
PEVNTS QHH GJC UAIECV ATAMXS EEMLORV ARW NQEFPEX EN FER

FZETY FXU FJ NEI UPFQ UOEEKTLY QF TBCUCXV ENIEI YI CDDFPHVE
TUF VGJTT3GWJIMSJ 3V JVEJGBVTTME PAS WTUIROMX VEBWR

VA¥NRD¥AEN RTRY VET DEWTCM PDTVDAGR THER NGKD AHVE A HVRERT A
Cipher Variant: Classical Vigenere v

Language: English v

3-100 (e.g.
8 orarange e.g. 6-10)

Break Cipher | ‘ Clear Cipher Text |

Key Length:

Result

Clear text [hide]

Tlaar tavt nicineg lbrav "Miimanararinharcranhacraclradbaofrannancuanalucicattacle™s


https://quipqiup.com/
https://www.guballa.de/vigenere-solver
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A CAESAR SALAD IS A SALAD OF ROMAINE LETTUCE AND CROUTONS DRESSED
WITH PAEMESAN CHEESE LEMCON JUICE OLIVE CIL EGG WORCESTERSHIEE
SAUCE GARLIC AND BLACK PEFFER IT IS TRADITICNALLY PREPARED
TARBIESTDE HISTORY THE SALADS CEEATICN IS GENERALLY ATTRIBUTED TOC
RESTAURATEUR CAESAR CARDINI AN ITALIAN IMMIGEANT WHO COPERATED
RESTAURANTS IN MEXICO AND THE UNITED STATES CARDINI WAS LIVING IN
SAN DIEGO BUT HE WAS ALSC WORKING IN TIJUANZ WHERE HE AVOIDED THE
RESTRICTIONS OF PRCHIBITION HIS DAUGHTER ROSA RECCOUNTED THAT HER
FATHER INVENTED THE DISH WHEN 2 FOURTH CF JULY RUSH DEPLETED THE

FTTOHREMS STIDDT TRS CORADTITRT MATE Twh WTTH WHALT TR Oy ANhDThC THE o
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KILGALLEN WROTE OF A CAESAR CONTAINING ANCHOVIES DIFFERING FROM CARDINIS VERSION
THE FLAG HAS NINE WORDS AND YOU NEED TO ADD CURLYBRACES TO FLAG AND FLAG HAS
SPACES AND ALL IN UPPERCASE THE BIG FOOD RAGE IN HOLLYWOODTHE CAESAR SALADWILL BE
INTRODUCED TO NEW YORKERS BY GILMORES STEAK HOUSE ITS AN INTRICATE CONCOCTION
THAT TAKES AGES TO PREPARE AND CONTAINS ZOWIE LOTS OF GARLIC RAW OR SLIGHTLY
CODDLED EGGS CROUTONS ROMAINE ANCHOVIES PARMEASAN SIC CHEESE OLIVE OIL VINEGAR

AND PLENTY OF BLACK PEPPER RECIPEEDIT THE FLAG IS VIGENERE CIPHER CAN BE CRACKED BY

FREQUENCY ANALYSIS ATTACK |[ACCORDING TO ROSA CARDINI THE ORIGINAL CAESAR SALAD
UNLIKE HIS BROTHER ALEXS AVIATORS SALAD DID NOT CONTAIN PIECES OF ANCHOVY THE SLIGHT
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FLAG{VIGENERE CIPHER CAN BE CRACKED BY FREQUENCY ANALYSIS ATTACK}
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