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CHALLENGE DESCRIPTION
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flepninatepnelinstay | made a service for people to cache their favourite websites, come and check it out! But don't try anything funny, after a recent incident we implemented military grade IP based restrictions to keep the hackers
at bay...
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routes.py

from flask import Blueprint, request, render_template, abort, send_file
from application.util import cache_web, is_from_localhost

web = Blueprint('web', _ name_ )

api = Blueprint('api', __name_ )

@web.route('/")
def index():
return render_template('index.html")

@api.route('/cache', methods=["'POST'])
def cache():
if not request.is_json or 'url' not in request.json:
return abort(400)

return cache_web(request.json['url'])
@web.route('/flag')
@is_from_localhost

def flag():
return send_file('flag.png')
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util.py

1 def cache_web(url):
2 scheme = urlparse(url).scheme
3 domain = urlparse(url).hostname
4
5 if not domain or not scheme:
6 return flash(f'Malformed url {url}', 'danger')
7
8 if scheme not in ['http', 'https']:
9 return flash('Invalid scheme', 'danger')
10
11 def ip2long(ip_addr):
12 return struct.unpack('!L', socket.inet_aton(ip_addr)) [0]
13
14 def is_inner_ipaddress(ip):
15 ip = ip2long(ip)
16 return ip2long('127.0.0.0') >> 24 == ip >> 24 or \
17 ip2long('10.0.0.0') >> 24 == ip >> 24 or \
18 ip2long('172.16.0.0') >> 20 == ip >> 20 or \
19 ip2long('192.168.0.0') >> 16 == ip >> 16 or \
20 ip2long('0.0.0.0') >> 24 == ip >> 24
21
22 if is_inner_ipaddress(socket.gethostbyname(domain)):
23 return flash('IP not allowed', 'danger')
24
25 return serve_screenshot_from(url, domain)
26
27 def is_from_localhost(func):
28 @functools.wraps(func)
29 def check_ip(xargs, *xkwargs):
30 if request.remote_addr != '127.0.0.1' or request.referrer:
31 return abort(403)
32 return func(xargs, sxkxkwargs)
33 return chec k_lp CSDN @galaxy3000
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{"level": "dapger" “message™: "You don't have the permission to access the requested resource. It is either read-protected or not readable by the

server.”,
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<meta http-equiv="refresh" content="0; URL=http://127.0.0.1:31643/flag" />
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