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CHALLENGE DESCRIPTION

There should be something hidden inside this photo... Can you find out?

Submit Flag

Submit a flag to this challenge.

5662 Stego

CHALLENGE RATING USER SOLVES CATEGORY

6 1420 9 21
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T H M Hackerman.zip, fif# k414 ¥ hackerman.jpg.
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- Desktop file hackerman. jpg

hackerman.jpg: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, s
egment length 16, baseline, precision 8, 960x54@, frames 3

/1 exiftool HEEIFEE, RAIAHAKMEE.

- Desktop exiftool hackerman. Jpg

ExifTool Version Number
File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions

File Type

File Type Extension
MIME Type

JFIF Version

Resolution Unit

X Resolution

Y Resolution

Image Width

Image Height

Encoding Process

Bits Per Sample

Color Components

Y Cb Cr Sub Sampling
Image Size

Megapixels
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(pyenv3) = tmp steghide extract -sf hackerman. jpg

Enter passphrase:

{8 F stegcrackerfil fif %5, 15 2Bk 1 L4

stegcracker hackerman.jpg rockyou.txt

I I
: hackerman. jpg

: 119 kB

1 2017:07:26 ©09:52:10+08:00
1 2022:02:20 07:09:25+08:00
1 2022:02:20 07:08:39+08:00

rw-r--r--

: JPEG
: Jpg
: 1mage/jpeg

1.01

: None

i1

i1

: 900

: 540

: Baseline DCT, Huffman coding
: 8

: 3

: YCbCr4:4:4 (1 1)
: 960x540

: 0.518




(pyenv3) = tmp stegcracker hackerman.jpg rockyou.txt
StegCracker 2.1.0 - (https://github.com/Paradoxis/StegCracker)
Copyright (c) 2022 - Luke Paris (Paradoxis)

StegCracker has been retired following the release of StegSeek, which
11l blast through the rockyou.txt wordlist within 1.9 second as opposed
to StegCracker which takes ~5 hours.

StegSeek can be found at: https://github.com/Rickdelager/stegseek

Counting lines in wordlist..
Attacking file 'hackerman.jpg' with wordlist 'rockyou.txt'..
Successfully cracked file with password: almost
ried 11476 passwords
Your file has been written to: hackerman.jpg.out
almost CSON @gaiay3000

] File AR, ORI

(pyenv3) = tmp file hackerman. jpg.out
hackerman. jpg.out: ASCII text

BE MM, 15 2|base64 4 hid (1) 7 1F

(pyenv3) = tmp cat hackerman. jpg.out
SFRCezN2Z2MWx fYzBycHO=

base64ffi415 2lflag

(pyenv3) =» tmp cat hackerman.jpg.out | base64 -d

HTB{3\ ™ s w301
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