HackTheBox-Beatles

alaxy3000 T 2022-02-22 09:19:55 K i 278 AT
rRERE: # Misc W FEFRZ: CTE writeup [ %% % 4> hackthebox Misc

JRAUR B RSO F A0, 145 CC 4.0 BY-SA BN, 5 30E I _F )5 ST H AL BE R ANAS 75 B

ACHERE: https://blog.csdn.net/galaxy3000/article/details/123060479
AL

[“ W,

/ M (C % (f\h

V“ RN J;\\
) \\/ g @ JMlsc%FWiWW%‘

11 & 01T 1A

TR
XEHX%
N
m ‘J Hm
CHERR
HH "\mj {”

ML IR

HackTheBox My CTF#E37 411 (Misc) #H2%/8 H Beatles, 1 H Hilikhttps://app.hackthebox.com/challenges/beatles, = %4

BIAREAR, zipkditSrott 38 i X i S 275 A Ao

L_W Beatles
Q EASY
NO CONNECTION REQUIRED INFORMATION ACTIVITY

o) Download Files CHALLENGE DESCRIPTION
~ Necessary files to play the challenge. John Lennon send a secret message to Paul McCartney about the next music tour of Beatles... Could you find the message and sumbit the flag?

Submit Flag
Submit a flag to this challenge.
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Url Cnhy,

Z1 Sbygre unf cnffcuenfr jvgu sbhe (4) punenpgref.
Pbhyg 1bh spenpx vg sbe zr???

V fraq lbh n zrffntr sbe bhe Gbhe arkg zbagu...
Qba'g Funer vg jvgu bgure zrzoref bs bhe onaq...

-Wbua Yraaba

CF: Crnpr naq Ybir zl sevraq... Orngyrf Onaq sbe rire!
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Recipe

ROT13

Rotate lower Rotate upper
o
case chars case chars

Amount

13
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[] Rotate numbers

{5 FHforackzip 4 i& 4067 7477 2 B i e zip 1R 46 60

fcrackzip -b -c 'a' -1 4 -u BAND.zip

Input

Url Cnhy,

Z1 Sbygre unf cnffcuenfr jvgu sbhe (4) punenpgref.
Pbhyq 1bh spenpx vg sbe zr???

V fraq lbh n zrffntr sbe bhe Gbhe arkg zbagu...
Qba'g Funer vg jvgu bgure zrzoref bs bhe onaq...

-Wbua Yraaba

CF: Crnpr naq Ybir zl sevraq... Orngyrf Onag sbe rire!

Output

Hey Paul,

My Folder has passphrase with four (4) characters.
Could you fcrack it for me???

I send you a message for our Tour next month...
Don't Share it with other members of our band...

-John Lennon

PS: Peace and Love my friend... Beatles Band for ewverdziyzono

= tmp fcrackzip -b -c¢ 'a' -1 4 -u BAND.zip

PASSWORD FOUND!!!!:

PW pass




IR 4535116/ BAND JPG
mageMagick: BAND.JP

B THE

EATLES

{fi steghide$2 X, {F %15 pass o4, #F K F 3T THEBEATLES T

- tmp steghide extract -sf BAND.JPG
Enter passphrase:

wrote extracted data to "testabeatle.out".

i file BHAFRM, el fF

= tmp file testabeatle.out
testabeatle.out: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1

d-1inux-x86-64.s0.2, for GNU/Linux 2.6.32, BuildID[shal]=ca68ea305ff7d393662ef8ce4e5eeddb478c8b4e, not stripped
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= tmp r2 testabeatle.out

[0x00000500]> iz

[Strings]

nth paddr vaddr len size section type

0x00000878 0x00000878 62 63 .rodata ascii Hey Paul! If you are here... Give my your favourite character!
1 0x000008cO 0x000008c@ 105 106 .rodata ascii Ok Paul... A little challenge for you mate, cause last month som
eone crazy man hacked...WTF! Let's Begin!
2 0x00000930 0x00000930 109 110 .rodata ascii #HHHHHHHHHHHHHHHTHHHHHHHHHHHEHHE Cha L L eng et ##HHH#HHEI# I
HHHHHHHHHH R R R R R
3  0x00000200 0x000009a0 33 34 .rodata ascii Tell me PAul! The result of 5+57?
4  (Qx000009c8 0x000009c8 64 65 .rodata ascii Ok!ok! it was easy... Tell me now... The result of: 5+5-5*(5/5)?
5 0x00000010 0x00000a10 73 74 .rodata ascii Last one! The result of: (2.5%16.8+1.25%10.2+40*@.65+1.5%7.5+1.2
5%3.2):40
6 0x00000060 0x00000a60 38 39 .rodata ascii Hey Paul! nice!!! this is the message
7  0x00000088 0x00000a88 180 181 .rodata ascii VGh1IHRvdXIgd2FzIGNhbmN1bGVkIGZvciB@aGUgZm9sbG93aW5nIGlvbnRoLi4u
IQOKDQpJI2xsIGdvIGI1dCBmb3IgZGlubmVyIHdpdGggbXkgZ21lybGZyaWVuZCBuYW11ZCBZb2NvISA7KQOKDQpIVEI7UzByUnlfTX1fR1IXM25EF
QoK
8 0x00000b40 0x00000b4d 105 106 .rodata ascii WTF! You are not Paul!! SOS SOS SOS HACKER HERE!! I will call th
e police someone want to steal my data!!!
9 0x00000bb0 0x00000bb@ 116 117 .rodata ascii #H#HHAHHHHHHIHIHHHHHHHHIHHHHEAHHHEND OF CHALLENGE#######Ht
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VGh1IHRvdXIgd2FzIGNhbmN1bGVkIGZvciB@aGUEZm9sbG93aW5nIG1lvbnRoLi4uIQOKDQpII2xsIGdvIG91dCBmb3IgZGlubmVyIHdpdGggbXkg
Z21ybGZyaWVuZCBuYW11ZCBZb2NvISA7KQOKDQpIVEJI7UzByUn1fTX1fR1IIXM25EfQOK

base64f# 415 Flflag

= tmp rax2 -D 'VGh1lIHRvdXIgd2FzIGNhbmN1bGVkIGZvciB0aGUgZm9sbG93aWSnIG1lvbnRolLi4uIQ@KDQpJI2xsIGdvIG91dCBmb3IgZGlub
mVyIHdpdGggbXkgZ21ybGZyaWVuZCBuYW11ZCBZb2NvISA7KQOKDQpIVEI7UzByUn1fTX1fR1IXM25EfQOK"
The tour was canceled for the following month...!

I'll go out for dinner with my girlfriend named Yoco! ;)
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