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:~/HTB/Boxes/Bastion# cat nmap.out
# Nmap 7.70 scan initiated Sun Apr 28 22:49:29 2019 as: nmap -sV -sC -oN nmap.out 10.10.10.134
map scan report for 10.10.10.134
ost is up (0.030s latency).
ot shown: 996 closed ports
STATE SERVICE VERSION
open ssh OpenSSH for Windows 7.9 (protocol 2.0)
| ssh-hostkey:

2048 3a:56:ae:75:3c:78:0e:¢8:56:4d:cb:1c:22:bf:45:8a (RSA)
cc:2e:56:ab:19:97:d5:bb:03:fb:82:cd:63:da:68:01 (ECDSA)
93:5f:5d:aa:ca:9f:53:e7:12:82:e6:64:a8:a3:a0:18 (ED25519)

D Open  mMsrpc Microsoft Windows RPC
p open netbios-ssn Microsoft Windows netbios-ssn
p open microsoft-ds Windows Server 2016 Standard 14393 microsoft-ds
Service Info: 0Ss: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows

ost script results:
_clock-skew: mean: -50m21s, deviation: 1h09m15s, median: -10m23s
smb-os-discovery:
0S: Windows Server 2016 Standard 14393 (Windows Server 2016 Standard 6.3)
Computer name: Bastion
NetBIOS computer name: BASTION\xQ0
Workgroup: WORKGROUP\x00
System time: 2019-04-29T04:39:17+402:00
smb-security-mode:
account used: guest
authentication level: user
challenge response: supported
message_signing: disabled (dangerous, but default)
smb2-security-mode:
2.02:
_ Message signing enabled but not required
smb2-time:
date: 2019-04-28 22:39:16
start date: 2019-04-28 02:54:28

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Sun Apr 28 22:49:46 2019 -- 1 IP address (1 host up) scanméds4hop7s3e nseebnd
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:~/HTB/Boxes/Bastion# smbmap -u guest -H 10.10.10.134
[+] Finding open SMB ports....
[+] User SMB session establishd on 10.10.10.134...

[+] IP: 10.10.10.134:445 Name: 10.10.10.134
Disk Permissions

ADMIN$ NO ACCESS

Backups READ, WRITE

[!] Unable to remove test directory at \\10.10.10.134\Backups\OgnQESsHeX, plreae remove manually
NO ACCESS
READ ONLY
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> diskpart

e > select vdisk file="c:\a.vhd"
e > agttach vdisk
o ZEWJ5, > detach vdisk
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https://github.com/mRemoteNG/mRemoteNG
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